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NAPPLIANCE APPLIANCE END USER AGREEMENT

CAREFULLY READ THE FOLLOWING TERMS AND
CONDITIONS. BY INSTALLING AND USING SOFTWARE AND
HARDWARE INCLUDED WITH THE NAPPLIANCE APPLIANCE,
YOU (THE ‘END USER’) ARE AGREEING TO BE BOUND BY
THESE TERMS AND CONDITIONS. IF YOU DO NOT AGREE TO
THESE TERMS AND CONDITIONS, IMMEDIATELY RETURN THE
NAPPLIANCE APPLIANCE TO NAPPLIANCE INC.

1. CERTAIN DEFINITIONS

1. “NAppliance Appliance” means the NAppliance hardware
and software that includes, without limitation: licensed software,
hardware, support, and professional services.

2. “Open Source Software” means software included in the
NAppliance Appliance which is licensed and made available under
the terms and conditions of the GNU General Public License version
2.

3. “Licensed Software” means NAppliance Proprietary
Software and Open Source Software together.

4. “NAppliance Proprietary Software” means NAppliance
proprietary software that may be included in the NAppliance
Appliance, including enhancements, updates, bug fixes and
upgrades thereto that may be provided to End User from time to
time.

2. LICENSE

(a)License Grant. Subject to full payment of all applicable fees
and to the terms of this end user agreement (the “Agreement”),
NAppliance hereby grants to End User, a non-transferable, non-
exclusive license to use the Licensed Software and related product
documentation (the “Documentation”) with the NAppliance Appliance
for the duration of the Agreement. This license allows the End User
to install the NAppliance Appliance on a network supporting the
number of active nodes specified by the NAppliance Appliance
Purchase Agreement. NAppliance shall have the right to conduct
audits periodically upon advance notice to verify compliance with the
terms of this Agreement.

nAppliance copyrignt 2008 - Page 2 of 73



(b)License Restrictions. End User may use the Licensed
Software solely with the NAppliance Appliance. Except as otherwise
permitted by the GNU General Public License version 2, End User
agrees not to modify, translate, reverse engineer, de-compile or
disassemble the Licensed Software; or to create derivative works
based on the Licensed Software.

(c) Other Restrictions. End User agrees to safeguard copies
of the Licensed Software against disclosure, copying or use by
unauthorized persons. End User agrees that it will not use, or allow
use of, the NAppliance Appliance for any improper purpose (including
without limitation, testing the integrity of any network other than those
it is authorized to test). End User agrees that it will not, and will not
allow, reverse engineering of the hardware included in the
NAppliance Appliance. End User shall ensure that the provisions of
this Agreement are not violated by End User's employees,
contractors or agents. End User agrees to indemnify NAppliance for
any third party claims related to the breach of this or any other
provision of this Agreement by End User, its agents, contractors, or
employees.

(d)Open Source Software. The use distribution and
modification of Open Source Software is governed by the terms and
conditions of the GNU General Public License version 2 which can
be viewed at http://gnu.org and which is hereby incorporated by
reference. Copies of the source code for Open Source Software may
be obtained by contacting NAppliance via email at
source@NAppliance.com. NAppliance may charge End User a fee
equal to its cost for copying and distributing such source code.
Nothing in this Agreement is meant to modify or supercede any terms
and conditions of the GNU General Public License version 2 and if
there is a conflict between the Agreement and the GNU General
Public License version 2, the terms of the GNU General Public
License version 2 shall control.
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3. TITLE

End User acknowledges and agrees that all right, title and
interest in the Licensed Software and Documentation, including all
intellectual property rights therein, is retained by NAppliance or its
suppliers, subject only to the license granted to End User hereunder.
This license is not a sale and does not transfer to End User any title
or ownership in or to the Licensed Software or the Documentation.

4. MAINTENANCE

End User shall have the option of purchasing maintenance
services from NAppliance for a fee. Maintenance may include the
following:

(a) Software Updates. Software updates will be provided by
NAppliance at its sole discretion to End User from time to time.
Updates may include software enhancements, upgrades, minor
updates, and bug fixes.

(b)Hardware Repair or Replacement. For End Users
purchasing maintenance services, NAppliance will use commercially
reasonable efforts to repair or replace defective hardware within two
(2) business days in accordance with the terms of the hardware
warranty set forth in Section 4 (b) of this Agreement. End User is
responsible for returning defective hardware to NAppliance within
seven (7) days of receipt of replacement hardware. If NAppliance
does not receive returned defective hardware within seven days
NAppliance may charge End User the cost of the replacement
hardware, such charges to be invoiced by NAppliance to End User in
accordance with Section 7.

(c)Support. NAppliance will provide phone and email support
to End Users Monday-Friday between 7:00 a.m. and 5:00 p.m.
Pacific Time. NAppliance will use commercially reasonable efforts to
reply to support requests within one (1) business day.

(d)Technical Support Incidents. End Users who purchase
maintenance are entitled to twelve (12) technical support incidents
per year. Support for technical support incidents above twelve (12)
per year will be provided on a time and materials basis.

(e)Bug Fixes. The discovery of errors in the NAppliance
Appliance (“Bugs”) by End user shall not be deemed a technical
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support incident. Bugs should be promptly reported via email by End
User to NAppliance at bugs@NAppliance.com. NAppliance will use
commercially reasonable efforts to fix Bugs in a timely manner.

(f) Other Technical Support.  Additional technical support
services are available, at NAppliance’s discretion, on a time and
materials basis.

5. LIMITED WARRANTY

(a) Software. NAppliance warrants to End User only that the
media on which the Licensed Software is recorded shall be free from
defects in materials and workmanship under normal use for a period
of ninety (90) days from the date of shipment by NAppliance. End
User's sole and exclusive remedy, and NAppliance's sole and
exclusive liability, shall be replacement of the media in accordance
with this limited warranty.

(b)Hardware.

(i) Limited Warranty. NAppliance warrants only to End User
that hardware furnished to End User under this Agreement will be
free from defects in materials and workmanship for a period of ninety
(90) days following shipment by NAppliance. NAppliance’s sole and
exclusive liability and End User’s sole and exclusive remedy under
this section 5(b) is to, at NAppliance’s sole discretion, repair or
replace without charge any non-conforming hardware. NAppliance
shall repair or replace such hardware within a reasonable time
period. Returned hardware and parts shall become NAppliance’s
property. End User agrees to assist NAppliance in identifying the
circumstances under which the hardware failed.

(ii) Warranty Exclusions. The warranty under this section 5(b)
does not apply to any hardware that has been subjected by End User
or a third party to: (a) operating or environmental conditions contrary
to NAppliance's specifications, (b) damage, misuse or neglect, (c)
improper installation, repair or alteration, (d) modifications, other than
by NAppliance, or (e) third party software, firmware or hardware that
interferes with operation of such hardware. This warranty also
excludes expendable items, such as fuses or other similar parts that
fail from normal use.

(c) WARRANTY DISCLAIMER.

(i) THE LICENSED SOFTWARE AND
DOCUMENTATION IS PROVIDED “AS IS.” EXCEPT FOR
THE LIMITED WARRANTIES GRANTED IN SECTIONS 5 (a)
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AND (b), NAPPLIANCE EXPRESSLY DISCLAIMS AND
NEGATES ALL WARRANTIES FOR THE NAPPLIANCE
APPLIANCE, WHETHER EXPRESSED, IMPLIED,
STATUTORY OR OTHERWISE, AND NAPPLIANCE
SPECIFICALLY DISCLAIMS ANY IMPLIED WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, NON-INFRINGEMENT OF INTELLECTUAL
PROPERTY OR OTHER VIOLATION OF RIGHTS.
NAPPLIANCE DOES NOT WARRANT THAT THE
NAPPLIANCE APPLIANCE WILL MEET END USER'S
REQUIREMENTS OR THAT THE OPERATION OF THE
LICENSED SOFTWARE WILL BE UNINTERRUPTED OR
ERROR FREE.

(iii) Some states or countries do not allow
exclusion or limitation of incidental or consequential
damages or limitation on how long an implied warranty
lasts, so the above limitations or exclusions may not
apply to End User. This warranty gives End User specific
legal rights and End User may also have other rights,
which vary from state to state or country to country.

6. LIMITATION OF LIABILITY AND DAMAGES

(a)IN NO EVENT SHALL NAPPLIANCE, ITS SUPPLIERS OR
ITS DISTRIBUTORS BE LIABLE FOR ANY INDIRECT, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGE, INCLUDING
WITHOUT LIMITATION, LOSS OF DATA, LOST PROFITS OR
COST OF COVER ARISING FROM THE USE OF THE
NAPPLIANCE APPLIANCE, OR ANY DEFECT IN THE
NAPPLIANCE APPLIANCE, HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY. THIS LIMITATION SHALL APPLY EVEN IF
NAPPLIANCE, ITS SUPPLIERS OR ITS DISTRIBUTOR SHALL
HAVE BEEN ADVISED OF THE POSSIBILITY OF ANY SUCH
DAMAGE. IN PARTICULAR, BUT WITHOUT LIMITATION,
NAPPLIANCE, ITS SUPPLIERS AND ITS DISTRIBUTORS SHALL
HAVE NO LIABILITY FOR THE LOSS OF ANY INFORMATION
STORED OR COMMUNICATED OR ATTEMPTED TO BE STORED
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OR COMMUNICATED WITHIN ANY SYSTEM USING THE
LICENSED SOFTWARE.

(b) THE MAXIMUM AGGREGATE LIABILITY OF NAPPLIANCE
AND ITS SUPPLIERS FOR ANY CLAIM ARISING OUT OF USE OF
THE NAPPLIANCE APPLIANCE, OR ANY DEFECT IN THE
NAPPLIANCE APPLIANCE, ON ANY AND ALL THEORIES OF
LIABILITY, INCLUDING WITHOUT LIMITATION NEGLIGENCE BY
NAPPLIANCE, SHALL IN ALL EVENTS BE LIMITED TO RETURN
OF THE AMOUNTS ACTUALLY PAID TO NAPPLIANCE FOR THE
DEFECTIVE LICENSED SOFTWARE OR HARDWARE, LESS
DEPRECIATION OF SUCH AMOUNTS LINEARLY OVER A THREE-
YEAR PERIOD, WHICH THE PARTIES AGREE CONSTITUTES A
REASONABLE RATE OF DEPRECIATION.

7. FEES

End User shall pay to NAppliance the fees for the NAppliance
Appliance in effect at the applicable delivery date requested by End
User in accordance with the NAppliance Appliance Purchase
Agreement, and NAppliance shall invoice End User for all such fees.
NAppliance may increase fees at its discretion, provided that fee
increases will not be effective until 30 days after notice to End User.
All payments due hereunder to NAppliance shall be paid to
NAppliance not later than thirty (30) days following the date of the
applicable invoice. In addition to the fees, End User will pay all
charges, including without limitation transportation charges,
insurance premiums, and shall be responsible for all taxes (except
NAppliance’s U.S. income taxes), duties, costs of compliance with
export and import controls and regulations, and other governmental
assessments.

8. TERMINATION

This agreement shall continue in effect until terminated
hereunder. This Agreement may be terminated by NAppliance upon
30 days notice to End User. This Agreement shall terminate
automatically if End User fails to pay fees when due and such failure
is not remedied within fifteen days of the original payment due date.
In addition, this agreement shall terminate automatically on End
User's failure to comply with any of the restrictions and provisions
herein, including without limitation any attempt to transfer this license.
Upon any termination of this agreement, End User agrees promptly
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to destroy or return to NAppliance all copies of the Licensed Software
and Documentation, including without limitation all original and
archival copies thereof. No refunds shall be given for such returned
materials. Notwithstanding any termination of this License, the rights
and obligations set forth in section 3 (Title), section 5 (Limited
Warranty), section 6 (Limitation of Liability and Damages), section 7
(Fees), section 8 (Termination) and section 9 (Miscellaneous) shall
survive such termination.

9. MISCELLANEOUS

End User may not assign this Agreement without the consent of
NAppliance. Any attempted assignment by End User shall be null and
void. NAppliance may freely assign this Agreement. No delay, failure
or waiver by either party to exercise any right or remedy under this
Agreement shall operate to limit, preclude, cancel or waive any
exercise of such right or remedy or the exercise of any other right or
remedy. This Agreement shall be governed by and construed in
accordance with the laws of the State of California without regard to
conflict of laws principles or the United Nations 1980 Convention on
Contracts for the International Sale of Goods. The federal and state
courts of California shall have exclusive jurisdiction and venue to
adjudicate any dispute arising out of this Agreement, and End User
expressly consents to the personal jurisdiction of the state and
federal courts of California .If any provision in this Agreement shall be
found or be held to be invalid or unenforceable in any jurisdiction in
which this Agreement is being performed, it shall not affect the
validity of the remaining portions of the Agreement. This Agreement
constitutes the entire agreement between the parties and supercedes
any prior agreement, whether written or oral, relating to the subject
matter of this Agreement.
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About This Guide

Document Objectives

This document describes the installation and
configuration of the Resonate Central Dispatch system
layered over the Microsoft Intelligent Application
Gateway product.

Audience

This guide is for the IT administrators which are
managing the nAppliance mIAG products with the
Resonate Load Balancer options.

Feedback
nAppliance Networks appreciates any comments,

complaints or suggestions. Your opinion on what is right

or wrong with this document is very helpful. You can

contact nAppliance directly via email at:
support@nAppliance.com

Please include the document name and version.
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Chapter 1: Introduction

The Resonate Central Dispatch ™ is a software based
Network Load Balancer product which provides:

High Availability for the nAppliance mIAG
products: Resonate Central Dispatch™ monitors
the IAG systems, and when an IAG system fails,
will automatically redirect traffic to the companion
nodes.

Load Balancing of trafficc Resonate Central
Dispatch™ spreads network traffic among the
IAG node cluster. Resonate CD by default will
distribute traffic based on CPU usage and
number of connections.

Centrally managed — The Resonate CD manager
software client can be installed on a central non-
IAG system. The CD Manager configures and
monitors the nodes within the cluster.
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Chapter 2: Operation

The Resonate CD system is layered in front of the
ISA/IAG applications, so there is no direct integration
between Resonate CD and ISA or IAG. The
configurations required to install Resonate CD are:

e |ISA Access Rules — Resonate CD must maintain
network communications with each of the other
Resonate CD nodes in a cluster, so ISA access
rules must be applied to allow this network traffic.

e Users interact with the IAG nodes via a VIP
(Virtual IP address), so the IAG trunks must be
configured with the DNS node name of the VIP
address instead of the IAG External IP address.

e The IAG nodes interface with the end clients via
the VIP address instead of the External IP
address, so the ISA firewall needs to be
configured to allow communications using the
VIP address.

Traffic Flow

Resonate CD sits on the outer edge of the network
interfaces, and processes the traffic before passing it to
the ISA Firewall. The ISA firewall processes the network
traffic then hands this to the IAG system. The IAG
system will process the traffic, then pass this to the
published applications.

User Client €= Resonate CD &> I[ISA &= IAG
<> App Server
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The following sections will describe this and other
configurations required to install and manage the
Resonate CD system in an IAG environment.
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Resonate CD Components

CD Master — The CD Master is the management
software which will run on one or more nodes. This
software can run on a node in the cluster, or run on a
separate server used for management of the CD cluster
of nodes.

CD Adapter — A component of CD Master which
communicates between the nodes within a CD cluster
and with the CD Master GUI.

CD Agent — Windows Services software which runs on
each node of a CD cluster and collects statistics on the
health of each

CD Node — The CD installer option of CD Node. This
installs the RXP protocol and the CD Agent onto a node.
This is the required software on a node to participate into
a cluster, but does not include the CD Master
management system. A CD Node must be managed by
a node running CD Master.

CD Scheduler — The component which handles traffic
redirection. The scheduler node receives incoming IP
traffic and redirects the traffic to the appropriate node to
process each request.

nAppliance copyrignt 2008 - Page 15 of 73



Chapter 3: Installation

Installation and Configuration

The following steps need to be performed to install the
Resonate CD components onto each IAG system.

1. Create Resonate Administrator and Monitor accounts

2. Create environmental variables for persistant
sessions

3. Disable ISA Spoof Detection

4. Download and install Resonate CD software

5. Create ISA access rules to allow Resonate CD nodes
and components to communicate between nodes

6. Create a VIP DNS entry on your network

7. Configure Resonate CD

8. Create IAG Trunk

Note: This installation will require changes to the server
network infrastructure and require reboots. This
installation process will temporarily disrupt operation of
this system and should not be done on a system running
in production.

Create Resonate Administrator and Monitor
accounts

Start the user account manager snapin program to
create the accounts.
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Run ﬂ E

Type the name of a program, Folder, document, or
Internet resource, and Windows will open it for wou,

=

QK I Cancel | Browse. .. |

Start -> Run -> LUSRMGR.MSC

#%Local Users and Groups =] B3
File  Action Yiew Help

= | BEXFR| 2 E

E Local Users and Groups (Local) Marne | Full Marme | Description

@ Users @dministrator Built-in account: For admini:

(0 Groups lg.ﬂtSPNET ASP.MET Machine Account Account used for running
lgGuest Built-in account: for guest .
QIAG Administ,..  Inteligent Application Gat...  Local administrators to ma
lgIUSR_MIMG Inkernet Guest Account Built-in account for anony
lgl\v\n'.ﬂtM_MI.ﬂtG Launch 115 Process Account  Built-in account For Interm
L fiResadrin ate Administrakor

gResMonitor Resonate Monitar

QSUPPORT_SS. .. CM=Microsoft Corporation...  This is a vendor's account
tsweb tsweb Administrative User For '

WHLP._MIP.G. o WHLA_MIAG-APPLIANCE Built-in &-Gap self-adrminis!

Create accounts ResAdmin and ResMonitor.

Add ResAdmin into the Administrators group.

Set the ResAdmin and ResMonitor passwords. The
ResAdmin passwords and the ResMonitor passwords
must be the same on each node. If the IAG systems are
joined to a Windows Domain, this will be automatic. If
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the IAG systems are not on a Domain, then this
synconization will have to be done manually.

Note: It is very important that the passwords be the
same on each |IAG node.

nAppliance copyrignt 2008 - Page 18 of 73



Create Environmental Variables for Persistent
Sessions

The following environmental variables need to be created
to allow persistent sessions to be grouped by IP address.
This allows Resonate to persist sessions for all
applications on an IAG trunk. IAG maintains a session
for multiple published applications, so these variables
forces Resonate to peg sessions to a single IAG node
instead of spreading transactions among multiple
servers.

Environment Yariables HE

rUser variables For Administrator

‘tariable | Walue |
TEMP Yl JSERPROFILE®: Local Settings) Temp
TMP YalUSERPROFILE%: Local Settings) Temp

Mew | Edit Delete |

r Swskem wariables

‘tariable | italue :I
RES_AGEMT_PORT 2101
RES_AGENT_SLEEP 0 —

RES_DISPATCH_COMM,..  C:\Program Files\ResonatelcdibiniC
RES_EMAIL_COMMARND C:\Program FiIes'l,Resonate'l,cd'l,bin_‘l,rrILI
4 3

Mew | Edit | Delete |

oK I Zancel |

Start -> Control Panel -> System -> Advanced ->
Environmental Variables
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MNew System ¥ariable 2 | x|

Wariable name: | RES_PORT_IND_PERSIST_SESSIONS

Yariable value: I 1

oK I Cancel

Add this variable.

New System Yariable
Variable name: I R¥P_PERSIST WITH_RSTS|
Wariable value: I 1

o4 I Zancel
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Disable ISA Spoof Detection

The ISA spoof detection must be disabled to allow the
intra-node traffic to be permitted. ISA will drop valid
HTTP traffic that is redirected from the Resonate CD
scheduler node to the actual server by the Resonate
Load Balancing mechanism.

To disable ISA Spoof Detection, a registry entry will need
to be updated. A script is provided to make this registry
change. This script is located in the Resonate CD folder
that was downloaded and unpacked.

Run the DisableSpoofDetection.bat in the Resonate CD
folder.

Download and Install Resonate CD software

The Resonate CD software can be downloaded from the
nAppliance support site. Go to
http://support.nappliance.com downloads. Select the
latest version of Resonate CD.

This download will require a password. This password
can be provided by the nAppliance support or sales
departments. Please contact your nAppliance sales
representative.

Copy this software package to your mlIAG appliance.
The mIAG appliance is hardened, and will not allow
downloads from the Internet directly, but will allow you to
mount a local Windows share.
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Once the package is on your system, unzip the contents
into a folder and follow the following steps.

ocuments and Settings'Admi
Fle  Edi Yiew Favortes Tools  Help | &
Qeack - - (T ‘ - search Folders | & @ X i) | [
Address | 3 C:\Documents and SettingshAdministr ator|Desioplcdd29a-90275-20081 015 cd429a-90275- 20051015 | Bee
Hame = | size | Type | Date Modified | attributes |
I cdmaster File Folder 10f27/2008 1:35 PM
=] _instazi.ex_ 290K EX_File 2/23(1999 11:45 M A
[_15Delexe 27KB  Application 10/27/1998 L.O6PM &
.Q_Setup.dH 34KE Application Extension  9/29/1938 4:34 PM A
3 systcab 172K Cabinet File 10/15/2008 7:31 PM A
=] _syst.har 4KB HDR File 10/15/2008 731 PM &
U_userl‘cab S17KE Cabinet File 10/15/2008 7:31 P A
_userl,hdr SKB HDR File 10f15/2008 7:31 PM A
Udatal.cab 44,831 KB Cabinet File 10§15/2008 7:31 PM A
=] datal.hdr S5KB HDR File 10f15/2008 7:31 PM A
DATA.TAG 1KB TAG File 10f15/2008 7:31 PM A
[ 1ang. dat 23KB DATFile 1/12/1999 1134 &M &
[E|layout.bin 1KB BIMFils 10/15/2008 7:31 P &
Us.dat 1KB DAT File 7i27{1998 5:41 PM A
.ﬂsetup.bmp 313KB  Bitmap Image 6/20/2001 6:21 PM A
F2ZKE  Application 1/17/1999 12:42 M A
“BsETUPIND 1KE Corfiguration Settings  10/15/2008 7:31 PM &
setup.ins 176 KB  Inkermet Communic,,.  7J3/2008 12:12 &M A
| setup.lid 1KB LIDFile 10/15/2008 7:31 PM A
Type: LID File
Date Modified: 10/15/2008 7:31 PM
Size: 49 hytes

Click on Setup.exe.
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Welcome

wielcome to the Resonate Central Dispatch Setup
program. Thiz program will install Resonate Central
Dizpatch on your computer.

It iz strongly recommended that you exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then cloze any programs you
have mnning. Click Mest to continue with the Setup program.

WARMIMG: This program iz protected by copuright law and
international treaties.

Unauthorized reproduction or distribution of thiz program, or ang
partion of it, may result in zevere civil and criminal penalties, and
will be prozecuted to the masimum extent pozgible under law,

Cancel |

Click Next.

Select Components

Select the components you want ta inztall, clear the components
wou do not want to inztall,

LCompanents

[ CD SMMP Ag
kM anagement

[ Documentatio

Dezcription

Kermel module and agent zoftware needed zo this computer
zan function az a node [zecheduler or gerver] in pour Central
Dizpatch site. Does not require any other Resonate software
installed on this machine,

Space Required: 98456 K Available: B4341E K

< Back I Hewt » Cancel
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Only select the Node and Management components.

Choose Destination Location E

Setup will inztall Rezonate Central Dispatch in the fallowing
folder.

To install to this falder, click Mext.

To install to a different falder, click Browse and select another
falder.

Y'ou can chooze not ta install Rezonate Central Dizpatch by
clicking Cancel to exit Setup.

" Destination Folder

C:%Program Files\Rezonate Browse... |
Cancel |

< Back

Select the default program files folder.
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Choose Log Directory

Setup will use the following folder for cdagent log
Touse this folder, click Mext.

Touse a different folder, click Browse and select another folder.

d:"Resonate

" Destination Folder

< Back | Hewt » | Cancel

Navigate to the D: partition to write log files.

Choose Folder E

Flease chooze the installation folder.

Eath:

Id:'\FiesnnateI

Directories:

B d =] ok |
3 Backups
0 Loss __Corcd|
3 Reparts
3 Updates

Dirives

I = 4 j Mebwark. .. |

You will need to create the Resonate folder.
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Configure M5 Loopback Adapter E

Setup haz found that the MS Loopback Adapter iz already
ingtalled. The Central Dispatch Mode component requires the MS
Loopback Adapter to be properly configured to operate.

* ez, | want to configure the M5 Loopback Adapter.

= Na, | da not want ta configure the M5 Loopback Adapter.

< Back I Ment » I Cancel

Configure the Loopback.

Azzign a placeholder IP address and subnet maszk for the BxP
Loopback adapter. Thiz placeholder address must not exist in any
of the subhets uzed at your site.

I the placeholder shown below exRistz it any of your subnets,

zelect the address, click the Edit button, and enter & new IP
addresz and subhet mazk. Otherwize, click Mest,

— Flaceholder [P Addre:

IF Address | Subnet Magk |
10.255.254.253 256,255, 255.252

Edit.... |

<Back | Nexts I Cancel
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Take the default values here.

Setup has found the following network: adapter(s] to which TCPAP is
bound. Select the adapter(z) to which you want to bind BxPYMNIC
[Resonate Exchange Protocol Virtual Metwark, Interfface Card).

Select at least one Ethernet adapter with static IP address. If you
catinot, cancel the installation.

Metwark, Adapter

Ethernet
Ethermet =

Ethernet -
| 3

1000 PL K
1000 PL Ned

1P Addrezs(ez):
192.168.96.16
00.00
00.00
£9.36.228.204

<Back | Hests I Cancel

Configure the RXP protocol on every interface.
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Specify Ports

Specify the ports that Resonate compaonents listed below listen
on. All porte zhould be unique.

CDAgent Part:

Beporter &gent Port: |21 1

<Back I Mentr I Cancel |

Use the default ports. If these are changed, be sure to
change the ISA access rules to match the new values.
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Identify User Accounts

Resonate Central Dizpatch node requires bwo uger accounts, One
accolnt determines the administration mode password, the ather
determines the monitor mode pazaword,

Far domain accounts, use a fonward slash (/] to separate the domain
name from the username. For example, DOMAIM fuger.

Enter the usernames of the accounts.

Sdniistration Mode Usemame: | 1esidmin ﬂ

Maonitar Maode Uzername:

<Back Mewut: Cancel

Select the user accounts created earlier.

Start Copying Files

Setup haz enough information to start copying the progran files.
IF pou want o reviews or change any settings, click Back. [f you
are satisfied with the settings, click Mest to begin copying files.

Current Settings:

Component[z] Selected:
MNode
CObMazter
CDAction
Destination Directary:
C:%Program FilezhRezonatehcd
cdagent Log Directany:
d:\Resonate
Adapters Selected:
IntellR] PRO/000 PM MNetwork, Connection
Intel[R] PRO/1000 FL Metwark Connection
IntellR] PRO/1000 PL Hetwaork, Connection _Ij
k

<]

|»

< Back Cancel |
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The installation will now install the software.

Next the installation process will launch a configuration
wizard.

Installshield Wizard E3

Select Components
Choosze the components Setup will install

Select the components you want to install, and clear the components you do not want to
inztall

— Dezcription

Graphical uzer interface to
manage and manitor zsingle or

‘| Reporter D'ata Collect ! ! i
Sakl e multiple Central Dizpatch sites,

Space Required on C: 108024 K
Space Available on C: 131256532 K
InstallShield

< Bach | Hewt » I Cancel |

Select all the above components for each IAG node.
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Installshield Wizard E3

Instance Count
Enter instance count.

Hiow many inztances of CDAdapter would you like ta inztall? Yau need ohe CDAdapter for
each Central Dizpatch zite you want to manage. The maximum number of instances you can
add is 10.

Instance Count; Iﬂ

[rstallShield

< Back | Mest > I Cancel |

A typical IAG cluster implementation only needs 1
instance.

Installshield Wizard E3

Port Configuration
ChAdapter instatce infarmation

Specify the name and unique port number for COAdapter instance.

Instance Mame; |[B

Port Mumber: |2SUU

|mstallShield

< Back | Mest > I Cancel
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Select the default values.

Installshield Wizard E3

Port Configuration
Feporter Data Collector instance information

Specify the name. unigue port number and the data path for Data Collector instance.
MOTE: If you change the name you MUST adjust the data path accordingly.

D ataCollectar 1

Instance Mame:

D ata Collector Port: |2SUU—

Data Collector Data Path: ID:\Flesonate Brawse I
CDAgent Poart: |2‘ID‘I—
BReporter Agent; |2'|Ei'|—

[kl Shield

< Back | Mest > | Cancel |

Select the default values except change the Data
Collector Path to D:\Resonate which was created above.
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Installshield Wizard E3

Select Program Folder
Please select a program folder.

Setup will add program icons to the Program Folder lizted below. You may tppe a new folder
name, or select one from the existing folders list, Click Mest to continue.

Program Folders:

rative Tools

Ethereal

Intel[R) Matrix Storage Manager
ticrozaft 154 Server

Startup

Whale Communications 146G
WinPcap

[rstallShield

< Back | Mest > I Cancel

Select the defaults.

InstallShield Wizard

Install5hield Wizard Complete

Setup haz finizhed instaling Resonate COMazter an your
camputer.

[Catice

< Back
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Click Finish.

1] E The zoftware you are installing for this hardware:
L

Rezonate RxP Miniport

haz not pazsed Windows Logo testing to verify its compatibility with
thiz version of Windows, [Tell me why this testing is importart]

Continuing your installation of this software may impair
or destabilize the correct operation of your system
either immediately or in the future. Microsoft ztrongly
recommends that you stop this installation now and
contact the hardware vendor for zoftware that has
passed Windows Logo testing.

LContinue drynmay |

The following warning will appear several times. Click
“Continue Anyway” and continue. This installation could
take a few moments at this stage.

nAppliance copyrignt 2008 - Page 34 of 73



Setup Complete

Setup haz finished copying files to your computer,

Before pou can use the program, you must restart Windows or
Your cornpuber.

{* ez | want ta restart my computer now.

= Mo, | will restart my computer later.

Femove any disks from their drives, and then click Finish to
complete setup.

¢ Bacl I Firizh I

A reboot is required at this stage.
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Checking the Install

After the reboot, the following changes should be visable.

% Network Connections [_[O0}
Fil:  Edt View Favorkes Tools Advanced  Help | o
Qback ~ &) - (¥ | P seach [ Foers [ [ 3 X ) | @
Adiress [, network Connections ~| s
LAN or High-Speed Internet
- LANZ - LAN 1 Internal
P K tictuork cable unplugged 55 K nietuork cable unplugged 55 | comen

ed
T A, Intel(R) PROJI000 PL Network, . "T__fk_ Inkel(R) PRGJ1000 PL Network... "T_ i Intel{R) PRO/1000 P Networ...
. twhale Metwork Connector - Local Area Connection 2 - External
¥§P K tictwork cable unplugged %8P | connected 58P | Connected
T A, Whale etwerk Connector T /&, Mierosoft Loophack Adapter T/, Intel{R] PROJ1000 PL Network...

wizard

74| Hew Connection Wizard:
|

Select any of your physical interfaces.

L External Properties
General I Advanced I
Connect using:

I E& IntellR) PRO000 FL Metwork Conn

This connection uses the following items:

g Client for Microsoft Networks ﬂ
] ate AP Diriver

EQDS Packet Scheduler

EI‘ JB Network Load Balancing | _ILI
‘< »

Install.. | Uningtall | Froperties |
~ Description
Resonate RXP Driver

I~ Show icon in notification area when connectad
¥ Matity me when this connection has limited or no connectivity

ok | Cancel |
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The Resonate RXP Driver will now be installed.

DI Computer Management =] E3

=) Fle  Action  view Window  Help
€ 3|

g Computer Management (Local)

-y System Toolks
Event Viewer Coadapter_1 me_/ | Description [ Status | Startup Type | logonds | |
E Shared Folders .NET Runtime Opti.. Microsoft . Manuzl Local System
& Local Users and Groups | stop the service 8 lrter Noties sl Disabled Local Service
g ;Zzi;”;;:g‘:f; and alert: | Restatt the service i Application Experis.., Process ap... Disabled Local System
2 g toraae %8 Application Layer G... Provides s.. Disabled Local Service
Removable Storage 8 application Manage... Processes i. Disabled Local System
Boace ides 5.0, Disabled Netwerk 5.0
Disk Defragmenter b % ASP., NET. State Ser Pravi
Disk Hanagement BohutomaticUpdates  Enablesth... Started  Automatic Local System
b Services snd Applications i g Background Intelig. . Transfers f. wanual Local System
E: % Central Dispatch R, Started Automatic Local System
8 Central Dispatch Se.. Automatic Local System
B 1ndesing Service S ClipBook Enables Cl. Disabled Local System
) Inkernet Information Service S84 COM+ Event System  Supports 5., Started  Automatic Local System
9 COM System Appl... Managest... Disabled Local System
S Computer Browser  Mainkains a... Disabled Local System
S84 Cryptographic Serv... Providesth.., Started  Automatic Local System

I 2\ Extended { Standerd

=) Ble Acton Vew window Hep
e EEENEE I
E mputer Management (Local)

I

i System Tooks
(i Event viewer —— b Agent me s | eserption | status | tartup Type [ Leqonns |
E Shared Folders &3 Print Spocler Manages al.. Disebled Local System
Local Users and Groups | seap the service S Protected Storage Protects st... Stated  Automatic Local System
g Performance Logs and Alert: | Restart the seruice & remate Access Auto Connection ... Creates a .. Disabled Local System
& ELD":;:(E Hanager Saremote Access Connection Mana,.. Createsa... Stated  Manual Lacal System
E  Remote Administration Service Provides a Started Automatic Local System
# (&3] Removable Storage g
"6 oot ooty BarencteDeskiop il sesn .. nanes. Manual Local System
Dick Management 4 Remote Packet Capture Protocal .. Alows toc... Manual Local System
&3 e Services and appications i remate Pracedure Cal (RPC) Servesast.. Statted  Automatic Hetwark 5.
3 Telephony % Remote Procedure Cal (RPC) Loc. . Enables e, Disabled Hetwork 5. J
% Services i Remote Registry Enables re. Local Service.
W Cantral S remote Server Manager Maintains a...  Started Local System
B Indexing Service B Removable Storags Manages a.. Local System
4 Internet Information Service L
Sy Resultant Set of Policy Provider Enables 2 Local System
£ Roting and Remate Access OFfers raut Local System
44 Secondary Logon Enablesst... Started  Automatic Local System
P S ———— -
K Extended  Standerd

Several Resonate services and a service called
CDAdapter_1 will be running.
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Command Prompt

NUHBER _OF_PROCESSORS=2
0 ndows_NT

WINDOWS»systen32 ; C:~\WINDOUS ; C: \WINDOWS~System3i2-Wbemn;C:“Program FilezxIn
tel DHIX; Program Files“Microsoft SQL Server 88 \Tools\Binn;C:“\Whale—Com\e—Gap|
“Common“Bin;C:\msnfs\common*
PATHERT =.COM; .ERE; .BAT ; .CMD; .UBS; .UBE; .JS; .JSE; .WSF; .USH
PROCESSOR_| ARCHITECTURE=x86
PROCESSOR_IDENTIFIER=x86 Family 15 Model 6 Stepping 5. Genuinelntel
[PROCESSOR_LEUEL=15
[PROCESSOR_REUIS ION=0685
rogramFiles=C:\Program Files
PROMPT =5P5G
RESONATE_LOG “Program Files“Resonate“cd-log
RESONATE_ROO :“Program Files“Resonate-cd

a1

=C:“\Program Files“Resonate“cd“\bin“CDAction.exe
:“Program Files“Resonatescdsbhin“mailalarm
“Program Files“Resonate“cd-bhin“pagealarm
SESSIONS =1
! ram Files“Resonatexcdxbinxrcmp.exe
UDP_INBUF_SIZE 12
UDP_OUTBUF_SI1ZE=5120088
USER_FULL=Resfdnin
RE:! SER_MONITOR=ResMonitor
RAF_PERSIST WITH_RSTS=1
SERUER_COOKIE_INTERCEPT =1
SESSTONNAME=RDP-Tcpitl

DOCUHE"I\RDHINI"1\LOCRLS"1\Tenp\1
SDOCUME™1SADMINI “1N\LOCALS “1~Temp~1
USERDOMAIN=MIAGL
USERMAME=Administrator
USERPROFILE— Documents and Settings“Administrator
SHWINDOWS

C:<Documents and Settings“Administratord

Resonate specific environmental variables will be set.
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Administrator

.\_J Manage Your Server

-
( .,/ Windows Explorer

— %> ‘Windows Catalog
ﬁ CDMaster “ ‘windows Update

Accessories »
Cornmand Prom |7 Microsoft [SA Server 3

E Statkup
154 Server Man @ Internet Explorer

Outlook Express

:51:;- Configuration

% ‘Windows Updat
@ Motepad

Remote Assistance

Administrative Tools 2
Ethereal 3
Intel{R:) Matrix Storage Manager ¥
‘Whale Communications IAG 2

WinPoap

N e IR ]

Log Off E Shut Down

|#istar |2 & @ |
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Create ISA access rules to allow Resonate
CD nodes and components to communicate
between nodes

Several ISA access rules will have to be created to allow
Resonate CD to communication between nodes.

The communicates paths specific to ISA rules are:

1. Inter-node communicates between Resonate
components

2. VIP to node traffic, where ISA must allow traffic
from a VIP address. IAG defines ISA access rules
to allow traffic from the External address, and since
the VIP address is different than the IAG External
address, additional rules are required.

3. CD Master management traffic — where the CD
Master management software communicates with
the CD Adapter node on port 2900. This
management software may be on an external node
to the IAG cluster, or running on any of the IAG
nodes.

The ISA rules defined below must be added to every
node in the IAG cluster. Once these rules are created on
a single node, the Resonate rules can be exported, then
imported on the other IAG systems. For this
import/export to work correctly, when defining the
‘Resonate Node x” entries, add all the nodes to each
rule, including the node where the rule is defined.
Adding the current node entry with the foreign nodes into
an access rule makes the export/imports transportable
among all the nodes without having to customize the
rules per node.
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Resonate VIP Access Rules

icrosolt Internet Secur

Ele  Acton Yien Help

o | BEEEAFXDEE ¢ 0 F
1 Microsoft Inkernet Security and Accels Microsoft
(g rlaGt Internet Security &
7] Monitoring A:cererahonServerzooe
= Standard Edition
(4 Frewall Policy

Firewall Policy

e

I HrTe

£ Wirtual Private Networks (VPN | ) clicle about the Customer Experience Program.
4 Configuration
v e\
Order - [ Name | Action  Protocals | From Listener | To | Condition [pea]
@27 withale: Backendapp# 004 (G Alow LU whale: TCP23 . Local Host 1 whale::Serve... B all Users
28 withale: Backendapp#003 (G Alow U] vhale: TCRa43 s Local Host 1 whale::Serve... B all Users
20 withale: Backendapp#002 (G Alow LUJ whale: TCRE0 . Local Host 1 whale::Serve... B all Users
[0 withale: Backendapp#001 (G Alow LUJ whale: TCRE0 . Local Host 1 whale::Serve... B all Users
[#a1 “whale:: Trurkat003 (2 Allow 3 whale::TCPB0 . Al Networks (... 3 whale::Serve... % all Users
[#]az “whale:: Trurkat002 (2 Allow 3 whale::TCPB0 . Al Networks (... 3 whale::Serve... % all Users
[#]3s shale:: Trunke#001 (2 Allow 3 whale::TCPB0 . Al Networks (... 3 whale::Serve... % all Users
EIOED PING-Internal (G Alow [0 @ external < Local Host 2, 8ll Users
i Internal

ElDES Resonate - specific protocals () Allow l},; Res17L < Local Host, A Inkernal ™ all Users Defi
Ll rest73 3 Resonate No.., < Local Host
l_'I Resi74 3 Resonate No...
a@sr Resonate - Manager Access (... () Alow LI ResonateMan. . <& Internal < Internal 2, 8l Users
localHost  Local Host
EI0E] Resonate - intra-node (G Alow [L Al outbound ... <. Lacal Host < Local Hast 2, 8ll Users alo_|
4 resonate No... [ Resonate No...
[Flaa Wihale:tAnchor :End & Deny [0 il outbound ..
Blﬂ 40 Allow ROP B Alow U} ROP (Terminal. . 4. Internal - Local Host Al Iusers _,_I
“

Dorne

The access rule name “Resonate — VIP incoming”

screens are shown below.
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Follow the screens below to create the access rule.

Resonate - VIP incoming Properties

Ussrs | Scheduls | Content Types
Gererdl | Acton | Potocos | Fem | To
7| Mame
Desciiption
[optional)

Type Access Rule
Evaluation order: 35 of 42 rules

¥ Enable

Content Types |
| Fom | To

Resonate - ¥IP incoming Properties

Scheduls |
Protocals

Users |

Geneial | Action

This rule applies to:

Protocals:

[EMe Add

i HTTRS
Edit..
Remove

Foits...
Eilterng

oK | Concal Lply 0k | Cencel | s |
Resonate - YIP incoming Properties [ 7] x] Resanate - ¥IP incoming Properties HE

Users | Schedule

Gereral | Acion | Fiotocols

This tuls appiies to taffic fiom these sourcss:

| Content Types

From

@ Extemal

Evceptians

Edit
Femaye

To

Add
Edit
Hemave

Add,

Users | Scheduls |

Content Types |
Action | Frotacols |

General Fom | To

Action to take when the rule conditions are met:
= Kign
 Deny

I=| Redirect HTTF requests to this 'web page;

Flediiect requests to an altemats Wb page. Specily a loation in
the farmat hite:2/LIRL,
For example: hitp://widgets microsoft. som/deried him

¥ Lag requests matching this e

o1

Carcel |

il

=1

Cancel Lprly
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Resonate - ¥IP incoming Properties

Users | Schedule | Content Types |
Genersl | Acton |  Protocols | From To

This rule applies to traffic sent to these destinations:

Resonate - VIP incoming Properties

Generdl | Action | Powcok | Fem | Te |
Users | Schedule | Content Types

This rule applies to requests from the following user sets:

™4 Users Add

e Local Host Add
Edi. Edi.
FRemove Bemove
Exceptions. Exceplians:
Add, Add,.
Edit. Edit..
Riemaye Femaye
0K | e | o | ok | cencel | gepn |
Resonate - ¥IP incoming Praperties [ 2] x]
Resonate - ¥IP incoming Properties HE
o [ [ o G = | Gereral | Action | Protacols Fom | Ta |
eners ction otacols Tom a T S chedile T
Users | Schedule Content Types
This rule apglies to: SRR Hew
5 X
li'content types o—
" Selected content lypes [with this option selected. the ruls is applicable
orly to HT TP affic]
Content types
O 1 &pplication - Hew
O .1 &pplication Data Files
[ L5 Avdio Detais...

O L Compressed Files
O .y Documents

O Ly HTML Documents
O .y Images

O .y Macro Documents
Oy Test

O . video hd
4 | B

Help about Access Rule Content Tupes

Tussday

Thursday

Saturday

From: Sunday
To: Saturday
Time: 12 4M - 12 AM

B ictie [ Inactive

[T e

Ok | Cancel Apply
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Resonate Specific Protocols Access Rule

B Microsoft Internet Security and Acceleration Server 2006 [- O[]
Eile  Acti

View Help

EEEEEE R ICIC R RON )

[ Mcrosoft Internek Security and Accee RSN 3
=g miast Internet Security &
5 Firewall Polic
] Monitoring Ac‘w‘eﬁmn%m y
Stondard Edition
(2 Firewal Policy

virtual Private Networks (PN}
3% Configuration

(i) Click here to learn about the Customer Expe e Program.

§ Traubleshooting Hirewall Palic
Order_~ [ Name | Action | Protocols | From } Listener | To | Condition [ ;-]
[Her “Whale: BackendApp#004 (@ Allow I whale::TCP23  aLocal Host I vihaleiiServe. .. All Users
[z Whale: BackendApp#003 (@ aon L] whale::TCPa43 . Local Host 3 uhale::Serve. .. £ ll users
[H2s thale: BackendApp#002 (@ Allon L Whales:TCPBD  <iaLocal Host 3 uthdle::Serve. .. [ All Users
[#]a0 thale: BackendApp#001 (@ Allow L whale::TCPBO . Local Host 4 urhale::Serve. .. [ All Users
3 “whale: Trurk#n03 (@ Allow L whles:TcPan < All etworks (... M whale::Serve. . & All Users
[z WWhale: Trumk#002 @ Allow [ whalessTCPa0 Al Networks (... 3 Whale::Serve. . % All Users
(k] “whale: Trunk#t001 (@ Allow [ whale::Tcren < All Networks (... 3 whale::Serve. .. @ All Users
=[] PING-Internal (2 Allow PG @ External b Local Host ™ Al Users
< Internal
2[1s Resonate - VIP incoming (@ Allow ILJ,; HTTR @ External <. Local Host %, il users
U res
4 Al Users
e [Hsr Resonats - Manager Access (... (i allow L] Resonatetan. . . Intermal s Internal 2, allusers
nlotalbost < Local Host
EIDE:] Resonate - intra-node @ aon [ AN outbound ... <aLocal Host < Local Host 2 Al Users o
4 Resonate No... 4 Ressnats ho.
[Has Whale: :anchor:: End © eny [l outbound ...
= [740 Allow RDP @ llow [ ROP (Terminal.., < Internal <. Local Host 2 allUsers _'j
4 | | e | >

I [

Resonate uses specific protocols (IP number 171, 173
and 174). This access rule defines these protocols and
the access rules necessary.

The following screens define the Resonate — specific
protocols rule. During this rule creation, the system will
prompt to create protocol and node definitions which do
not yet exist. Screen shots to create these are shown
below.
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Resonate - specific protocols Properties: [2] Resanate - specific protacols Properties [71]
Users | Schedle | Contert Types: | Users | Schedule | Content Types
Genersl | Acton | Potocds | Fom | To Beneral action | Powsos | Fom | To

Action to take when the e conditions are met:

Hame

 Eg

 Deny

Descrption [Defines resonate specifc protacok and alows I RedrestHTTR requests o tis /e page

[optional]: affic: aver those protocals between resonate?

node and localhost [
Tieza fccess Rule Rlediect requests to an altemate Web page. Specty alosation in
the fomat hitp://URL

Evalualion order 36 of 42 ules Far example: hitp://widgsts microsaft com/deried him
¥ Log requests matching this rule

¥ Enable

0K | Cancel &pply 23 I Cancel Aaply

Resonate - specific protocols Properties: [7]
Users | Schedle | Contert Types: |
Generdl | Action Protocols | Fom | To

This e applies fo:

Protacaks

[ SE Add
L) Res172

Ll Res1? Edt
Reweie

Pats...
Fiieting

0K | cemcel | e |

Resonate - specific protocols Properties HE Resonate - specific protocols Properties [21x]
Users | Scheddle | Conlent Types | Users | Schedule | Content Types |
Geresl | Acton | Protocoks fon | Ta General |  Acton | Prolocok | Frem To
This rule applies to hraffi from these sources: This rule applies ta traffic sent ta these destinations:
& Resonate Node 2 Add. & Resonate Mode 2 Add
< Local Host & Intenal

Edt <& Local Host Edt
Hemoye Femove

Exceptions: Exceptions

Add, Add,
Edf. Edf
Remave Remone

ok | cemea | s | K| ceed | s |
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For tabs not shown above, select the defaults.

In the example above, only one node is defined in the
rule. Add each cluster node in this rule. This will allow
you to export and import these access rules into each
node of the cluster using the same rule definitions.
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Create a node definition for each of the nodes in the IAG
Resonate cluster.

Resonate Node ? Propetties

General |

Computer IP Address:

| 89 . 36 . 228 . 205 Browse. ., |

Description (optional):

QK I Cancel | Anply |

Add the specific interface address for the External
Interface. The above screen defines a single node.
This intra-node traffic is using the External Interfaces for
this example. Any of the Windows Ethernet interfaces
can be used, but the defintions within ISA and Resonate
CD must be consistent.
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Res171 Properties [7]

General | paramaters |

L

Description
(optional):

Name:

ok | ool | s |

Res171 Propetties [ 7] x]

Genoral  Parameters |

~Brimary Connections

Pratocol Mum... | Protocol Type | Direction ] add)..

P-level Send Receive
Edit...
Rermove

Secondary Connections

Frotocol hum... | Protocol Type | Direction ] A,

Edt .
(i

[ Application Filters

[ ons Fiter ﬂ
O F1P Access Filter
O H.323Filker

o e =l
I~ shouw only selected anplication filkers.

ok | caned | w |

Res174 Properties

General | paramaters |

Description
aptional):

ok | ceneel |y |

Res174 Properties [z]x]

Res173 Properties [ 7]
General | paramaters |
M fame:
Description
(optional):
ok | cand | ey |
Res173 Properties [ 2] %]

General Parameters |

~Brimary Connections

Protocol Mum... | Protocol Type | Direction | add..
173 TP-level Send Recelve

Remave

~Secandary Connections

Frotocol Num... | Protocol Type | Direction ] add. .

Ed. .
Remove

[~ #pplication Filters

[ onis Fiker i’
O F1P access Filter

O H.323 Filter

oo ]

I~ Show only selected anplication fiers

ok | cane | ey |

General Parameters |

[~ Erimary Connections

Protocol Num. .. | Protocol Type | Direction ] add),
174

1P-level Send Receive
Edit.,
Remove

Secondary Connections

Protocol Hum... | Protocol Type | Direction | Add...

Remoye

~Application Eikers

[ s Fiker ﬁl
[ FTP Access Filter
O H.323Fiker

el El

I Shouw oy selected application filters

ok | cameel |l

The Resonate internal IP protocol definitions.
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Resonate Specific Protocols Access Rule

icrosoft Internet Security and Acceleration Server 2006 [_[CIx]

fle Action Yew Help

- @ R2MELF XS » @3
3 Microsoft Internet Security and Accels M ;.
=i miac1 Internet Security & .
=] B vitorig R e Firewall Palicy
=~ ‘Standard Editien
(4 Firewal Poicy
) virbual Private Netwarks (vPH)
4% Configuration
i Troubleshoating

(i) Click here to learn about the Customer Experience Improvement Program.

ewall Policy
Order = | Mame | Action | Protocols | From  Listerer | Ta | condition | e a]]
[z Whele::Backendapp#004 @ Alow [ Whale::TCP23 < Local Host  \hale: Serve. . 2 All Users
[#]2s Whale::BackendApp#003 (2 Alow [ whale::TCPa43 - Local Host & whale:serve. .. 2 all Users
[Hee (LU LA Whales:TCPBO <. Local Host S whale: Serve. . 88 All Users
a0 (@ alow /] vhale::TCPBD . Local Host 3 whale: Serve. .. 28 All Users
[Ha @ alow [ whale::TcPan <, sl Networks .. S Whale:iServe. . 8 All Users
[¥]22 (Q Alow L whale::TCPa0 <5 AllNetworks (... 3 Whale::Serve .. 2 Al Users
[GES] (2 Alow L whale::TcPen < Al Networks (... 3 whale:iServe... B2 All Users
=2[@n PING-Internal @ Alow i e @ External <% Local Host. 2 all Users
< Internal
= [fss Resonats - VIP incoming @ Al l_‘,; HTTP @ External s Local Host ™ Al Users
G rres
=[] Resonate - specfic protocols () Alan l»_‘% Res171 b Local Host <. Inkernal = Al Users Defi
Ulresiza 1 Resonate Ho... . Local Host
L Rest74 4 Resonats Ho...

B [F]= Resonate - intra-nade (@ Alow L4l All Outbound ... < Local Host < Local Host 2 all Users Allor_|
& pesonate Now.. @ Resonate Mo,
[Eae Whale::Anchor::End © Deny [ Al Gutbound
= [#]a0 allow RDP (2 allow LU ROP (Terminal... 4. Internal & Local Host o Al Users
<l o)Al |

Done [

The Resonate Manager Access rule defines the manager
node access to the nodes in the cluster. This uses port
2900.
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Resonate - Manager Access (enternal) Properties

Users | Scheduls

Generd | pglion | Protacols

Name:

Cantent Types |
Fiom | To

Description
{optional}

Access Rule

37 of 42 nlles

Type:

Evaluation order.

Enable

[ 1

Cancel | Aply |

Resonate - Manager Access (external) Prope:

Schedule |

Users |
Protocols |

General | Action

This rule apples to:

Protacols:

[Resonate - Manager Access {external) Properties

Cantent Types |
Fiom | To

Usars | Schedule |

Genera Acton | Pratecels |

Action to take when the rule conditions are met
& fllows
© Doy

™ Rediect HTTP requests to this wWeb page:

Redirect requests to an akemate \Web page. Specify a location in
the format hitpe//URL.
For example: hitp.//widgets. microsoft. com/ denied htm.

[ Log requests matching this e

o 1

Cancel Apply

(1]

Content Types |

From To

[ ResonateManager

Forts.
Eitering

o 1]

Bpply

Cancel |

Resonate - Manager Access (external) Properties [ x]

Resonate - Manager Access (external) Properties [x]

Users | Schedule | Content Types | Users | Schedule | Content Types |
Generdl | Action | Frotocols From To Genewal | Acion |  Potocos | From To
This rule applies to traffc from these sources: This rule applies to traffic sent to these destinations:

JENr— Add e Irtemal Add
i Local Host - Local Host
Edit Exdit
Henmove Bemove
Exceptions: Exceptions:
Add, Add,
Edit Edit
Flemoye Flemoye
ok | ceneel | i | ok | ceneal | i |
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Define the rule using the above screens. Any screens
not shown, use the system defaults. The system will
prompt for a protocol defintion not defined yet, this is
show below.
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ResonateManager Properties ﬂ E
General |Parametars I
M JI Mame:
==
Description
{optional}:
[o]'4 I Cancel | Aol |
ResonateManager Properties H

Gereral Parameters |

[~ Primary Conneckions

Port Range | Protocol Type | Direction | Add
2900 TCP Cutbound

Edt

It

Remove

~Secondary Connections

Port Range | Protocol Type | Direction | Add...

Edit.. .

Remave

[~ Application Filters

O ons Filker
O FTP Access Filker
[ H.323 Filker

1 oranac o

Bl

[ show only selected application Filkers

[o]4 I Cancel | Apply

The definition for the ResonateManager protocol.
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Resonate Intra-Node Access Rules

This rule opens up traffic between nodes on the IAG
cluster.
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Resonate - intra-node Properties [ 7] x]
Users | Schedule | Cantent Types |
Gerersl | plion | Pioocok | Flom | To

Harne:
Description Allows raffic between resonate2 node and
(optional) localhost,

Type: Access Rule

Ewaluation arder. 38 of 42 rules

[V Enable

ok | cewdd | e |

Resonate - intra-node Properties

Schedule
Protacols

Users |

Genetal | Action

This rule applies to:

Brotocols

Resonate - intra-node Properties [ 7] x]
Users | Scheduls | Content Types
General action | Protoeols | Fiom | To

Action to take when the rule conditions are met:
& Hliow
" Deny

I Bediest HTTP requests to this /=h page:

Fiediiect requests to an altemate Weeb page. Specily a location in
the format hitp://URL
For example: hitp://widgets. microsoftcom/denied him

IV Log requests matching this rule

Cancel

o=

Apply

Content Types |
| Fem To

Remave

Ports
Fitering

Co ]

Cancel | e |

Resonate - intra-node Properties [ <]

Users Schedule | Content Types |
Gened | Acton | Frotocok Fram To
This rule applies to talfic fiom these sources:
& Resonale Node 2 4dd

<. Local Host

Evceptians:

Edi
Eerave

Add,

Ed
Fiemowe

0k || Cencel | aop |

[Resonate - intra-node Properties

Users | Scheduls |
Action |

Content Types

General | Protocols | From To

This rule applies to traffic sent to these destinations

4 Resonate Node 2 Add

< Local Host
Edi
Bemeye
Exceptians:

Add,

Ed
Pemoe

T N
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Any screens which are not shown, take the system
defaults.

Add each of the Resonate nodes of the cluster in this
rule defintion. If you add the node as well as the “local
host” network, you will be able to export this rule and
import it into any of the other nodes in the cluster.
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Create a VIP DNS entry on your network

The VIP is a virtual address which is a single address
shared by all nodes on the IAG cluster. This will be the
only address which is visable to remote clients which
access IAG.

A DNS entry must be created which is available to
external clients to access the IAG published applications.
This DNS entry will be required for the configuration of
the IAG portal trunks.

The DNS entry for the examples show s
VIP.nappliance.com.

Note: you can use host file entrys for lab setups, but

these host entries must be entered into each client and
IAG node in your lab.
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Configure Resonate CD

Select any mIAG node on the cluster, and run the CD
Master program entry on the start menu.

Adminisirator

- - -
E Manage Your Server "’_“);5 EaEumputen
- ]
.|/ windows Explorer B’ pifj Pt ’
=4
% Adrrinistrative Taols 2

m otz ~ Y Printers and Faxes

[ rnmand Prompt 9) Help and Support

] IS4 Server Managernent P Semidn
77 Run...

i
L= Configuration
-

:.j Windows Security
% ‘Windows Update

@ MNotepad

all Programs  #

Liog OFF @ Shut Down

[@#istart | [ & © |

The following window will appear the first time.

® CDMaster is not licensed.

Click OK to continue.
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i £ CDAdapter Unconfigured

CDadapter Hot Configured
Do you want to?
) Connect to an existing site

i®) Create a new site

|f 0K ||® Can-::el|

On the next window, select “Create a new site”.

& £ CDAdapter Configuration

Configure Central Dispatch Adapter
Label: CDAdapter_1 on localhost:2900

CD agent port: [2101 5
Reporter agent port: [2161 5
- CDMaster License

ﬁey:|NYBSDHT—EWC)O(EI2—H25DFDY—033896T—>000000<—3000000< |
Number of sites:

- Historical Data

Root Directory:

- Bootstrap Configuration

Hode name:

To create the new configuration, the next window will
appear. This window will require the CD Master License
key. This key should have been shipped to you. If this
is not available, contact your nAppliance sales
representative.
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i £ CDMaster [_ O[]
File Edit View Manage Help

% U
E Erterprise

Status r Chart rPruperlies rMessage Log

. Y

: Bl enterprise

| g Enterprise [ ]

The initial screen will appear. This is a CD Master
management screen. You will now need to connect to a
CD Adapter. There is a CD Adapter on each IAG node
in the cluster. The CD Adapter syncronizes the
Resonate CD configuration and statistics among each
node on the cluster.

Click on the Connect Button at the top of the screen.
The next screen should appear.
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i E Connect

Connect to Central Dispatch Adapter

Host name:|lucalhust |

Port: [2300 4

Password: | |

|V OK ||®Cancel|

Connect to the localhost on this system. Select the
Password of the ResAdmin account and press OK.

Enter the site license. Each Resonate IAG cluster
needs a site license key. This key should have been
provided to you with the shipment. If you do not have
this key, contact support@nappliance or your nAppliance
sales representative.

{ £ CDMaster M [=] E3
File Edit View Manage Help

W% LI

|@l Enternrize Status | Chart | Properties | Message Log
¢ WED Site - COAgapter 1]
[ larms
&[] Logical Groups
g Motes
Outhound Rules
(3 Reporter Data Collectors CIEILESS
¢~ [J Scheduling Rules
3 subnets
I viPs

&l coadapter_1

Days until expiration;
Number of nodes:
Number of schedulers:

General | Advanced | License

CD Site - CDAdapter_1 &3 cp site - coAdanter_1 [x]

Select the CD Site in the panel on the left.
Select the Properties tab.
Click on the Set Site License.
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Site License: |m030000900000d |

|f0h’ ||®Cancel|

Enter the Resonate CD site license key and press OK.

The license statistics will not display correctly until later
when the cluster is started.
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Define each node of the IAG cluster.

§ £ CDMaster 1 [=] E3
File Edit View Manage Help
4 %% |
EE""BWISB Status | Chart | Properties | Message Loy
¢ W CD Site - CDAdapter_1
[ alarms T oz
o 3 Logical Groups Clodes o |
= odes]
3 Outhound Rules
[ Reporter Data Collectors
o [ Scheduling Rules
] Subnets
Iwirs

CD Site - CDAdapter_1\Nodes

[Ed co stte - coavapter 1 [x]

Select “Nodes” on the left panel, then press the Green
Plus (+) key at the top of the screen.
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i £ CDMaster
File Edit View Manage Help

M= 3

E Enternrise
¢ [ D site - CDAdapter_1
Alarms
o [ Logical Groups
9 O rodes
= Node - Servert-external
3 outaound Rules
[ Reporter Data Collectors
& 3 Scheduling Rules
(] Subnets
CIvirs

Chart

Properties | Message Log

[
{|[ status

= server1-external

[ [T ]

Host name: ‘SENEH -external

IP address: 0 .0 .0 .0

Alias: [Servert-exteral

- Server

Server weight: |1 0o

E

Affiliated server []

Senver auto-enabled

Server enabled

CD Site - CDAdapter_1\Nodes Node

[ co site - conapter_1

- COS Open C Limits
Gerver Every port on server
Group A Unlirnited Unlimited
Group B Unlimited Unlimited
Group C Unlimited Unlimited
General | wip ing | Rules | Version |
[

Enter the DNS node name in the “Host name” field.

Press OK.

Repeat this process for each node in your cluster.
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If you select Manage -> Start from the top menu, the
cluster should start at this point.

i £ CDMaster [_[O] ]

Fle Edit Wiew Manage Help

%+ W%

[ Enterprize 4| status | Chart r Properties | Message Loy
¢ = CD Sile - CDAdapter_1 i

] #larms ] —
¢ ] Logical Groups | ENodes il @

o ] Nodes 3 MNode Status | Open Conn | Hits/Sec| CPU Load | Scheduling | Serving
C Outhound Rules

3 Reporter Data Collectors : Senert.external [o ] o) o] of « [~
o= [ Scheduling Rules : SEIverZ external [ o] 0] o o | v

[ subnets
= [viPs

D Site - CDAdapter_1iNodes [<#[co site - coadapter_1 [¢]

If you select the “Status” tab, you should see each node
in your cluster. The green status and the statistics shows
that Resonate CD Agents are communicating with the
CD Adapter, and you have a cluster working.

At this stage, it would be useful to check the ISA Logging
mechanism to make sure each system is working and
that there are not firewall Denied messages. This is a
common issue. ISA rules must be working correctly for
the cluster to operate.
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Configure the VIP entry

; £ CDMaster =1 B3
File Edit View Manage Help

+

[ Enterprise 4| status | chart | Properties | Message Loy
¢ =4 CD Site - CDAdapter_1 H
i (e[« o]
o 7 Logical Groups Cvies
o[ Nades X
7 Outhound Rules LaESE

(3 Reporter Data Collectors
9 3 Scheduling Rules
[J conkiefCol Persistence
] Customn Data
CIFTP
3 Firgwall
o~ [ Generic IF
(] Generic TGP
CIHTTP
o [T IP Persistence
38L3
(] subnets

- CIWEs]

CD Site - CDAdapter_1WIPs [} cD site - CDAGanter 1 [@]

Select the VIP entry on the left panel, and select the
Properties Tab.

i FCDMaster
File Edit View Manage Help

+|

EEntemmse ;rstmus Chart | Properties | Message Loy

¢ <% CD Site - CDAdapter_1

Bt ; : HEE
& [ Logical Graups |8 VIP.nappliance.com

¢ O Hodes
Mode - Serverl-exernal | 2| |
Mode - Server2-external | Hame:
S Outhound Rules E IP address: 69 .36 .220.206
Reporter Data Collectors B = ey S
o= [[3 Scheduling Rules K ¥ Senler
O subnets 4 Server2-external
¢+ CviPs ]
& i

Backup Scheduler: <None>
Sarver-external
Server2-external

Use shadow scheduling to backup scheduler

General | Scheduling Rules

CD Site - ChAdapter_TWIPSVIP - VIP.nappliance.com [ co site - coAganter_1 [e]
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Define the Primary Scheduler node and the Backup
Scheduler Node. The scheduler will be responsible for
processing incoming traffic for all the nodes, and will
dispatch this traffic to the other nodes in the cluster.
Each node in the cluster will then respond back to the
remote client directly, and will not communicate traffic
back through the scheduler node.

The Backup scheduler will take over the scheduling
operation if the primary scheduler node fails.

Press OK. Attaching nodes to the VIP is node later.
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Create the IP Persistance Rule

i £ CDMaster [-[o[x]
Eile Edit View Manage Help

+ X [0 D

[l Enterprise J|[ Status | Chart | Properties | Message Loy
? ”}lcj? Site - CDAdapter_1
Alarms i
b & Logical roups 2 IPPersistence443 E‘E‘
o ] Nodes
CJ Qutbound Rules
3 Reporter Data Collectors

Labet:|PFersistenced43 |

¢ 3 Scheduling Rules vIP: (55 - viepors:443 |
S g’e’wa" Timeout: |10,800 5
Tt naierer
CIHTTP

§ O3 P Persistencs

.2 [F Parsistance Scheduling R

= |P Persistence Scheduling R

[ =
3 Subnets
o viPs
General | Server | Load balancing
4 1] | I
CD Site - CDAdapter_1 ing Rulesiip Persis Persi ing Rule - i [=4]co Site - CDAdanter_1 [¢]

Select IP Persistence and press the Green Plus button at
the top of the screen.

Next, create an IP Persistence rule for ports 80 and 443.
Traffic flowing through both of these ports from a single
client will be bound to the same session. If an
application switches between 80 and 443 during the
same HTTP session, this will persist to the same IAG
node.

Create both IP Persistence rule similar to the above
screen. Select a long timeout so that the IAG Session
manager can manage session timeouts , and Resonate
CD will not timeout the session underneath IAG.
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{ t CDMaster
File Edit View Manage Help

=] E3

LA TR
|& Enterprise 4 Status | Chart_| Properties | Message Log
¢ = CD Site - CDAGapter_1 :
3 Alarms . 5
o [ Logical Groups 2 IPPersistencedd3 E‘I‘
o [ Nodes

CJ Quthound Rules

Reparter Data Collectors SEIEIS:
¢ 3 Scheduling Rules Selact Modes SemverWeight| Pors
[ CookielC ol Persistente T - 100
g pustom bata Sereri-extemal 100443
= Firewall Server-exemal 100 | 443
o [ Generic IP
[ Generic TCP
I HTTPR
¢ CJIP Persistence Failover servers:
é :;' - 2 Select MNodes ServerWeight Ports
Sk ) Serverl-exemal | 100443
] subnets Server2-exemnal | 100|243
= CviPs
General | Server | Load balancing
o 1 | I
CD Site - CDAdapter_- ing Rules'lP P Rule =4 CD Site - CDAdanter_1 [¢]

On the Server Tab (at the bottom of the right panel on
the Properties tab), select all the IAG servers for both the
Servers group, and for the Failover servers.

Note: All IAG nodes must be selected on the Failover
servers group, or failover will not occur correctly. This is
only necessary for the Persistant type sessions.

Click OK to save the IP persistent rules.
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Optional PING Rule

It may be useful to create a PING rule for testing and
troubleshooting connectivity.

To enable PINGS via Resonate:

{ £ CDMaster

[H[=] E3
File Edit View Wlanage Help
X W% O
[# Enterprise 4 status | cnart | Properties | Message Log
9 % CD Site - CDAdapter_1 4
9 Alarms q .
o [ Logical Groups 4 2 PING
&[] Nodes
L Outsound Rules : f
[ Reparter Data Collectors 4| ekl J
[3 Ij‘%hadu\ing Rules ! wIP: [5= VIP ports:
Cookie/CGl Persisterice E =
o & VIP.nappliance.com
[ Custom Data : = PP €0S oroun: & [~
CIFTP E _ =
3 Firewsall 3 Timeout: [0 [
¢ 3 Generic IP 3
A [Generic IF Scheduling Rule -| -
£ Generic TGP 4
CIHTTP
¢ CIIF Persistance 3
2 IP Persistence Scheduling Ry | ~ _
2 IP Persistence Geheduling Ry & Generic P
i : Protocok:ICMP :
¢ CviPs E ®) Persistent ) Non-Persistent
& ¥IP - YIP.nappliance.com
General LSemer LLnad balancing ‘
« i DE
CD Site - CDAdanter_ iclp ing Rule - PING [} coSite - CoAanter 1 | [@]

Select a Generic IP rule at the left, then click on the
Green Plus.
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it CDMaster I[=] B3
Eile Edit View Manape Help

+ % % LJ

[ Erterprize 4| Status | Chart | Properties | Message Log
¢ < CD Site - CDAdaptar_1
] Alarms .
¢ ] Logical Groups £ PING
o 3 Modes

3 outaound Rules

3 Reporter Data Gollectors Servers:
¢ [ Scheduling Rules Select Modes ServerWeight| Ports
[ CookielC Gl Persistence O * 100
g ::ZTupstnm BEQ Serverl-exemal 100 |0
I Firewall Server2-extemal 100 |0
¢ 3 Generic IP

@ [Generic [P Schedulmé Rule -

(] Generic TCP

I HTTP Failover servers:
? EEP P‘E’S‘SWF”E . Select Modes Server Weight| Ports
2 P Persistence Scheduling R g Serverl-exdernal ‘
Es8L3 O Semver2-exemal | |
[ Subnets
¢ EviPs
& VIP - VIP.nappliance.com
General | Server | Load balancing
Cll i D
CD Site - CDAdapter_° y I ing Rule - PING [=#[cD site - coagapter_1 [e]

Select only the Servers in the IAG cluster and press OK.
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Start the CD Cluster

Select Manage then Start to start the IAG cluster (if not
already started).

i £ CDMaster

M= E3
File Edit View Manage Help
wit O
Bl Enterprise | Status | Chart | Properties | MessayeLog
@ =% CD Site - CDAdanter_1
3 Atarms o s
o [ Logical Groups ' CDAdapter_1 6 &
& I Nodes Cormponent Status | Hits/Sec
] Outbound Rules =
Alarms
3 Reporter Data Cullectors = Log
7 Scheduling Rules Logical Groups
(O] Cookie/C Gl Persisience [ Nodes < 0
[ Custom Data (7 outbound Rules
CIFTP
= " [ Reporter Data Collectors
irea 8
¢ O Generic IP = Rules ° ]
& Genaric IP Schaduling Rule - 3 Subnets
(3 Generic TGP CIvies 3 0
CIHTTR

¢ CI P Persistence
2 | Persistence Scheduling R
# |P Persistence Scheduling R
IssL3
3 Subnets
& CJWIPs
& WP - wIP nappliance.com

< I 3
CD Site - CDAdapter_1

| =4 co site - coadapter_1 [¢]

The configured rules should show a green status and the
statistics should be displayed.

£ CDMaster =1 B3
File Edit Miew Manage Help

+| X % | D

| & Enterprise 4 status | chart | Properties | Message Log
¢ <} CD Site - CDAdapter_1 4

[ Alarms 5 - )
o ] Logical Groups {| &7 VIPnappliance.com
o [ Modes 8
[ outsound Rules E ,
[ Reporter Data Collectars EchaRingLties forVEy
(=] SDE“"”””B Rulss F Companent | Status VIF Virtual Ports Servers
CookialCG! P 11 & - -
3 Custom Data A | [z2pme ¢ [ 69.36.228.204:0469
CIFTP 4 = PPersistence.. | ¢ |69.36.228.206 443

T Firewrall .2 IPPersistence... | ¢ |60.36.228.206 80
¢ [ Generic IP

«® Generic IP Scheduling Rule -| &
[ Generic TGP E
CIHTTP

¢ CJIP Persistence 4

‘5 I Persistence Scheduling Ry -}

2 IF Persistence Scheduling RI

CIssLe B

[ Subnets

o Cvirs E [ T ol
&° VP IP-nappliance.com| 4

- Scheduling Rules

69.36.228.204:443%
69.36.228.204:80%6

1l 0 I Dk
CD Site - CDAdapter_1\MPsVIP - VIP.nappliance.com

[=§co site - coadapter_1 [e]
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cluster rule.

The VIP Properties should display each configured

£ CDMaster

File Edit View Manage Help
%% |

[ Enterprise

¢ < CD Site - cDAdanter_1
3 Alarms

Status [ Chart [ Properties | Message Log

o [=] B3

o[ Logical Groups
o [ Noites
3 outbound Rules
3 Reporter Data Collectars
¢ O3 Scheduling Rules
[T CookielC ol Persistence
3 Custom Data
[lard
T Firewall
9 CJ Generic IP

(T Generic TCP
I HTTR
% L IP Persistence
2 P Persistence Scheduling R

B |P Persistence Scheduling R
sl

3 Subnets
¢ Evips

57 WIP - ¥IP.nappliance.com

<1

“ cDAdanter_1

2 Generic IP Seheduling Rule -

Current key: [y16w7fpmavdoubojidct
Set Site Licenss...

Days until expiration: 67

Number of nodes: 2
Mumber of schedulers: 1

General | Advanced | License

CD Site - CDAdapter_1

[=% cp site - coadapter 1

The license statistics should display correctly.
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Configure IAG Trunks

The IAG systems only require minor configuration.

Configure portal trunks, using the Trunk |IP address as
the physical IP address of the External Interface of each
IAG system. The Trunk Hostname should be defined
using the DNS hostname of the VIP address.

This causes IAG to communicate to client systems,
which use the application URL of the VIP address, and
the IAG system responds to the application, also using
the correctl URL.

The client communicates with the VIP IP address, but the
IAG systems interact with their respective IAG External
IP interfaces, which is translated back to the VIP address
by Resonate CD.
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