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Introduction 
Whale Communications wishes to express its thanks for using the Intelligent Application Gateway (IAG). The 
purpose of this document is to provide information on the release of software version 3.7 in December 2006. 
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and the Product, but only a limited right of use. Any unauthorized use, disclosure or reproduction is a violation of the 
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TRADEMARKS        
Application Aware, and Attachment Wiper are service marks, trademarks or registered trademarks of Whale 
Communications or its subsidiaries in the United States and other countries, or both. 
Netscape, and Netscape Navigator are service marks, trademarks or registered trademarks of America Online, Inc. or its 
subsidiaries in the United States and other countries, or both. 
Carbon, Macintosh, Mac OS, and Safari are service marks, trademarks or registered trademarks of Apple Computer, Inc. 
or its subsidiaries in the United States and other countries, or both. 
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trademarks or registered trademarks of Citrix Systems, Inc. or its subsidiaries in the United States and other countries, or 
both. 
Debian is a service mark, trademark or registered trademark of Software in the Public Interest, Inc. or its subsidiaries in 
the United States and other countries, or both. 
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subsidiaries in the United States and other countries, or both. 
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trademarks or registered trademarks of IBM Corporation or its subsidiaries in the United States and other countries, or 
both. 
Intel and Core are service marks, trademarks or registered trademarks of Intel Corporation or its subsidiaries in the 
United States and other countries, or both. 
Linux is a service mark, trademark or registered trademark of Linus Torvalds or its subsidiaries in the United States and 
other countries, or both. 
Active Directory, ActiveSync, ActiveX, Excel, Internet Explorer, MS-DOS, Microsoft, Outlook, SharePoint, Visio, Visual 
Basic , Windows Mobile, Windows NT. Windows Server are service marks, trademarks or registered trademarks of 
Microsoft Corporation or its subsidiaries in the United States and other countries, or both. 
Camino, Firefox and Mozilla are service marks, trademarks or registered trademarks of Mozilla Foundation or its 
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Novell, Novell Directory Services, Novell NetWare, and SUSE are service marks, trademarks or registered trademarks of 
Novell, Inc. or its subsidiaries in the United States and other countries, or both. 
PGP is a service mark, trademark or registered trademark of PGP Corporation or its subsidiaries in the United States and 
other countries, or both. 
Red Hat is a service mark, trademark or registered trademark of Red Hat, Inc. or its subsidiaries in the United States and 
other countries, or both. 
Resonate is a registered trademark of Resonate, Inc. The Resonate logo and Resonate Central Dispatch are trademarks of 
Resonate, Inc. Resonate Central Dispatch contains technology protected under U.S. Patent 5,774,660. 
ACE SecurID, RC4, and RSA SecurID, are service marks, trademarks or registered trademarks of RSA Security Inc. or its 
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SAP is a service mark, trademark or registered trademark of SAP AG or its subsidiaries in the United States and other 
countries, or both. 
Java, JavaScript, JRE, and Sun are service marks, trademarks or registered trademarks of Sun Microsystems, Inc. or its 
subsidiaries in the United States and other countries, or both. Enhanced HAT owned by Sun Microsystems, Inc. 
Norton Ghost, Norton, pcAnywhere and Symantec are service marks, trademarks or registered trademarks of Symantec 
Corporation or its subsidiaries in the United States and other countries, or both. 
Apache is a service mark, trademark or registered trademark of The Apache Software Foundation or its subsidiaries in the 
United States and other countries, or both. 
Terminal Services is a service mark, trademark or registered trademark of The Regents of the University of California or 
its subsidiaries in the United States and other countries, or both. 
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Unix is a service mark, trademark or registered trademark of The Open Group or its subsidiaries in the United States and 
other countries, or both. 
XCompress is a service mark, trademark or registered trademark of XCache Technologies, Inc. or its subsidiaries in the 
United States and other countries, or both. 

All other trademarks, copyrights, product and or service marks mentioned in this document, whether claimed or 
registered, are the exclusive property of their respective owners. 

DISCLAIMER 
The Company has reviewed this document thoroughly. All statements, technical information, and recommendations in this 
document and in any guides or related documents are believed reliable, but the accuracy and completeness thereof are 
not guaranteed or warranted, and they are not intended to be, nor should they be understood to be, representations or 
warranties concerning the products described. Further, the Company reserves the right to make changes to the 
information described in this document at any time without notice and without obligation to notify any person of such 
changes. 

LIMITATION OF LIABILITY 
Neither the Company nor any of its worldwide subsidiaries or distributors or management or employees grants any 
warranties in respect to any damages or deficiencies resulting from accident, alteration, modification, foreign attachments, 
misuse, tampering, negligence, improper maintenance, abuse or failure to implement any updates furnished. The Products 
must be used and maintained in strict compliance with the instructions and safety precautions of the Company contained 
herein in all supplements thereto or in any other written documents of the Company. The products must not be altered 
without prior written consent of the Company. 

The Company grants no warranties with respect to the Products, either express or implied, including any implied 
warranties of merchantability or fitness for a particular purpose. The Company will have no liability for any damages 
whatsoever arising out of or in connection with the delivery, installation, use or performance of the product. In no event 
shall the Company be liable under any legal theory (including but not limited to contract, negligence, misrepresentation, 
strict liability in tort or warranty of any kind) for any indirect, special, incidental or consequential damages (including but 
not limited to loss of profits), even if the Company has notice of the possibility of damages. 

Without limiting the effect of the preceding clauses, the Company's maximum liability, if any, for damages (including but 
not limited to liability arising out of contract, negligence, misrepresentation, strict liability in tort or warranty of any kind) 
shall not exceed the consideration paid to the Company for the product. The Company shall under no circumstances be 
liable for damages arising out of any claim (including but not limited to a claim for personal injury or property damage) 
made by any third person or party. 
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Version 3.7 - Overview 
The Whale Communications Intelligent Application Gateway 2007 introduces a new hardware appliance, 
based on Intel© Core™2 Duo technology. The new, standard 1U platform improves the system performance 
significantly, reduces latency, and lowers the Total Cost of Ownership (TCO) of the gateway. 

In addition, software version 3.7 introduces the following enhancements: 

• The system administrator can configure the system to notify users prior to the retrieval of information 
from their computer, such as the user name or information about the network domains, and receive user 
consent for the retrieval of such information. 

• Support of Microsoft® Office SharePoint® Server 2007 and Microsoft Outlook® Web Access 2007. 

Known Issues 
I. When using browser tabs, for example in Microsoft Internet Explorer® 7.0, and trying to open a 

number of applications simultaneously, the applications might not open as expected.  

II. Changing the following settings might cause the Windows® security database to corrupt: 
Control Panel > Administrative Tools > Local Security Policy > Local Policies > Security 
Options; setting “Network security: LAN Manager authentication level” to “Send LM & NTLM 
responses”. 

III. Changing the value of a trunk’s "Maximum Connections" parameter is not applied when you activate 
the configuration, and requires an IIS reset. 

IV. Windows Event Viewer logs 

a. The following Error message is logged in the application log of the Event Viewer after each 
reset of the IIS (including a computer restart): 
“IISADMIN service found that account IWAM_<computer_name> is disabled. Some IIS 
functions can fail for this reason.” 
Note that the account IWAM_<computer_name> is disabled on purpose, during the hardening 
of the server. 

b. The following Error message is logged in the system log of the Event Viewer after each 
computer restart: 
“The service cannot be started, either because it is disabled or because it has no enabled 
devices associated with it. “attempting to start the service SENS with arguments””. 
Note that the service SENS is disabled on purpose, during the hardening of the server. 

c. The following Error message might sometimes be logged in the system log of the Event 
Viewer: 
“The service cannot be started, either because it is disabled or because it has no enabled 
devices associated with it. “attempting to start the service COMSysApp with arguments””. 
Note that the service COMSysApp is disabled on purpose, during the hardening of the server. 

V. Microsoft Office SharePoint Server 2007 

a. In order for the Attachment Wiper to delete application-specific temporary files, take the 
following steps:  

1) Access the following file: 
…\Whale-Com\e-Gap\von\conf\samples\sharepoint2007_Sample.txt 

2) Rename the file to sharepoint2007.txt and place it in the following location: 
…\Whale-Com\e-Gap\von\conf\wizarddefaults\AWPaths\ 



3) Activate the configuration. Make sure the option “Apply changes made to external 
configuration settings” is selected. 

b. Users might encounter problems when entering names in forms. 

VI. Microsoft Office SharePoint Server 2007 and Microsoft SharePoint Portal Server 2003 

a. Integration with Microsoft Office Visio®, Picture Manager, and Data Sheet view may not 
always work as expected.  

b. While working with Microsoft Office Word, users might encounter problems when trying to 
open documents via the IAG.  

c. In sites where more than one SharePoint application is configured, and the applications use a 
non-standard port, they might not function as expected.  

VII. Authentication 

a. When using an ACE authentication server, user names containing forward slashes are 
blocked.  

VIII. Whale Client Components 

a. When opening multiple IAG sites from the same Internet Explorer instance, for example in 
multiple tabs in Internet Explorer 7.0, the Client Components might not function as expected.  

b. When upgrading Client Components installed by previous versions to the version 3.7 
Components, after the browser restarts, applications that are defined to launch automatically 
are not launched. 

c. When uninstalling the Client Components from the endpoint, a few settings, such as a couple 
of Registry entries, are not removed.  

d. In rare cases, the Client Components fail to check the revocation information of the server 
certificate; in these cases, a popup message is displayed on the endpoint.  

IX. Application Customizers 

a. You cannot add Add, Delete, or Edit request headers to the application using an application-
type to define the application; you must define the application using an IP address or address-
range and port number.  

X. Network Connector 

a. “Non-Split Tunneling” and “No Internet Access” Internet access levels are not supported on 
endpoints that connect via a forward proxy.  

b. In order to support private IP pools, you need to add the Whale Network Connector adapter to 
the Internet Security and Acceleration (ISA) Server internal network. 

c. If you don’t restart the computer after the installation of the IAG software, the “Whale Network 
Connector Server” Windows service might fail to start. 

XI. File Access 

a. The File Access application does not support Novell® NetWare® file servers.  

b. Opening the File Access administration window at the IAG Configuration program can take 
longer then usual, since the ISA Server blocks NetBIOS to the external network object.  

c. Multiple successive space characters in file and folder names viewed on the endpoint via the 
File Access application are displayed as one space only. For example, two spaces between 
words in a filename appear as a single space.  
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XII. Certified Endpoints 

a. In order to enable Netscape® browser enrollment, configuration changes must be made to the 
Windows Server® 2003 CA. For details, see 
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/security/ws03
pkog.mspx#EJAA.  
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Appendix A: Multi-Platform Application Support 
This appendix lists all supported non-web applications, and, for each application, the platforms and browsers 
on which the application was tested. Whale Communications has made a best effort to support the entire 
feature-set of each application on those browsers.  
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Generic Client App √ √ √ √ √ √ √ √ √ √ √ √ √ √ √ √
Generic Silent Client App √ √ √ √ √ √ √ √ √ √ √ √ √ √ √ √
Generic Client App (Multi Servers) 2 √ x x x √ x x x x x x x x x x x
Enhanced Generic Client App (hosts required) √ √ √ √ √ √ √ √ √ √ √ √ √ √ √ √
Enhanced Generic Client App (Multi Servers) 2 √ x x x √ x x x x x x x x x x x
Enhanced Generic Client App (hosts optional) √ √ √ √ √ √ √ √ √ √ √ √ √ √ √ √
Enhanced Generic Client App (hosts disabled) √ √ √ √ √ √ √ √ √ √ √ √ √ √ √ √
Generic Mac OS X Carbon® App (hosts required) x x x x x x x x x x x √ √ √ √ √
Generic Mac OS X Carbon App (hosts optional) x x x x x x x x x x x √ √ √ √ √
Generic Mac OS X Carbon App (hosts disabled) x x x x x x x x x x x √ √ √ √ √
Generic HTTP Proxy Enabled Client App √ √ √ √ √ √ √ √ √ √ √ √ √ √ √ √
Generic SOCKS Enabled Client App; protocol ver. 4.x, 5 √ √ √ √ √ √ √ √ √ √ √ √ √ √ √ √
Enhanced HAT √ √ √ √ √ √ √ √ √ √ √ √ √ √ √ √
Citrix® Program Neighborhood (Direct); FR3, ver.3 √ √ √ √ √ √ √ √ x x x x x x x x
Domino® Offline Services 7.0 (Single/Multi Servers) √ x x x √ x x x x x x x x x x x
FTP (Passive Mode) √ x x x √ x x x x x x x x x x x
Local Drive Mapping Setup (Windows XP/2003) x x x x √ √ √ √ x x x x x x x x
Local Drive Mapping √ √ √ √ √3 √3 √3 √3 x x x x x x x x
Microsoft Windows XP Terminal Services Client; 
RDP Client ver. 5.1, 5.2 

√ √ √ √ √ √ √ √ x x x x x x x x

Microsoft Windows 2000 Terminal Services Client; 
RDP Client ver. 5.0 

√ √ √ √ √ √ √ √ x x x x x x x x

Native Notes® Client (Single Server); ver. 6.5, 6.5.1 √ √ √ √ √ √ √ √ x x x √ √ √ √ √
Native Notes Client (Multi Servers); ver. 6.5, 6.5.1 √ √ √ √ √ √ √ √ x x x √ √ √ √ √
Network Connector √ √ √ √ √ √ √ √ x x x x x x x x
Outlook (Corporate/Workgroup Mode);  
2000, 2002, 2003 with major service packs 

√ √ √ √ √ √ √ √ x x x x x x x x

Outlook (Internet Mail Only Mode) √ x x x √ x x x x x x x x x x x
Outlook Express 5.x/6.x √ √ √ √ √ √ √ √ x x x x x x x x
Sametime® Native (Chat Only) √ x x √ √ x x x x x x x x x x x
Sametime Native Relay (Chat Only) √ x x √ √ x x x x x x x x x x x
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Telnet 4 √ √ √ √ √ √ √ √ √ √ √ √ √ √ √ √
Generic Browser-Embedded App √ √ √ √ √ √ √ √ √ √ √ √ √ √ √ √
Generic Browser-Embedded (Multi Servers) 2 √ x x x √ x x x x x x x x x x x
Citrix NFuse FR3 (Direct) √ √ √ √ √ √ √ √ x x x √ √ √ √ √
Citrix Presentation Server® (Web Interface 3.0/4.0) √ √ √ √ √ √ √ √ x x x x x x x x
Citrix Secure Access Manager (Direct); ver. 3 √ √ √ √ √ √ √ √ x x x x x x x x
Citrix Secure Access Manager Via Secure Gateway; ver. 3 √ √ √ √ √ √ √ √ x x x x x x x x
Domino iNotes® (Single Server); ver. 6.5, 6.5.1 √ x x x √ x x x x x x x x x x x
Domino iNotes (Multiple Servers); ver. 6.5, 6.5.1 √ x x x √ x x x x x x x x x x x
IBM® Host-On-Demand 8 √ √ √ √ √ √ √ √ √ √ √ √ √ √ √ √
Sametime Native; ver. 6.5.1 √ √ √ √ √ √ √ √ x x x x x x x x
Sametime Plugin; ver. 6.5.1 √ x x x √ x x x x x x x x x x x
Terminal Services Web Client (Single Server); server 5.1 √ x x x √ x x x x x x x x x x x
Terminal Services Web Client (Multiple Servers); server 5.1 √ x x x √ x x x x x x x x x x x

1 Red Hat®, SUSE®, Debian® 
2 In order to run this application, the Socket Forwarding component must be installed on the endpoint 

computer 
3 In order to enable Local Drive Mapping on Windows XP/2003, you must also add the application “Local 

Drive Mapping Setup (Windows XP/2003)” to the site, via the Add Application Wizard, and run it once 
from the client computer prior to launching the Local Drive Mapping application 

4 Tested with Windows 2000, 2003, XP telnet clients, SecureCRT ver. 4.x and PUTTY ver. 056 and 057 
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