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Chapter |

Introduction

Overview

The Whale Communications Intelligent Application Gateway (IAG) is a
Secure Socket Layer Virtual Private Network (SSL VPN) that provides
employees and partners with policy-based secure access to applications
and data from any PC or device and any location.

The IAG secure access solution enables remote access from diverse
endpoints through a single point of entry to almost any business
application and file share, while enforcing user authentication and
authorization over a policy-defined application-layer connection. Endpoint
security management enables granular access control and deep content
inspection and application protection.

Running over Microsoft® Internet Security and Acceleration (ISA) Server
2006, the IAG enables users to access line-of-business, intranet, and
client/server resources from a broad range of devices and locations, while
providing infrastructure protection and information safeguards for
corporate applications and data.

Control Access

Secure, web-based access to business critical applications and data:

+  Differentiated and policy-driven access to network, server, and data
resources.

+  Flexible application-intelligent SSL. VPN from any device or location.

*  Highly granular access and security policy enforced at the session,
application, and functionality levels.

+  Comprehensive basic and form-based authentication through Active
Directory®, RADIUS, LDAP, and SecurID®.

*  Customizable, identity-based web portal with single-sign-on (SSO).
+ Handles embedded browser applications.

*  Connectivity and control for client/server and legacy applications.
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Protect Assets

Integrated application protection helps ensure the integrity and safety of
network and application infrastructure by blocking malicious traffic and
attacks:

Application-layer firewall blocks non-conformant requests, such as
buffer overflow or SQL injection, on application protocols.

Comprehensive protocol validation and deep content inspection with
both positive and negative logic rulesets.

URL cloaking and full functionality for remote users through
dynamic URL rewrite and HTTP parameter filtering.

Application Optimizers provide out-of-the-box protection for high-
value applications such as SharePoint® Server, Microsoft® Outlook®
Web Access, SAP®, and WebSphere®.

Comprehensive monitoring and reporting; integrates with third-party
risk and policy management platforms.

Extensible infrastructure and tools for custom application publishing
and scripting.

Safeguard Information

Comprehensive policy enforcement helps drive compliance with legal and
business guidelines that require information usage criteria to limit
exposure and liability when accessing sensitive corporate data:

Ensures network integrity by restricting client access based on
endpoint security profile.

Strong endpoint security management and verification helps ensure
endpoint health compliance and session control.

Enforces policy controls over actions within an application.

Cache-cleanup tailored to specific applications removes downloaded
files and pages, URLs, custom caches, cookies, history, and user
credentials.

Detects endpoint security state.

Intelligent Application Gateway Architecture
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The IAG consists of four elements:

SSL VPN platform
Endpoint security
Application security

Unified policy management framework

Chapter 1: Introduction
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The IAG integrated approach rests on an architecture that functions
across the client, proxy, and appliance tiers, and is managed through a
single policy engine. The gateway functions at the application layer,
terminating both inbound and outbound communications and parsing
traffic through full inspection at the application layer.

The ability to understand traffic flows within the context of specific
applications is the foundation for the IAG application-specific optimizers,
and underpins the gateway’s ability to enforce endpoint policy at the
browser. This application intelligence allows the gateway to extend access
to enterprise applications to unmanaged endpoints without creating risks
to network integrity; it avoids having to resort to tunneling at the
network layer and jeopardizing back-end resources. In addition, the
gateway’s underlying application intelligence provides the ability for
administrators to create granular access control policies, to cordon off
even parts of an application or network files, based on user profile.

The gateway incorporates a native host-checker engine that can be
customized to detect third-party anti-virus software or personal firewalls,
and supports integration with third-party inspection tools. This engine
can also extend far further into the client-side and detect virtually any
metric or watermark used by an organization to tag an asset.

Broad Set of Connectivity Options

In order to support a wide variety of applications, the gateway supports
the following connectivity options:

*  Web proxy, for the support of web applications. The gateway’s content
translation engine removes the need for a client component, enabling
pure browser access.

*  The SSL Wrapper and the inherent Socket Forwarding component
enable access to non-web applications, such as Native Outlook,
Citrix®, and Telnet, based on specific application knowledge. It
utilizes ActiveX® and Java™ applet controls for SSL tunneling.

+  The Network Connector turns remote clients into part of the
corporate network, supporting full connectivity over a virtual and
secure transparent connection. It enables the gateway to support split
tunneling configurations and afford greater network reliability and
performance.
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Integrated Application Firewall

The gateway’s deep application-level filtering, assessed through
application behavior knowledge, prevents exploits that cause unexpected
application responses. It blocks potentially malicious traffic using
positive- and negative-logic rules that identify errant commands and
syntax and reduces the immediacy of server software patches by
providing protection from zero-day attacks.

Application Aware™

Because the IAG is application aware, it can address application-specific
issues, including security concerns and functionality requirements. This
ability enables organizations to customize the behavior of specific
applications when accessed remotely. The IAG provides out-of-the-box
support for key applications, to allow for rapid optimization of most
popular applications in use today. Out-of-the-box application support is
optimized for each application-type, including features such as URL
Inspection rulesets and character definitions, wiping out sensitive
information possibly recorded by a web browser during an SSL VPN
session, and more.

In addition, the application aware approach provides administrators with
tools and interfaces that enable them to define features which are not
supported out-of-the-box for each application individually.

Supported Applications

18

The SSL VPN portal supports the following groups of applications:

+  Built-in Services are services that are supplied with the IAG, such
as File Access or Web Monitor.

+  Web Applications are applications that use HI'TP/HTTPS and a
web interface, such as Microsoft Office SharePoint Server 2007 and
Outlook Web Access.

+ Client/Server and Legacy Applications are applications that use
non-HTTP/HTTPS protocols and are handled by the SSL Wrapper.
Examples of client/server and legacy applications include: Telnet;
Citrix® MetaFrame® Program Neighborhood applications,
Microsoft® Windows® Terminal Services Clients, Microsoft Outlook,
and more.

*  Browser-Embedded Applications are web initiated applications
that use a web-based interface to create a non HTTP/HTTPS
connection, and are handled by the SSL Wrapper. These include
Citrix NFuse®, IBM WebSphere Host-on-Demand, Lotus®
SameTime®, Terminal Services Web Client, and others.

Chapter 1: Introduction
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In addition to the applications that are supported out-of-the-box, you can
define your own generic applications, such as a generic web application,
where you define all the application settings, rulesets, and definitions
according to the application’s requirements.

Trunks: the IAG Transfer Channels

Data is transferred through the gateway via transfer channels, or trunks,
where each trunk is related to the type of data being transferred: HTTP or
HTTPS. Each trunk is divided into two channels, one incoming and one
outgoing, allowing for bi-directional data flow.

You can configure three types of trunks:

+  Portal trunk: a forked one-to-many connection, where the same IP
address is used to access multiple applications. Use it to enable access
to any number of web and non-web applications, for both out-of-the-
box and generic applications.

*  Webmail trunk: a one-to-one connection, enabling access to a single
Webmail application. A Webmail trunk is automatically created with
authentication, application customization, and URL inspection rules
that are optimized for the Webmail application you are running.

+  Basic trunk: a one-to-one straight line, where one IP address routes
to a single web server, enabling access to any generic web application.

Supported Browsers

On endpoint computers, the following browsers are supported:

Table 1. Supported Browsers

Operating System Supported Browsers

Windows 2000 * Internet Explorer 6.0

* Mozilla® family: Netscape® Navigator® 7.1.x, 7.2.x;
Moxzilla 1.7.x; Firefox® 1.0.x and higher

Windows XP /2003 * Internet Explorer 6.0, 7.0

* Mozilla® family: Netscape Navigator 7.1.x, 7.2.x;
Mozilla 1.7.x; Firefox® 1.0.x and higher

Windows Mobile® 2003  Pocket Internet Explorer
for Pocket PC *
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Table I. Supported Browsers (Cont’d)

Operating System Supported Browsers

Mac® OS X ¢ Safari™ 1.2.4, 1.3 & 2.0

* Moxzilla family: Netscape Navigator 7.1.x, 7.2.x;
Moxzilla 1.7.x; Firefox 1.0.x and higher; Camino® 0.83

and higher
Linux® (Red Hat®, Moxzilla family: Netscape Navigator 7.1.x, 7.2.x; Mozilla
SUSE®, Debian®) 1.7.x; Firefox 1.0.x and higher

*  Supports mobile Internet connectivity.

Although other browsers might also be functional, for optimal performance,
Whale Communications extends support to these versions only.

Note
gi Some of the Whale Client Components are supported only on Windows

operating systems running Internet Explorer. For details, refer to “Whale
Client Components” on page 147.

For those users running other operating systems or other browser-
versions, our portal homepage has been reworked to present a stripped-
down page for browsers that do not support the rich environment
necessary to support the entire range of IAG features, such as scheduled
logoffs and session timeouts. The limited portal presents users with a
page containing links to all applications; when a user clicks a link, the
application opens in a new window. The limited portal does not, however,
include the Whale toolbar, which enables additional IAG features such as
credentials management and system information.

Security Management Tools

The IAG provides you with security management tools that ensure strict
security administration and enforcement:

*  The Service Policy Manager is where you can optionally pre-
configure security policies to which the configuration settings are
enforced to conform.

*  The Configuration program enables robust, granular configuration
of all aspects of the gateway, including network management, content
management, and application control. From within the Configuration
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program, the Create New Trunk Wizard streamlines trunk
creation and configuration. Application-sensitive predefined rulesets
and out-of-the-box dangerous-character definitions are automatically
applied to the filtering mechanism as part of the configuration
process.

+  The Editor enables you to easily edit, sort and convert any text file,
including encrypted files and base64-encoded text.

All the tools are described in detail in the Intelligent Application Gateway
Advanced Configuration guide, in Chapter 2: “Security Management
Tools”.

Monitoring and Control Tools and Interfaces

The IAG monitoring and control tools enable network management and
auditing at both the network and application levels:

* The Event Logging mechanism logs IAG-related events to a variety
of tools and output formats, including information about usage, user
activities, and potential security risks.

+  The Web Monitor is a monitoring and reporting web application
that enables anywhere, anytime snapshot viewing of events, as well
as event filtering and analyzing.

Encryption

In order to prevent unauthorized access to the IAG, the IAG’s
configuration files are encrypted. You generate an encryption key when
you first access the IAG, and this key is used to encrypt and decrypt the
TAG configuration data. This process is described in the Intelligent
Application Gateway Advanced Configuration guide, in the section
“Creating Encryption Keys” on page 20.

In setups where more than one IAG server is used, the IAG servers have
to be configured with an identical encryption key in order to:

+  Export and import configuration files between IAG servers.

*  Export and import URL inspection and File Access rulesets.

*  Use High Availability arrays.

( ) Tip
If you need to encrypt and decrypt any of the IAG files, use the Editor.
For details, refer to the IAG Advanced Configuration guide, to “Editor” on
page 40.
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Encryption Passphrase

22

Once the encryption key is generated, every time you carry out operations
that write to the disk, such as saving or activating configuration files, or
when you import a configuration file or a set of rules into the IAG, the IAG
prompts you to enter the encryption passphrase. You must always enter a
valid passphrase; this ensures that only authorized users can access the
IAG’s configuration files.

( ) Tip
In order to change the passphrase any time after the initial installation, run
the following command in a Command prompt:

changepassphrase

The Passphrase prompt is shown below:

3‘_—_—:)) Fleaze type your pazsphrase
1
=]

ok I Cancel |

When prompted, enter the passphrase and click [OK]. You can then
securely carry on the operation you have started.

In sites where a number of IAG servers use the same encryption keys—
such as a High Availability array—the same encryption passphrase is
used for all the IAG servers at the site.

Tip

@ When using the Configuration program, the encryption passphrase you
enter is valid for 10 minutes. That is, during the 10 minutes following an
operation that requires access to the configuration files, you can access
the files again without having to re-enter the passphrase.

Chapter 1: Introduction
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High Availability Array

For high-traffic sites, with applications supporting a large number of
simultaneous connections, the IAG provides a powerful performance
enhancement and traffic control solution—the High Availability array.
Implementing central management and supporting a variety of load
balancing tools, the High Availability array enables you to run a server
array, consisting of two or more IAG servers, while controlling high traffic
volumes through the system. The High Availability array is configured to
route traffic so that it maximizes resource utilization and supports
uptime.

For a detailed description of the High Availability array, including step-
by-step instructions on how to configure it, refer to the Intelligent
Application Gateway Advanced Configuration guide, to Chapter 9:
“Configuring the High Availability Array”.

About This Guide

This Guide is intended for the system administrator of the IAG. It
provides you with in-depth information about the IAG’s functionality and
how you can best use its various components and options. It includes step-
by-step instructions on how to configure, maintain, monitor and control
any number of IAG servers, either locally or over the network.

This Guide provides information on the following topics:

*  Chapter 2: “SSL VPN Portals” explains how you use the Create
New Trunk and Add Application Wizards to create SSL VPN portals,
to secure access to multiple applications from remote locations,
anywhere, anytime.

*  Chapter 3: “Single Application Sites” describes how you can use
the Service Policy Manager to pre-configure the HTTP and HTTPS
Connections services, how you create Webmail and Basic trunks, and
how you use the Configuration program to edit trunks once they are
created.

*  Chapter 4: “Application Settings” describes application-specific
settings you can edit and control after you add the application to the
trunk, or create a Webmail trunk, such as the application’s web and
non-web servers, application authentication, and more.

+  Chapter 5: “Endpoint Security” describes features that help to
protect your internal network against access from non-secure
endpoint computers, including the definition of endpoint security
policies, and the Attachment Wiper™ and Certified Endpoint options.
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Chapter 6: “SSL Wrapper” describes how you can provide users
with secured SSL connectivity, via the portal homepage, to various
TCP/IP client/server applications, such as native messaging
applications, standard email applications, collaboration tools,
connectivity products, and more. It also describes how you provide
users with secured SSL connectivity to Domino® iNotes™ servers via
a Webmail trunk.

Chapter 7: “Network Connector” describes the Network Connector
feature, which enables you to install, run, and manage remote
connections as if they were part of the corporate network, supporting
full connectivity over a virtual and secure transparent connection.

Chapter 8: “Providing Access to Internal File Systems”
describes how you can provide remote users with access to the
organization’s internal file systems, including:

*  Local Drive Mapping, which provides access to Windows shared
network folders.

+  File Access, which provides web access to the internal Windows
Network and Novell® NetWare® file servers.

Chapter 9: “Monitoring and Control” familiarizes you with the
IAG’s monitoring and control tools and interfaces and provides
detailed instructions on how to access and use them.

Chapter 10: “Troubleshooting” describes how you use the Backup
& Restore utility, and how you use various diagnostics tools such as
support utilities tests and error and trace logs. It also provides
information on how log files are cleaned up, and how to restart the
Web service in the Windows Server® IIS (Internet Information
Server).

Appendix A: “Troubleshooting Event Logging Messages”
provides troubleshooting guidelines and instructions for Warning and
Error messages that are reported by the Event Logging mechanism.

( ) Tip
For a description of additional, advanced features and configuration

settings, refer to the Intelligent Application Gateway Advanced Configuration
guide.
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Conventions Used in This Guide

This section explains the conventions used throughout this Guide.

Menu Item Menu names and menu items.

Buttons that you select with the mouse.

?‘3 Icons that you select with the mouse are represented graphically.
o

Procedure Title of an operating procedure.

Computer text System files and information that you type in.

& Caution
A note advising you that failure to take or avoid a specific action could result in
loss of data.

é Note
Important information you should note.

( ) Tip
Helpful tips for working with the e-Gap Appliance.
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Chapter 2
SSL VPN Portals

An Intelligent Application Gateway (IAG) SSL VPN Portal enables you to
provide employees and partners with browser-based remote access to
multiple corporate applications and file systems. In order to create an
SSL VPN Portal, you go through the following stages:

Portal session setup, which includes the lifecycle of a session, such as:
access IP, authentication, access endpoint policies, and more.

Application setup, where you set up the applications you enable
through the trunk.

Once you set up the portal and applications, the SSL VPN Portal is
operational; remote users can access the portal and the applications
that are enabled through it. Portal session setup and initial application
setup are described in “Creating an SSL VPN Portal” on page 28.

Users setup (optional), to determine which users are authorized to
view and access each of the applications enabled through the portal.
By default, all authenticated users are allowed access to all
applications. You can, however, configure a more granular setup, and
determine which users can view and access each of the applications
you enable through the portal, as described in “Users Setup” on

page 32.

Additional portal configuration options you may require are described
in “Optional Configuration” on page 46, including:
*  “Configuring Global Host Address Translation” on page 46
+  “Configuring Application Subnets” on page 48
*  “Changing the Application Access Portal Port Number” on
page 49

If you need to make adjustments to the look-and-feel of the portal
homepage, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Portal Homepage Configuration” on page 54.

Some of the applications you can enable through the portal require
additional configuration. For details, refer to the Intelligent
Application Gateway Application Aware Settings guide.

Additional, advanced configuration options, which are not covered in this
chapter are described in “Where To Go From Here” on page 49.
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é Note
*  Before you start the configuration process, log on to Windows with

full administrator privileges.

¢ The first time you access either the Configuration program or the
Service Policy Manager, you are required to create an encryption key
and passphrase for the IAG. The key and passphrase serve both IAG
applications, so that this action is only required once; when you
subsequently access either application, you use the same passphrase.
Additional information is available as follows:

*  For an overview of the encryption mechanism, see
“Encryption” on page 21.

*  For details on how to create the encryption keys and
passphrase, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Creating Encryption Keys” on page 20.

You create an SSL VPN Portal in these stages:

You can optionally use the Service Policy Manager to pre-configure
the IAG HTTP Connections and HTTPS Connections services, as
described in “Optional Pre-configuration of the Services” on page 52.

In the Configuration program, set up the portal session using the
Create New Trunk Wizard. The wizard facilitates a quick auto-
completion of the initial portal session setup, including basic portal
settings, session authentication, setup of the website that is created on
the IAG, and session endpoint policies that control access to the site.

In the trunk you defined, use the Add Application Wizard to set up
the applications that will be enabled to remote users through the
portal, including basic application attributes such as application
servers, application authentication, endpoint policies, portal page
links, and more. The IAG Application Aware approach insures that,
for the supported applications, out-of-the-box settings such as
replying to application authentication requests, URL inspection
rulesets, and more, are automatically applied.

To create an SSL VPN Portal:

1.

In the Windows desktop of the IAG, click [Start], then point to
Programs > Whale Communications IAG and click Configuration. Enter
your password, as required.

In the Configuration program, in the List pane, select and right-click
HTTP Connections or HTTPS Connections, then select New Trunk.

The Create New Trunk Wizard is displayed.

Chapter 2: SSL VPN Portals
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3. Follow the instructions on the screen to complete the wizard; for
details, click H} Helg.
When you complete the wizard, click [Finish].
The wizard closes. The new Portal trunk you created now appears in
the List pane, and the Configuration pane displays the trunk’s
parameters.
E“‘%‘-gr;r;scunnections m‘a].e CD‘II‘II‘II'II.I‘Ijﬁi_‘iO‘I‘IS
=) HTTPS Connections Intelligent Application Gateway 2007
o B MyPartal N’IyPortaI %

r~ Application Access Partal — Applications

Public Hostname/|P Address: [partal.she.com Por: [443 | Application Name | Application Type |
5 whale Portal ‘w'hale Porkal

r Extemal Website
1P Address 132 168 1 B = ﬂ
HTTPS Port =41 - ﬂ

i Initial Internal Application
Iritial &pplication ‘Whale Portal j
1 s sl [ Sort alphabetically Add... I Edit.. Bemove |

Limit the Applications to the Following Subnets;

- Secuiy & Networking Subnet Address [ Subnet Mask I
Maximum Connections I 00
Advanced Trunk Configuration { Configure...
High gvailabilty Carfigure... pod. || Edi Fiemove. |

Note
gi By default, the Initial Internal Application is the Whale Portal application,

used in conjunction with the Whale toolbar. If you wish to use a different
portal homepage, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Using a Custom Portal Homepage” on page 61.

In the List pane, right-click the trunk and select Add;
Or,

In the “Applications” area of the Configuration pane, under the
Application List, click [Add..], or double-click an empty line.

The Add Application Wizard is displayed.

Follow the instructions on the screen to complete the wizard; for
details, click H} Helg.

When you complete the wizard, click [Finish].

The Add Application Wizard closes, and the application you defined
appears in the Applications list. Once you activate the configuration,
the application will be accessible to remote users.
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— Applications

Application Mame | Application Type |
=5 whale Portal whale Portal

4 File Access File Access
[ Sart alphabetically Add.. | Edit.... Hemave |

Linnit the Applications ta the Follawing Subnets:
Subnet Address | Subnet Mazk |

sod.. | Edi Remove |

Note

gi Some applications require additional setup. For those applications, when
you finish adding the application to the trunk, a help screen pops up,
informing you of the application-specific requirements, and providing step-
by-step setup instructions where applicable. The help is also available to
you any time thereafter, in the General tab of the Application Properties
dialog box, via the following link:

| i) Application Aweare Seﬁinqs|

You can find a description of all the IAG application-specific requirements
in the Intelligent Application Gateway Application Aware Settings guide.

6. Repeat steps 4-5 to add more applications to the SSL VPN Portal.
You can also quickly add a new application to the trunk, based on the
definitions of an existing application, as described in “Duplicating an
Application” on page 91.

7. Determine in what order you wish the applications to be displayed on
the portal page, as follows:

+ If you want the applications to be displayed in alphabetical order,
activate the option “Sort alphabetically”.

+ If you want to arrange the applications in any other order, leave
the “Sort alphabetically” option unchecked, and use the up/down
arrows to arrange the order of the applications in the list. They
will be displayed on the portal page in the order by which they
are arranged in the list of applications.
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8. In the main window of the Configuration program, click ?;3 to save
and activate the configuration.

The following is displayed.:

" “ﬂ Activate Configuration

e |

We recommend that you back up the configuration settings directly after the initial configuration. Following the
initial backup, make sure to back up the configuration zettings each time pou modify
them, in order to ensure that the backup iz updated at all times.

[ Back up configuration after activation
|F pau have made manual changes o any of the external configuration settings, such az changes to »<ML filez ar

to Regiztry zettings, select this option to apply the changes before activation. Selecting this option will reload the
configuration for all trunks.

[ &pply changes made to external configuration settings

Fleasze press the ¢Activates button to begin.

Caticel

9. Click [Activate >].

cat

Note

We recommend that you activate the option “Back up configuration after
activation”, so that the configuration settings are backed up. For more
details refer to “Backup & Restore Utility” on page 303.

Once the configuration is activated, the following message is
displayed:

IAG configuration activated successfully.

The trunk is operational. All authenticated users will be able to access
the applications enabled through the portal. If you wish to configure
authorization for any of the applications you enable through the trunk,
proceed to “Users Setup” on page 32.

cat

Note
*  You can duplicate a trunk, including all application definitions,
changing only the name, and the external website’s IP address and

port numbers. Right-click the trunk you wish to duplicate, and select
Duplicate.

*  Delete a trunk by right-clicking the trunk name and selecting Delete.
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Users setup determines which users are authorized to view and access
each of the applications enabled through the portal. When you set an
application up, by default, all authenticated users are allowed to view and
access the application. If required, you can change the default settings,
and determine which users can view and access the application.

Users setup affects the following:

* Authorization: the process by which authenticated users are given
access to the portal applications.

+  Personalization: the process by which different users view different
application links on the same portal homepage, depending on their
authorization permissions.

é Note
Personalization only works when you use the default portal homepage
supplied with the IAG. However, even if you are using a custom portal
homepage, authorization works, enabling users to access only those
applications for which they have access permissions.

When you add an application to a Portal trunk using the Add Application
Wizard, the option “All Users Are Authorized”, in the “Application Setup”
step, is enabled by default. You can disable this option while adding the
application to the trunk, or at any time after the initial application
configuration, in the Application Properties dialog box, in the
Authorization tab.

If you disable the “All Users Are Authorized” option for an application,
you must configure authorization in order to enable access to the
application through the portal. Using authorization, you can grant access
permissions to an application to selected users and user groups, while
blocking access from users that should not be accessing the application.

In order to configure authorization, you take the following steps:

*  Define the users and groups of users to which you can grant
authorization permissions, as described in “Defining Authorization
Repositories” on page 33.

*  Define authorization and personalization per application, as described
in “Defining Authorization for Portal Applications” on page 38.
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Defining Authorization Repositories

Repositories are databases containing user and group information; a user
can be defined as an individual unit or associated with a group. This
section describes how you define repositories of users and user groups,
which you can then use in order to define authorization for portal
applications, including:

+  “User/Group Servers” on page 33.
*  Optional configuration of local groups, described in “Local Groups” on
page 35.
User/Group Servers

This section describes how you define a third-party user/group server. The
servers are used as user/group repositories for application authorization,
and can also be used to define local groups.

gi Note

User/group servers are also used for session authentication, as described
in the Intelligent Application Gateway Advanced Configuration guide, in
“Authentication” on page 81.

To define a user/group server:

1. In the Configuration program, on the Admin menu, click
Authentication and User/Group Servers...

The Authentication and User/Group Servers dialog box is displayed.
x

Edi...
Hemave

Help

T
I

Close

f

2. In the Authentication and User/Group Servers dialog box, click [Add..].
The Add Server dialog box is displayed.
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x
Tupe: Ii ACE j

M ame: I

IP/Haost |

Fort: IEEDD

Alternate IPHost: I

Alternate Port: |55UU

[” Enable PIN Mode

[ Use a Different Server for User/Group Authorization

Select Server: | Buil-ln Users/Groups j

Help ok Cancel
_ Hee | | |

3. Use the Add Server dialog box to define the server. For details
regarding each server-type, click [Help].

( ) Tip
For a description of the types of authentication and user/group servers
you can use with the IAG, refer to the Intelligent Application Gateway
Advanced Configuration guide, to “Authentication Schemes” on page 104.

4. Repeat steps 2—3 to define all the required servers.
You can now use the servers you defined in order to:
*  Define local groups, as described in “Local Groups” on page 35.

*  Define application authorization, as described in “Defining
Authorization for Portal Applications” on page 38.
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Local Groups

A local group is a repository of users that you define once, and can then
reuse as many times as required when defining authorization for portal
applications. A local group can contain users and groups from various
user/group servers; it can also contain other local groups. An include/
exclude mechanism enables you to select individual users and groups that
will be included in or excluded from the local group.

For example: you can create a local group that includes selected users
from three different user/group servers, then use this group repeatedly, to
define authorization for all the portal’s non-web applications.

You can use the Configuration program to define local groups in one of
two ways:

*  Via the Local Groups menu item, as described in this section.

*  Via the Authorization tab of the Application Properties dialog box, as
described in “Defining Authorization for Portal Applications” on
page 38.

To define a local group via the menu bar:

1. In the Configuration program, on the Admin menu, click Local Groups...
The Local Groups dialog box is displayed.

‘Lucal Groups

Edit...
SavE RS
Hemove

Help

(]9

Cancel

il

2. In the Local Groups dialog box, click [Add..].
The Name Local Group dialog box is displayed.
3. Name the group, then click [OK].

The Add Local Group dialog box is displayed. The name you assigned
to the group is displayed in the title bar and in the left pane of the
dialog box.
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Add Local Group [AppGroup]

“ AppGroup Usger/Group/Local Group | Include/Exclude | | Add. l

Cancel |

4. In the Add Local Group dialog box, click [Add..].
The Select Users or Groups dialog box is displayed.

Select Users or Groups E
Look in: I gg <Select repositony> j

— Repository Users and Groups

Uszers/Groups | Type | In Folder |

seach [ ®|E| 4B e |

— Selected Uzers and Groups

Uszers/Groups | Type |

Eemove |

Cancel |

5. Use the Select Users or Groups dialog box to select the users and
groups that will be included in the local group. If other local groups
are already defined, they can also be selected as part of the current
group. For a description of how you use the Select Users or Groups
dialog box, refer to “Selecting Users and Groups” on page 43.

6. Once you select the users and groups you wish to assign to the local
group, close the Select Users or Groups dialog box.

The selected users and groups are added in the Add Local Group
dialog box.
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Add Local Group [SW_R&D] BE

= & Sw_RED Iser/Group/Local Group | Inchude/E xeiude | | """" Addl
= AppGroup | 2 AnpGroup Inciude A
& AD:ChisC Include ﬂl
& AD0:D anbd Include Help |
d AlcKevinS Include
d, AD:Mike B Include
&b AD:MoaB Include
& ADcPauly Include
& Al:ga_admin Include
Ok |

( ) Tip
If the local group you created includes other local groups, the nested local
groups are displayed in the left pane of the Add Local Group dialog box:

Add Local Group [SW_R&D]

“ ”»”
APPGF’OUP local group ‘E o SWw_R&D User/Group/Local Group

is nested under “SW_R&D” — o AppBroup | & AppGroup
‘Q AD:ChrisC

If required, use the “Include/Exclude” column to refine the definition.
By default, when you add a user or group to the local group, their
status is “Include”; double-clicking an entry in the “Include/Exclude”
column toggles the status of the user or group.

For example: if you wish to include most of the users of an Active
Directory user/group server in the local group, but exclude three
individual users from that group, take the following steps:

a) Use the Select Users or Groups dialog box to select from the Active
Directory repository both the “Authenticated Users” group, and the
three users you wish to exclude from the local group.

b) Use the Add Local Group dialog box to exclude the three users
from the local group.

Click to close the Add Local Group dialog box.

Repeat steps 2—8 to define additional groups, as required.

Tip
You can use the button in the Local Groups dialog box to
duplicate an existing local group.

You can now use the groups you created to define application
authorization, as described in “Defining Authorization for Portal
Applications” on page 38. You can also use the local groups as
building-blocks when defining additional local groups.
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Defining Authorization for Portal Applications

You can define authorization for any of the applications enabled through
an SSL VPN Portal. To define authorization for an application, take the
following steps:

+ Assign users and groups to the application. In this step, you
select the users and user groups from any of the defined
authorization repositories, and assign them to the application. By
default, the users and groups you select here have Allow and View
permissions for the application.

* Assign authorization permissions to the users and groups you
selected for the application. For each user or group, you can assign
Allow, View, or Deny authorization permissions.

é Note
If, at any time after the initial configuration, there are changes in the
authorization repository, such as a user is removed or added from the
repository, or user permissions are changed, you need to change the
permissions you assign to users and groups in this repository,
correspondingly.

Figure 1 on page 39 illustrates the process of configuring users
authorization permissions for an application.
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Figure l. Flow of Configuring Application Authorization
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To assign authorization for an application:

1. In the Configuration program, from the List pane, select the trunk
that enables the application you wish to edit.

2. In the Configuration pane, in the “Applications” area, select the
application and click [Edit.], or double-click the application.

The Application Properties dialog box is displayed.

3. Select the Authorization tab.
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In the Authorization tab, the option “All Users Are Authorized” is

checked.
Application Propetties (Citrix NFuse FRZ {Direct))
=y CIientSettingsl i3 Potallink 82 Authorization | _I‘ ]
¥ 2l Users Are Authorized
Uszers/Groups | Allows | Wiew | Deny |
Save Sz Local Group,.. Ledd. | Bemove |
@) Helo oK I Cancel |

4. Uncheck the option “All Users Are Authorized” and click [Add..].
The Select Users or Groups dialog box is displayed.

gi Note
If the option “All Users Are Authorized” is unchecked, and you do not
define the users and groups that are authorized to access and view the
application, as described in the steps that follow, all users are blocked

from using the application.
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Select Users or Groups E

Look in: I gg <Select repositony> j

— Repository Users and Groups

Uszers/Groups | Type | In Folder |
Search: I EI EI il - | Add |
— Selected Uzers and Groups
Uszers/Groups | Type |
Eemove |
@) Help Cancel |

Use the Select Users or Groups dialog box to select the users and
groups to which you wish to define authorization permissions for the
application. For a description of how you use the Select Users or
Groups dialog box, refer to “Selecting Users and Groups” on page 43.

Once you select the users and groups you wish to assign to the
application, close the Select Users or Groups dialog box.

The users and groups you selected are added to the Users/Groups list
in the Authorization tab of the Application Properties dialog box.
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Application Propetties (File Access)

] Downloada’UploadI Y Portal Link. 82 Authorization I

[~ 2l Users Are Authorized

|
ol

Users/Groups | Allows | Wiew | Deny |

58 whalecom/DHCP Users
8 whalecom/Dnstdmins
whalecom/Dnzl pdateProsy

SRRK

whalecom/Domain Adming:
wihalecom/Domain Computers

| whalecom/Domain Controllers |

E
28
EL]
]
8 whalecom/Domain Guests
E
28
E]
B
E

AN

whalecom/Domain Users
wihalecom/Enterprize Admins

whalecom/ERPusers
whalecom/E xchange Domain Ser...

whalecom/Exchange Enterprize 5. [

Save Az Local Group...

Bemove |

% X

Tip

You can save your selection of users and groups as a local group, using the
[Save AsLocal Group...] button. For details on local groups, refer to “Local

Groups” on page 35.

7. For each user or group, click the appropriate boxes to select one of the

access permission levels:

*  Allow: users can view and access the application via the portal

homepage.

*  View: the link is displayed on the portal homepage. However,
when users click the link, they are prompted to enter additional
credentials in order to access the application.

*  Deny: the effect of this option depends on the type of portal

homepage used with the site:

* In sites that use the default portal homepage supplied with
the TAG, the link is not displayed on the portal homepage
and users cannot access the application.

* In sites that use a custom portal homepage, the link is
displayed on the portal homepage. However, when users
click the link, access to the application is denied.

In both types of portal homepages, if users attempt to access the
application, either directly or via a different link, they are denied

access.
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Click [OK].

The Application Properties dialog box closes. Once the trunk is
activated, the application is accessible to users according to the
authorization permissions you defined in this procedure. If you use the
default portal homepage, the portal is personalized according to each
user’s access permissions.

Selecting Users and Groups

This section describes how you use the Select Users or Groups dialog box
to select users and groups of users when you:

Define local groups, as described in “Local Groups” on page 35.

Define authorization for an application, as described in “Defining
Authorization for Portal Applications” on page 38.

The dialog box is divided into two main areas:

The “Repository Users and Groups” area changes according to the
type of item selected in the “Look in” drop-down list:

+ If a users/groups server is selected in the “Look in” drop-down
list, all the users and groups in the selected repository are listed
in the “Repository Users and Groups” area.

+  If “Local Groups” is selected in the “Look in” drop-down list, all
the defined local groups are listed in the “Repository Users and
Groups” area.

The “Selected Users and Groups” area lists the users and groups that
you selected in the “Repository Users and Groups” area. These are the
users and groups that will be added to the local group or to the
application’s Authorization tab, as applicable.
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Figure 2. Sample Select Users or Groups Dialog Box

Look in: I ﬂé <Select repositony> j
— Repository Users and Groups
Uszers/Groups | Type | In Folder |
Search: I pl | ?’gl :|' Add

— Selected Uzers and Groups

Uszers/Groups | Type |

Eemove |

Cancel |

To use the Select Users or Groups dialog box:

1.

In the Look in drop-down list, select the repository you wish to use.
You can select from two types of user/group repositories:

*  Repositories of users and user-groups, based on the definition of a
third-party user/group server, described in “User/Group Servers”
on page 33.

All the users and user groups in the selected repository are listed
in the “Repository Users and Groups” list.

*  Local groups, described in “Local Groups” on page 35.
All the defined local groups are listed in the “Local Groups” list.

To add users and groups to the “Selected Users and Groups” list,
double-click a user or a group in the “Repository Users and Groups”
list or the “Local Groups” list, respectively, or select one or more users
and groups and click [Add].

For Active Directory and LDAP servers, the “Repository Users and
Groups” list contains groups and individual users; groups are listed
first, then users. If the option “Include Subfolders” is activated for
this user/group server (when you configure the server in the Add
Server dialog box), subfolders are listed as well; the path of the
selected folder is shown above the “Users/Groups” list. In order to
facilitate the search for a user or a group, use any of the buttons
described in Table 2 on page 45.
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( ) Tip
* To add all the users and groups in a users/groups server, select
“Authenticated Users”.

*  When you add a local group, all the users and groups that are part
of the local group are selected.

The selected users and groups are moved to the “Selected Users and

Groups” list.

required.

Repeat steps 1-2 to add users and groups from other repositories, if

Click at the bottom of the Select Users or Groups dialog box.

The dialog box closes. The users and groups you selected are added to
the local group or to the application’s Authorization tab, as applicable.

Table 2. Select Users or Groups—User/Group Search Buttons

Button

El Search

_ﬁl Up One Level

il Home

Description

Enter a string in the Search text-box then click the
Search button. The search is affected by the selected
View setting, described in “View Menu”, below.

Tip: You can also select an entry in the list, then
start typing the user/group string. The display
automatically moves to the relevant letter or string.

Moves the display one level up in the folder-tree.

Returns the display to the top level folder.
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Table 2. Select Users or Groups—User/Group Search Buttons (Cont’d)

Button

- | View Menu

Optional Configuration

Description

Enables you to filter the view in the “Repository
Users and Groups” list:

Show all: displays all users and groups in the
selected folder. If the option “Include
Subfolders” is activated for the selected server,
subfolders are also displayed.

Show users only: displays all users in the selected
folder.

Show groups only: displays all groups in the
selected folder.

Show users & groups: displays all users and
groups in the selected folder. Subfolders are not
displayed.

Show users & groups, including subfolders:
displays all users and groups in the selected
folder. If the option “Include Subfolders™ is
activated for the selected server, subfolders are
also displayed, as well all users and groups in all
subfolders.

In certain cases, you may want to configure additional parameters, such as:

*  Define the global Host Address Translation (HAT) parameters, which
are applied to all the trunks configured in the IAG. For details, refer
to “Configuring Global Host Address Translation” on page 46.

*  Restrict the applications in the SSL VPN Portal so that only servers
within the defined subnets are enabled, as described in “Configuring
Application Subnets” on page 48.

Configuring Global Host Address Translation

This section describes the optional configuration of HAT parameters. The
parameters you configure here are global, and are used during link
manipulation for all the Portal trunks configured in the TAG.
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Note

Link manipulation is described in the Intelligent Application Gateway
Advanced Configuration guide, in Chapter 8: “Optimizing Portal
Performance”.

If you do not configure HAT parameters here, the IAG automatically
assigns the required parameters the first time you configure a Portal
trunk. You can change the configuration settings any time after the
initial configuration.

To configure global HAT parameters:

1. In the Configuration program, on the Admin menu, click Advanced
Configuration...

The Advanced Configuration window is displayed.

Advanced Configuration |

— Host Address Tranzlation

Unique |dentifier; I\A-"hale

Encryption Key: I52B2DD23E&BEEASE9EEFBSCE54B4599?

— Default Web Site Ports

HTTF Port; IEEIEH Start Cleanup at: 100 ME
HTTPS Port: IEDD2 Stop Cleanup at; |5':' ME

Log File Cleanup

Mumber of Lndeleted Files: |3

ok I Cancel |

2. In the Host Address Translation area, enter the following:

Unique Identifier: a sign that will be added to manipulated links
in responses, and by which the IAG will recognize the URL in the
request.

cat

Click [OK].

Note

The unique identifier must contain only alphanumeric values.

Make sure the identifier is not a string that is contained within one of
the server names in your organization. For example, if one of the
servers in your organization is named “appserver”, do not use the
string “app” or “ser” as the unique identifier.

Encryption Key: a key that will be used for internal encryption.

The Advanced Configuration window closes.
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3. In the Configuration program, click ?';3 to save and activate the
configuration.

The IAG will use the unique identifier and encryption key you entered
here during link manipulation, for all Portal trunks.

Configuring Application Subnets

48

You can restrict any of the applications in your SSL. VPN Portal so that
only servers within the defined subnets are enabled.

Once the trunk is operative, when a user requests a URL, the filter first
checks the URL against the Application List; if the application is listed
here, the filter goes on to check the URL against the Subnet List. Only
URLs that pass both checks are enabled to the user.

gi Note
For each application you add, make sure that the application is listed in
the IAG’s DNS or Hosts file.

You configure subnets in the main window of the Configuration program,
in the “Applications” area, as described in this procedure.

To configure application subnets:

1. In the “Applications” area, under the Subnets list, click [Add..].

— Applications
Application List Application Mame | Application Type |
T =4 whals Portal whale Portal
@ iNotes Diomino iMotes
@) FTP FTP [Passive Mode] 1‘|
[ Sort alphabetically Add... | Edit... Bemove |
Subnet List Lirnit the Applications to the Following Subnets:
~ | Subret Address | Subnet Mask |
add.. | Edi. Bemnove |

The Add subnet dialog box is displayed.
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Subhet Address: I . . .
Subnet Maszk: I . . .

ak. I Cancel |

2. Enter the subnet address and mask, then click [OK].

The Add subnet dialog box closes. The subnet you configured is added
to the Subnet list.

Linnit the applications to the following subnets:
Subnet Address | Subnet Mazk
7 19216811 256,255.0.0
add.. | Edt | Remove |

3. Repeat steps 1-2 to define additional subnets.
The applications will be restricted to the defined subnets.

Changing the Application Access Portal Port Number

The port number that is assigned to the Application Access Portal when
you create the trunk in the Create New Trunk Wizard is the port number
of the external website. In setups where remote users access a machine
other than the IAG, such as a load balancer, enter the port number of the
actual machine that is accessible to the users, at the top left side of the
Configuration pane, in the Application Access Portal area:

" Application Access Portal

Public Hosthame/|P Address: Imypnrtal.com Fort: |443

Where To Go From Here

Once the SSL VPN Portal is created, you can edit it using the
Configuration program. You can configure any of the following:

+  Options that are described in this Guide include:

+ Editing any of the applications’ properties in the Application
Properties dialog box, as described in “Editing Application
Properties” on page 67.
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ol
*  For information on the Network Connector application, see

Chapter 7: “Network Connector”.

*  For information on the Local Drive Mapping and File Access
applications, see Chapter 8: “Providing Access to Internal File
Systems”.

For HTTPS Connections trunks: creating a Redirect trunk in
order to redirect HTTP requests, as described in “Creating a
Redirect Trunk” on page 58.

Editing general trunk parameters, as described in “Editing in the
General Tab” on page 61.

Changing the event logging definitions, as described in “Event
Logging” on page 237.

Enabling access to the Web Monitor, as described in “Enabling
Web Monitor Access from Computers Other Than the IAG” on
page 261.

+ Additional, advanced options, described in the Intelligent Application
Gateway Advanced Configuration guide, including:

Customizing the look-and-feel and other aspects of the HTML
pages the user interacts with, for example changing the company
logo and the color scheme, described in Chapter 3: “Customizing
Web Pages”. This chapter also describes how you can use your
own, custom portal homepage, if you do not wish to use the
default page supplied with the IAG.

Authentication, described in Chapter 4: “Access Control”.

Session settings, such as the maximum number of sessions that
can be concurrently open through the trunk, and how you define
default and privileged sessions, described in Chapter 5: “Session
Settings”.

Content Inspection, described in Chapter 6: “Content Inspection”.

Application Customization, described in Chapter 7: “Application
Customizers”.

Optimizing and troubleshooting portal performance, as described
in Chapter 8: “Optimizing Portal Performance”.

Configuring a High Availability array, as described in Chapter 9:
“Configuring the High Availability Array”.

Configure the Form Authentication engine. The engine handles
HTML login and change password forms sent by the application,
as described in Appendix C: “Form Authentication Engine”.
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Chapter 3
Single Application Sites

In addition to Portal trunks, you can use the Intelligent Application
Gateway (IAG) to create two different types of single application trunks:
Webmail and Basic Trunks.

Webmail trunks are dedicated trunks for a single Webmail
application, and are automatically created with authentication,
application customization, and URL inspection rules that are
optimized for the specific Webmail application you are running on this
trunk.

Basic trunks enable you to establish a one-to-one connection, where
one IP address routes to a single application server.

Each trunk is created with a combination of the parameters you enter in
the Create New Trunk Wizard, and of default IAG parameters and
settings. Once you create a trunk, you can use the Configuration program
to edit the trunk.

You configure a Webmail or Basic trunk in the following stages:

You can optionally use the Service Policy Manager to pre-configure
the IAG HTTP Connections and HTTPS Connections services, as
described in “Optional Pre-configuration of the Services” on page 52.

In the Configuration program, you use the Create New Trunk Wizard
to create a trunk under either the HTTP Connections or the HTTPS
Connections service, as described in “Creating a Webmail or a Basic
Trunk” on page 54.

Options you can configure once the trunk is created are described in
“Where To Go From Here” on page 57.
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Note

gi The first time you access either the Configuration program or the Service
Policy Manager, you are required to create an encryption key and passphrase
for the IAG. The key and passphrase serve both IAG applications, so that
this action is only required once; when you subsequently access either
application, you use the same passphrase. Additional information is
available as follows:

*  For an overview of the encryption mechanism, see “Encryption” on
page 21.

*  For details on how to create the encryption keys and passphrase,
refer to the Intelligent Application Gateway Advanced Configuration
guide, to “Creating Encryption Keys” on page 20.

This chapter also describes how you:

*  Create a Redirect trunk that will automatically redirect HTTP
requests to an HTTPS trunk, as described in “Creating a Redirect
Trunk” on page 58.

+  Edit an existing trunk, as described in “Editing Trunks” on page 59.

Optional Pre-configuration of the Services

This section describes how you can optionally pre-configure the HTTP
Connections and HTTPS Connections services in the Service Policy
Manager. During pre-configuration, you define lists of external websites
and application servers that can be used in the configuration of the
service; you can pre-configure only one of the services, or both service-
types. Subsequently, these are available for selection during trunk
creation in the Create New Trunk Wizard, and when editing the trunk in
the Configuration program. The parameters you can define include:

+ TP addresses and port numbers of the IAG external websites.

+ IP addresses and port numbers of the application servers that will be
accessed via the IAG.

You pre-configure these parameters separately for the HT'TP Connections
and the HTTPS Connections services.

Note

gi A detailed description of the Service Policy Manager, including detailed
procedures, is available in the chapter titled “Security Management Tools”
in the Intelligent Application Gateway Advanced Configuration guide.
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To pre-configure the services:

1.

Service name

At the IAG, click [Start], and then point to Programs > Whale
Communications IAG > Additional Tools > Service Policy Manager.

In the List pane of the Service Policy Manager, click the + sign next to

Built-In Services, and then select the service you wish to configure—
HTTP Connections or HTTPS Connections.

The Configuration pane displays the parameters of the selected
service.

Figure 3. Service Policy Manager—Configuration Pane

HTTPS Connections

is displayed in - Estainal websi  Apglication Server
the tltle bar Available IP Addresses Available IP Addresses

e Ldd e Add

Bemove Bemove
Set s Defaul Set s Default
Defl ne Awailable HTTP Port Mumbers Available Port Numbers Defl ne
| o | licati
EXterna EE Remove All (=4 Remove Al App Icatlon
. = BN
Website Bowe el B Server
parameters |n Setds Default =80 Set As Default parameters
this area svalable HTTPS Poit Humbers Difauk P Adress: =< in this area
add Default Port Number: 80
= 443 Remove All
Remove
Seths Default

Deefaul IP Address: ==7"

Default HTTP Port Number: 80

Default HTTPS Port Number: 443

3. Edit the parameters in the Configuration pane, as described in

Table 3 on page 54.

When you finish configuring the services in the Service Policy

Manager, click "P:E to save and activate the Service Policy Manager
configuration file.

The parameters you defined here are available for selection during
trunk creation and configuration in the Configuration program.

When the Configuration program is started, it reflects the parameters
in the last activated Service Policy Manager configuration file. If the
Configuration program is already running, once you activate the
Service Policy Manager configuration file and return to the
Configuration program, the IAG prompts you to apply the new
parameters.
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Table 3. Pre-configuration Trunk Parameters

Parameter

Available IP Addresses

Available Port
Numbers

Default IP Address

Default Port Numbers

Description

Create lists of these IP addresses:

External Website
* Application Server
Tip: If you want to restrict the list of IP addresses to those
entered in the Service Policy Manager, delete the wildcard
value: *.*.*.*
Create lists of these port numbers:

External Website (HTTP and HTTPS)

Application Server

Tip: You can add a single port or a range of ports.

Select the IP addresses that will be displayed by default in
the Configuration program.

Select the port numbers that will be displayed by default in
the Configuration program.

Creating a Webmail or a Basic Trunk

54

You create a Webmail or a Basic trunk using the Create New Trunk
Wizard in the Configuration program. The trunk can be created under
either of the services—HTTP or HTTPS.

Tip
@ *  You can pre-configure lists of IP addresses and port numbers that
you will be able to assign to the services when creating and editing
trunks, as described in“Optional Pre-configuration of the Services”
on page 52.

*  If you create an HTTPS trunk, you can later add a Redirect trunk to
automatically direct HTTP requests to that trunk, as described in
“Creating a Redirect Trunk” on page 58.

*  The Create New Trunk Wizard is also used to create Portal trunks.
For a description of Portal trunks, refer to Chapter 2: “SSL VPN

Portals”.
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To create a Webmail or a Basic trunk:

1.

4.

At the IAG, in the Windows desktop, click [Start], and then point to

Programs > Whale Communications IAG > Configuration.

In the List pane, select and right-click HTTP Connections or HTTPS
Connections, and then select New Trunk.

The Create New Trunk Wizard is displayed.

Depending on the type of trunk you are creating, select Webmail Trunk
or Basic Trunk. Follow the instructions on the screen to complete the

wizard; for details, click ) Help.

cat

Note

Connections service.

When creating Webmail trunks, we recommend that you use the HTTPS

When you complete the wizard, click [Finish].

The Create New Trunk Wizard closes. The trunk you created now
appears in the List pane, and the Configuration pane displays the
trunk’s parameters. In the following sample screen, a Webmail trunk
was created, for the application Microsoft Outlook Web Access 2007.

OWA2007 - MicnosoftQutiookWehiAccess 2007

— Extemal Webszite

IP &ddress 192 0 188 . 1 .

I'E' 443 I

HTTPS Part

Public Hozthame: IM_'HH ost

— Security & Metworking

b aximum Connections ;

7o
-
I 500
Configure... |
Configure... |

Advanced Trunk Configuration

High Auwailability

— Application Server

, IPaddess:| 192 . 168 . D

BEEERES

= HTTP Port: [e= ap «| T sssL

Iitial Path I.n’-:wa.n’

Application Properties

Configure... |

configuration.

The following is displayed.

5. In the Configuration program, click ":ﬁ to save and activate the
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e |

" “ﬂ Activate Configuration

We recommend that you back up the configuration settings directly after the initial configuration. Following the
initial backup, make sure to back up the configuration zettings each time pou modify
them, in order to ensure that the backup iz updated at all times.

[ Back up configuration after activation
|F pau have made manual changes o any of the external configuration settings, such az changes to »<ML filez ar

to Regiztry zettings, select this option to apply the changes before activation. Selecting this option will reload the
configuration for all trunks.

[ &pply changes made to external configuration settings

Fleasze press the ¢Activates button to begin.

Caticel

Click [Activate>].

gi Note
We recommend that you activate the option “Back up configuration after

activation”, so that the configuration settings are backed up. For more
details, refer to “Backup & Restore Utility” on page 303.

Once the configuration is activated, the following message is
displayed:

IAG configuration activated successfully.

HTTP or HT'TPS protocols that arrive at the port defined in the trunk
will be transferred to and from the application server specified in the
configuration. In addition, the Create New Trunk Wizard
automatically creates an external website on the Internet Information
Services (I1S), in the following location:

..\Whale-Com\e-Gap\Von\Conf\WebSites\<site_name>

Where <site_name> is the trunk name defined in the Setting the
Trunk step in the Create New Trunk Wizard. The website’s root
folder—root—is created under this folder.
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Where To Go From Here

Once a trunk is created, you can edit it in the Configuration program. The
items you can edit and configure are as follows:

*  Options that are described in this chapter include:

*  For HTTPS Connections trunks: creating a Redirect trunk in
order to redirect HTTP requests, as described in “Creating a
Redirect Trunk” on page 58.

+ Editing general trunk parameters, as described in “Editing
Trunks” on page 59.

+  Editing the Server Settings in Webmail trunks that enable
Domino iNotes (Single Server) and Domino iNotes (Multiple
Servers) applications, as described in “Editing Webmail Trunk
Server Settings” on page 64.

Options that are described in other chapters of this Guide include:

+  Editing any of the applications’ properties in the Application
Properties dialog box, as described in “Editing Application
Properties” on page 67.

+  Changing the event logging definitions, as described in “Event
Logging” on page 237.

*  Enabling access to the Web Monitor, as described in “Enabling
Web Monitor Access from Computers Other Than the IAG” on
page 261.

+ Additional options are described in the Intelligent Application
Gateway Advanced Configuration guide, including:

*  Customizing the look-and-feel and other aspects of the HTML
pages the user interacts with, for example, changing the company

logo and the color scheme, described in Chapter 3: “Customizing
Web Pages”.

* Authentication, Server Name Translation, and Initial Host
Selection, described in Chapter 4: “Access Control”.

*  Session settings, such as the maximum number of sessions that
can be concurrently open through the trunk, and how you define
default and privileged sessions, described in Chapter 5: “Session
Settings”.

+  Content Inspection, described in Chapter 6: “Content Inspection”.

*  Application Customization, described in Chapter 7: “Application
Customizers”.

*  Configuring a High Availability array, as described in Chapter 9:
“Configuring the High Availability Array”.
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+  Configuring the Form Authentication engine. The engine handles
HTML login and change password forms sent by the application,
as described in Appendix C: “Form Authentication Engine”.

@ Note
You can delete a trunk in the Configuration program by selecting the
trunk in the List pane and selecting Delete from the right-click menu.

Creating a Redirect Trunk

58

When you create an HT'TPS trunk, only HTTPS requests that arrive at
the IAG are handled by the trunk. If you want the IAG to automatically
redirect HTTP requests to the HT'TPS trunk, you can create an additional
Redirect trunk, as described in the following procedure.

Before you create a Redirect trunk, please note the following:

+  Make sure that you have already created the HTTPS trunk to which
you wish to redirect HTTP requests:

*  For Webmail and Basic trunks, see “Creating a Webmail or a
Basic Trunk” on page 54.

*  For Portal trunks, refer to Chapter 2: “SSL VPN Portals”.

Make sure to complete the definition of all the parameters of the
HTTPS Connections trunk before you create the Redirect trunk,
including definitions you make in the Configuration program after
completing the New Trunk Wizard.

+ If at a later stage you change the IP address or port number of the
HTTPS Connections trunk, do one of the following:

+  Update the IP address/port number manually in the relevant
Redirect trunk.

*  Delete the existing Redirect trunk and create a new one.
* Redirect trunks are not monitored by the Web Monitor.

+  Sessions in Redirect trunks are not calculated in the session count of
the JAG. When an HTTP session is redirected to HTTPS via a
Redirect trunk, it is only counted as one HTTPS session.

To create a Redirect trunk:

1. In the List pane of the Configuration program, select and right-click
HTTP Connections, and then select New Trunk.
The Create New Trunk Wizard is displayed.

2. Select Redirect HTTP to HTTPS Trunk and click [Next>].
All HTTPS trunks for which no Redirect trunk exists are listed.
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3.

Select the HTTPS trunk to which you wish to redirect HTTP
requests, and then click [Finish].

Tip

For additional details, click ) Help in any of the wizard screens.

A new trunk with the same name as the HT'TPS trunk you selected is
created in the List Pane.

E-4P Services

Ec’_, HTTP Connections
[ 1. Pt 5|
j HTTPS Connections
% myPartal
gy OWAZOO7

HTTP requests that arrive at the external website that is defined for
this trunk are redirected to the HT'TPS trunk you selected in the
wizard.

Editing Trunks

Once you create a trunk with the Create New Trunk Wizard, the trunk
values you defined in the wizard, and other IAG default values, are visible
in the various fields of the Configuration program. This section describes
the parameters that are visible and can be edited in two places:

The main window of the Configuration program, as described in
“Editing in the Configuration Pane” on page 59.

The General tab of the Advanced Trunk Configuration window, as
described in “Editing in the General Tab” on page 61.

Editing in the Configuration Pane

Note
gi This section applies to Webmail and Basic trunks only; Portal trunks are

described in Chapter 2: “SSL VPN Portals”.

This section describes the parameters that you can edit in the main pane
of the Configuration program, as illustrated in Figure 4 on page 60. The
fields are identical in both Basic and Webmail trunks, as described in
Table 4 on page 60.
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gi Note ~

Once you finish editing the required parameters, click |* | to save and

activate the configuration.

Figure 4. Configuration Pane of an Outlook Web Access Webmail Trunk

QWA2007 - MichosofitOutiookiehAccessi200 7

— External ‘website — Application Server
IP Address : 192 188 . 1 77 x| -, IPhddess:| 152 . 188 . 0 . 119 =]
HTTPS Part - Ia 443 vl = HITFPort: [= an - [~ Is55L
Public Hostname: IM_'.JHDSI Initial Path: Ia’nwa.n"

— Security & Metworking Application Properties Configure... |
b axirurn Connections : 500
Advanced Trunk Configuration Canfigure... |
High Avwvailability Configure... |

Table 4. Configuration Pane Parameters—Webmail and Basic Trunks

Parameter Description

IP Addresses* * External Website—IP address of the external website.

* Application Server—IP address of the application server.

Ports* * External Website—port number of the external website. The
type of port (HTTP or HTTPS) that is displayed and that can
be edited here depends on the connection type.

Note: The other port of the external website can be edited
in the General tab of the Advanced Trunk Configuration
window. For example, for an HTTP Connections trunk, the
HTTP port is displayed and can be edited here, while the
HTTPS port is displayed and can be edited only in the
General tab of the Advanced Trunk Configuration window.

* Application Server—HTTP port of the application server.
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Table 4. Configuration Pane Parameters—Webmail and Basic Trunks (Cont’d)

Parameter Description
Public Optional—applicable only if the application is accessed via a
Hostname * hostname.

The host through which remote users access the application
enabled in this trunk (external website). You can enter either a
domain name (effective hostname) or an IP address.

Maximum Maximal number of simultaneous connections that are permitted
Connections for this trunk.

Default: 500
Initial Path Path of the application on the application server, as follows:

¢ Basic trunks—required only if the application is not located in
the root folder. For example, if the application is located
under a subfolder named “MyApplication”, enter
/MyApplication/ in this field.

* Webmail trunks—by default, the default installation path of
the application, for example /exchange/ for Microsoft
Outlook Web Access applications. If the application resides
under a different path, change this field accordingly.

*  This parameter is defined during the creation of the trunk with the Create New
Trunk Wizard.

Editing in the General Tab

This section describes the parameters that you can edit in the General tab
of the Advanced Configuration window, as illustrated in Figure 5 on
page 62.

To edit parameters in the General tab:

1. In the Configuration program, select the trunk in the List pane.

2. In the “Security & Networking” area, next to “Advanced Trunk
Configuration”, click [Configure..].
The Advanced Trunk Configuration window is displayed.
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Figure 5. Advanced Trunk Configuration—General Tab

:;9 Server Mame Tranglation I ,J URL Inspection I ,J Global URL Settings I .g URL Set I
@ General | .;}g Authentication I E!. Session I _J &pplication Custarnization
— Esternal ‘Website — “Website Logging
IP Address: [192 . 8. 1 . 7 =] B e b i Laelie

I | Include Wsername in Log
HTTP Paort: =80 -

HITPS Port: ID 443 vl
B — Debugging
Site Name : Iowa2DD? " Debug Mode

— Server Certificate

Server Certificate: I £ edinburghis - l

Certificate Hash: |85 ABEASA47C49C 24 FARB 7B 12 C062C5 1586 F4 CE 39

The Server Certificate parameters are
applicable in HTTPS Connections trunks
only; they do not appear in this tab in
HTTP Connections trunks.

Cancel |

3. Edit the parameters in the General tab as required, as described in
“Advanced Trunk Configuration—General Tab” on page 63.

4. When you complete editing all the required options for the filter, click
[OK].

The Advanced Trunk Configuration window closes and you are
returned to the main window of the Configuration program.

5. In the main window of the Configuration program, click ?';3 to save
and activate the configuration.
The trunk will function according to the configured settings.
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Table 5. Advanced Trunk Configuration—General Tab

Parameter

IP Address*

HTTP/HTTPS
Ports*

Site Name

Enable Web Server

Logging

Include Username in

Log

Debug Mode

Description

(Read-only) IP address of the external website, on the IAG.

Tip: You can edit the IP address of the external website in the
main Configuration window.

HTTP and HTTPS ports of the external website.

Note: The port that corresponds with the Connections type of
this trunk cannot be edited here. You edit it in the main
Configuration window.

For example, for an HTTP Connections trunk, you edit the
HTTPS port here, and you edit the HTTP port in the main
Configuration window.

Note:

* Both HTTP and HTTPS ports are displayed in the General
tab, since you can use the same IP address for two trunks
sharing the same site name, one for HTTP sessions, and the
other for HTTPS sessions.

Sites with the same IP address must have matching site
names; sites with different IP addresses must have unique site
names.

Name of the external website folder; determined by the trunk
name as defined in the Create New Trunk Wizard.

Enable this option if you wish the IIS to record a log of the
transactions through the trunk, including the source IP
addresses. The log is created in the location that is defined in the
Microsoft Management Console (MMC), in the filter site
Properties dialog box, under the Web Site tab.

Select whether to add the username, which the user enters
during login, to the IIS log you enabled in Enable Web Server
Logging, above.

This option disables all of the trunk’s security features.

Caution: This mode is intended for use only when so
instructed by technical support. Whenever you use this option,
be sure to disable it when you finish debugging the trunk.
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Table 5. Advanced Trunk Configuration—General Tab (Cont’d)

Parameter Description

Server Certificate Server certificate used for the external website.

(HTTPS Connections  The certificate that is displayed here is selected during trunk
trunks only)* configuration; you can use the drop-down list to select any of the

certificates listed in the Certificate store installed on the IIS, on
the default website.

Certificate Hash Unique ID of the selected Server Certificate (displayed
(HTTPS Connections  automatically).
trunks only)

*  This parameter is defined during the creation of the trunk with the Create New
Trunk Wizard.

Editing Webmail Trunk Server Settings

Note

gi This section is only applicable for Webmail trunks that enable access to
Domino iNotes (Single Server) and Domino iNotes (Multiple Servers)
applications.

You initially configure the server settings for Domino iNotes applications
when you create the trunk, in the Create New Trunk Wizard. In Webmail
trunks, any time after the initial configuration, you can edit these
settings in the Advanced Trunk Configuration window, in the Server
Settings tab:

+  The Server Settings tab of the Domino iNotes (Single Server)
application is described on page 65.

*  The Server Settings tab of the Domino iNotes (Multiple Servers)
application is described on page 66.
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Domino iNotes (Single Server)

Advanced Trunk Configuration [WebmailDominoiNotesSingle] il
2‘ General I ;.S Authentication I 33 Session | _J Application Custamization | r-ﬂ Health kanitar |
;) Server Mame Translation | )) URL Inspection | .% Global URL Settings | .% URL Set Qj Server Settings

¥ Enable Domino iMaotes [Single Server]

Motes DOLS

Part:

[~ Launch Automatically on Start

Figure 6. Server Settings Tab—Domino iNotes (Single Server)

Server: |1 92.168.1.62

|1 352

Table 6. Server Settings Parameters—Domino iNotes (Single Server)

Parameter Description

Enable DominoiNotes  Enables offline access to Domino iNotes.
(Single Server)

iNotes DOLS Server Hostname or IP address of the DOLS server. We
recommend that you use a hostname.
Note: If you use a hostname to define the application, use

the effective hostname as defined in the Domain Name
System (DNS).

Port Port number of the DOLS server.

Launch Automatically =~ Automatically launches the SSL Wrapper to enable the
on Start operation of the Lotus® iNotes™ Sync Manager on the
computer. For details, refer to Chapter 6: “SSL Wrapper”.
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Domino iNotes (Multiple Servers)

Figure 7. Server Settings Tab—Domino iNotes (Multiple Servers)

Advanced Trunk Configuration [dfbdfb] [ ]
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— ¥ Enable Domino it otes [Multi Servers)

iNates DOLS Servers: 192.168.1.72
132.168.1.63
192.168.1.53

Part: 1382

[ Launch Automatically on Start

Table 7. Server Settings Parameters—Domino iNotes (Multiple Servers)

Parameter Description

Enable DominoiNotes  Enables offline access to Domino iNotes.
(Multi Servers)

iNotes DOLS Servers Hostnames or IP addresses of the DOLS servers. We
recommend that you use hostnames.

Note: If you use a hostname to define an application, use
the effective hostname as defined in the DNS.

Port Port of the DOLS servers.

Launch Automatically ~ Automatically launches the SSL Wrapper to enable the
on Start operation of the Lotus iNotes Sync Manager on the
computer. For details, refer to Chapter 6: “SSL Wrapper”.
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Chapter 4
Application Settings

The settings of an application depend on the following:

Application type. The Application Aware approach of the Intelligent
Application Gateway (IAG) provides application-specific out-of-the-
box optimization for the supported applications, including features
such as URL Inspection rulesets and character definitions, deleting
application-specific folders and cookies, and more.

Application properties. You select some of the application properties
while configuring the application for access via the SSL VPN portal,
or while creating a Webmail or Basic trunk, whereas others are
automatically applied by the IAG. You can change application
properties for each of your applications individually, via the
Application Properties dialog box.

This chapter describes how you can later edit the application properties,
as described in “Editing Application Properties” on page 67. It also
describes how you can quickly create a new application based on an
existing application, in “Duplicating an Application” on page 91.

Editing Application Properties

This section describes how you can edit application properties in the
Application Properties dialog box, including:

“Accessing the Application Properties Dialog Box” on page 68
“General Tab” on page 68

“Web Servers Tab” on page 71

“Web Settings Tab” on page 73

“Web Server Security Tab” on page 78
“Cookie Encryption Tab” on page 80
“Download/Upload Tab” on page 82
“Server Settings Tab” on page 85
“Client Settings Tab” on page 86
“Portal Link Tab” on page 87
“Authorization Tab” on page 91
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é Note
The tabs and parameters that are available in the dialog box vary,

according to the application type.

Accessing the Application Properties Dialog Box

This section describes how you access the Application Properties dialog
box after you add an application to the portal or create a Webmail or Basic
trunk.

To access the Application Properties dialog box:

In Portal trunks:

In the main window of the Configuration program, in the
“Applications” area, select and double-click the application whose
properties you wish to edit;

Or,
Select the application and click below the Application list.

The Application Properties dialog box is displayed. It is described in
the following sections.

In Webmail or Basic trunks:
In the main window of the Configuration program, in the “Application
Server” area, click next to “Application Properties”.

The Application Properties dialog box is displayed. It is described in
the following sections.

General Tab

In the General tab you can:

68

Change the application name.
Copy the Application ID number.

In portal trunks only: select prerequisite applications, that is, one or
more applications that must be active in order for the application you
are configuring here to run. For example: if the application you
define here requires connection to an internal share, add a Local
Drive Mapping application that will map the required drive, and
define it to be a prerequisite application to the application you are
configuring here.

Only applications of the type Client/Server and Legacy Applications
can serve as prerequisite applications. All applications of this type
that are defined in the portal’s Applications list are available for
selection in the Prerequisite Applications list.
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the number of applications that are defined as prerequisites to the current
application is indicated below the application list, in the “Number of
Prerequisite Applications” field.

To define an application as a prerequisite, enable it in the
Prerequisite Applications list. If an application that is defined as a
prerequisite application is not launched when the user attempts to
access the application you define here, the IAG automatically
launches the prerequisite application prior to launching this
application.

Define the application’s inactivity period, in order to monitor the
actual usage of the application. When a user does not use the
application for the period of time defined here, an “Application
Exited” message is sent to the Web Monitor. When the user resumes
using the application, an “Application Accessed” message is sent to
the Web Monitor. The user experience, however, is unaffected.

If the “Inactivity Period” field is set to zero, inactivity period is
unlimited, that is, the application is only exited when the user’s
session with the portal ends.

Change the selection of the application Endpoint Policies, and access
the Policy Editor. For details, refer to “Application Endpoint Policies”
on page 99.

é Note

The “Endpoint Policies” area is disabled when the option “Disable
Component Installation and Activation”, in the Session tab of the
Advanced Trunk Configuration window, is activated, since endpoint
computers’ compliance to the policies cannot be detected.

Access additional application-specific settings or information.

é Note

The | i) Application &yvare Seﬂinqs| link appears when there are application-

specific settings or information for the selected application. For
information about other relevant applications, see the Intelligent
Application Gateway Application Aware Settings guide.
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Figure 8. Application Properties—Sample General Tab
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*  The method by which the IAG identifies URLs, in order to enforce
the application’s Upload and Download policies, is defined in the
Download/Upload tab, described on page 82.

*  The Restricted Zone option is activated in the Web Settings tab,

described on page 73.
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Web Servers Tab

This tab is available in Portal trunks only, for Built-In Services, Web
Applications, and Browser-Embedded Applications. It contains the
configuration of the application’s web server or servers. The parameters of
this tab are described in Table 8 on page 71.

Figure 9. Application Properties—Web Servers Tab
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Table 8. Web Servers Tab Parameters

Parameter Description

Address Type Select a method by which to define the address of the
application server: IP/Host, Subnet, or Regular
Expression.
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Table 8. Web Servers Tab Parameters (Cont’d)

Parameter

IP/Host

Subnet

Regular Expression

Paths

HTTP Ports
HTTPS Ports

Add Default Port to
Host

Description

Define an address or multiple addresses using IP addresses
or hostnames, by double-clicking an empty line in the
“Addresses” list and entering an IP address or hostname
for each server.

Note: If you define an address using a hostname, use the
effective hostname as defined in the DNS.

Define multiple addresses using a subnet by entering
subnet address and subnet mask in the respective fields.

Define multiple addresses using the Regex++ regular
expression syntax, by entering a regular expression that
defines the address-range in the “Addresses” field.

For example: [0-9A-Z-]+\.whale\.com

Define one or more paths on which the application resides
by double-clicking an empty line and entering a path.

Note: A path must start with a slash.

HTTP and HTTPS port or ports.

Note:

* Enter Auto to use the default port
Enter A11 to enable all ports
Leave the field empty to block all ports

* Multiple port entries are comma-separated: 81,82,85,86
Define a range of ports with a dash: 81-86

Include the default port number (80 or 443) in the host
header. Activate this option only if it is required by the
server.
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Web Settings Tab
This tab is applicable in Portal trunks for Built-In Services, Web

Applications, and Browser-Embedded Applications, and in Webmail and

Basic trunks. It contains the application’s web settings, as follows:

+  Application authentication, described in “Application Authentication”

on page 74.

*  General web settings of the application are described in “General
Web Settings” on page 75.

+  User authorization data, described in “User Authorization Data” o

page 77.
Figure 10. Application Properties—Web Settings Tab
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Application Authentication

74

This portion of the Web Settings tab is only relevant for applications that
request users to authenticate. It defines how to authenticate against the
application server, as described in Table 9 on page 74.

Table 9. Web Settings Tab—Application Authentication

Parameter

Automatically Reply to
Application-Specific
Authentication
Requests

Select Authentication
Servers

401 Request

HTML Form

Both

Description

Reply to the application authentication requests with user
credentials.

When this option is activated, once users enter a set of
credentials that is valid for the application, for example
during the initial login, they do not have to authenticate
again, against the application server. If the authentication
data is not received by the application server, the session is
deems unauthenticated and access is denied.

Select a server or number of servers, that will be used for
authentication against the application when users access
the application.

Select this option if the application requires users to
authenticate using HTTP 401 requests.

Select this option if the application requires users to
authenticate using an HTML form. *

Select this option if the application might require users to
authenticate using both HTTP 401 requests and HTML
forms. *

* The Form Authentication Engine handles HTML authentication forms. For details,
refer to the Intelligent Application Gateway Advanced Configuration guide, to
Appendix C: “Form Authentication Engine”.

To add a server to the list of authentication servers:

1. Double-click anywhere in the “Select Authentication Servers” list, or

click [Add..].

The Authentication and User/Group Servers dialog box is displayed.

2.  For instructions on how to use the Authentication and User/Group
Servers dialog box, click [Helpl.
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General Web Settings

General web settings of the application are described in Table 10 on

page 75.

Table 10. Web Settings Tab—General Web Settings

Parameter

Verify URLs

Learn Mode

Allow WebDAV
Methods

Check XML Integrity

Check Out-Of-The-
Box Rules

Description

When this option is activated, URL requests from the
application are inspected against the URL Inspection rules
of this application-type, as defined in the URL Set tab of the
Advanced Trunk Configuration window.

For details, refer to the Intelligent Application Gateway
Advanced Configuration guide, to “Configuring a Ruleset in
the URL Set Tab” on page 164.

Note: Disabling this option disables URL inspection at the
application level, and affects this application only. Also,
requests from this application will still be checked against
the general rules, such as the Internal Site rules. If you wish
to disable URL inspection altogether, you need to set the
IAG to Debug mode, in the General tab of the Advanced
Trunk Configuration window.

When this option is activated, URL requests from the
application are inspected against the URL Inspection rules
of this application-type, but the rules are not enforced. That
is, if a request is not accepted by one of the application
rules, the failure is logged in the Security log, and the
request is allowed.

Allow browsers to send HTTP data to the application in
requests that use WebDAV methods.

Inspect XML integrity in HT TP data.

Check URLs against the application’s Out-Of-The-Box
Rules, as defined in the URL Inspection tab of the Advanced
Trunk Configuration window.

For details, refer to the Intelligent Application Gateway
Advanced Configuration guide, to “Configuration in the URL
Inspection Tab” on page 143.

Intelligent Application Gateway 75
User Guide



76

Table 10. Web Settings Tab—General Web Settings (Cont’d)

Parameter

Use Variables in URLs

Allow POST without
Content-Type

Ignore Requests in
Timeout Calculations

Activate Restricted
Zone

Description

Activate this option if any of the application’s URLs use
variables.

For a description of how you use variables in URLs, refer to
the Intelligent Application Gateway Advanced Configuration
guide, to “Using Variables in URLs” on page 173.

Indicates whether POST requests without a
“Content-Type” header are handled or rejected.

For each out-of-the-box application-type, the IAG
automatically configures a list of Application Aware URLs
that are ignored in the calculation of the Inactive Session
Timeout, when this option is activated.

You can access and edit the list via the Global URL Settings
tab of the Advanced Trunk Configuration window. For
details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Ignoring URL Requests in Inactive
Session Timeout Calculations” on page 162.

Activate this option if you wish to restrict users’ access to
sensitive areas of the application, such as administrative
areas, unless their computer meets the requirements of the
Restricted Zone endpoint policy. Once you activate this
option, make sure you also:

Define the required Restricted Zone policy for the
application. For details, refer to “Application Endpoint
Policies” on page 99.

Define the application's Restricted Zone URLs, in the
Global URL Settings tab of the Advanced Trunk
Configuration window. For details, refer to the Intelligent
Application Gateway Advanced Configuration guide, to
“Global URL Settings Tab—URL Settings” on page 152.
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User Authorization Data

Use the “User Authorization Data” area of the Web Settings tab to
configure the IAG to send data regarding the originator of the connection
request to the application server. User Authorization Data parameters
are described in Table 11 on page 77.

Table Il. Web Settings Tab—User Authorization Data

Parameter Description

Authorization Key Name of the header or parameter that the IAG uses to
send the data to the application server. If you activate this
option, you also have to configure the value of the
Authorization Key header or parameter, which will be sent
to the application server. For details, refer to “Configuring
Authorization Key Value” on page 78.

Format Select the format in which the IAG will send the
Authorization Key to the application server:

* Header: as an HTTP header
* Parameter: as part of the URL query string

Source IP Key Name of the header or parameter that the IAG uses to
send the IP address of the originator of the connection
request to the application server.

Format Select the format in which the IAG will send the Source IP
Key to the application server:

* Header: as an HTTP header
* Parameter: as part of the URL query string

Tip

@ If a request contains a header or parameter with an identical name to a
header or parameter you define here, it is blocked, since it is identified as
a suspected attempt to sneak data to the application server. Therefore,
make sure you assign the headers or parameters you define here unique
names, that will not be used for any other purpose.
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Configuring Authorization Key Value

This section describes how you configure the value of the Authorization
Key header or parameter, which will be sent to the application server, when
you activate the option “Authorization Key” in the Web Settings tab.

To configure the value of Authorization Key:

1. Access the following custom folder; if it does not exist, create it:
..\Whale-Com\e-Gap\von\InternalSite\inc\CustomUpdate

2. Under the customupdate folder, create an inc “hook” as follows:
<Trunk_Name><Secure (0=no/l=yes)>PostPostValidate.inc
For example:

For an HTTPS trunk named “WhalePortal”, create the file:
WhalePortallPostPostValidate.inc

Tip
If a file by this name already exists, you can use the existing file; you do
not need to create a new file in this case.

3. In the file you defined in step 2, add the following lines:
<%
SetSessionResourceParam g_cookie,
"<Application_ID>", "RWSAuthorization", "<Value>"

%>
Where:

* Application_1ID is the application’s ID number, as can be copied
from the General tab of the Application Properties dialog box.

*  Value is the value you wish to send to the application server

For example

To send a User_group: unlimited header:

* In the Web Settings tab, name the Authorization Key
User_group and select the format “Header”

*  InwhalePortallPostPostValidate.inc, enter the value
unlimited

Web Server Security Tab

78

Note
gi This tab is not applicable for Client/Server and Legacy applications.

Use this tab to protect the application against HT'TP Request Smuggling
(HRS) attacks.
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Figure Il. Application Properties—Web Server Security Tab
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Table 12. Web Server Security Tab Parameters

Parameter

Activate Smuggling
Protection

Content-Types

Max HTTP Body Size

Description

Activating this option protects the application against HTTP
Request Smuggling attacks by blocking requests where the
following conditions prevail:

* The method is POST.
* The content-type is not listed in the content-type list
* The length is larger than the size defined here, or both.

Caution: Activate this option only for servers that are
vulnerable to HRS attacks, such as IIS 5.0 based servers.
Activating this option unnecessarily or configuring it
inaccurately might result in application malfunction.

POST requests of a content-type other than the types listed
here are blocked if they are larger than the size defined in
“Max HTTP Body Size®.

POST requests of a size larger than defined here are
blocked if they are not listed in the “Content-Types” list.
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Cookie Encryption Tab
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This tab is applicable in Portal trunks only, for Web Applications and
Browser-Embedded Applications. You can use it to encrypt the
application server’s “Set-Cookie” headers, in order to hide cookie names
and values, and protect them against unauthorized changes.

é Note

Once a cookie is encrypted, it cannot be manipulated by the application
customizers’ <HEADER_CHANGE> element. For details, refer to the
Intelligent Application Gateway Advanced Configuration guide:

*  Application customizers are described in Chapter 7: “Application
Customizers”.

¢ The <HEADER_CHANGE> element is described on page 234 of the
guide.

Once you enable cookie encryption for an application, the IAG applies the
encryption of “Set-Cookie” headers in one of two modes:

+  Exclude mode: all “Set-Cookie” headers are encrypted, except for the
cookies that are listed in the cookie lists, including both global and
per-application lists.

* Include mode: only headers that are listed in the cookie list are
encrypted. The list is applied per-application only.

Encrypted cookie names and values are decrypted by the IAG when they
are returned by the browser in the “Cookie” header. If the cookie
encryption process encounters problems when a remote user requests a
page, the “Cookie” header in the request is blocked, and is not forwarded
to the server. The request is processed, however, and the user experience
is unaffected. In this case, a Warning message is reported in the Web
Monitor, in the Event Viewer.

@ Tip

Click the ID number of a message to view troubleshooting information.
You can also access this information in Appendix A: “Troubleshooting
Event Logging Messages”, messages #94—101.

You enable cookie encryption, select the encryption mode, and configure
the per-application cookie list in the Cookie Encryption tab, as described
in Table 13 on page 81. For a description of the global exclude list, see
“Global Exclude List” on page 82.
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Figure 12. Application Properties—Cookie Encryption Tab
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Parameter

Enable Cookie
Encryption

Encryption Mode

Cookies

Table I3. Cookie Encryption Tab Parameters

Description

Enables the Cookie Encryption option for the application.

Exclude: all cookies are encrypted, except for those
listed in the per-application cookie list and the global
exclude list.

Include: only cookies that are listed in the per-
application cookie list are included in the encryption
process.

Cookie list:

In an “Exclude” encryption mode, per-application list of
cookies that are excluded from the encryption process.

In an “Include” encryption mode, per-application list of
cookies that are included in the encryption process.

Intelligent Application Gateway 81
User Guide



Global Exclude List

The global list includes cookies that are excluded from the cookie
encryption process of all the applications where the encryption mode is
“Exclude”. You can add cookies to the list as required.

& Caution
Do not delete any of the cookies that are configured in the list by default.

To edit the global exclude list:

1. Access the following file:
..\Whale-Com\e-Gap\Von\Conf\WhlExcludeCookie.xml

2. Copy the file you accessed in step 1 into the following custom folder;
if the folder does not exist, create it:

..\Whale-Com\e-Gap\Von\Conf\CustomUpdate
If such a file already exists, use the existing file.

3. In the file under the customupdate folder, edit the cookie list under
the tag <EXCLUDE_COOKIE_LIST>. Note that cookie names are
defined using regular expressions; for details, refer to the Intelligent
Application Gateway Advanced Configuration guide, to Appendix B:
“Regex++, Regular Expression Syntax”.

4. In addition to the cookie list, the file Whl1ExcludeCookie.xml stores a
security prefix that is used in the encryption of cookie names and
cookie values, in the tag “SECURITY_PREFIX”. By default, the value
of the security prefix is “ce”. If required, you can change the value of
the prefix in the file in the custom folder.

Download/Upload Tab
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This tab is applicable in Portal trunks for Built-In Services, Web
Applications, and Browser-Embedded Applications, and in Basic trunks.
It defines the method by which the IAG identifies URLs, in order to
enforce the application’s Upload and Download policies.

Note
gi *  If none of the options in the Download /Upload Tab are activated, no
uploads or downloads to and from the application are blocked,
regardless of the settings of the application’s Upload or Download
policies.

¢ The application’s policies are defined in the General tab, described in
“General Tab” on page 68.

*  Configuration of the actual policies is described in “Application
Endpoint Policies” on page 99.
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The parameters of the Download/Upload tab are described in Table 14 on

page 84.

Figure 13. Application Properties—Download/Upload Tab

Application Properties (Citrix NFuse FR2 {Direct))
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Tip

By default, the IAG identifies responses without content-type as
downloads. If you wish downloads without content-type to be considered
regular responses, and not downloads, create the following registry key
on the IAG:

¢ Location: ..\WhaleCom\e-Gap\ Von\UrlFilter
* DWORD Value name: AllowResponseWithoutContentType
* DWORD Value data: 1

After you create the key, access the Configuration program, activate the
configuration, and select the option “Apply changes made to external
configuration settings”.
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Table 14. Download/Upload Tab Parameters

Parameter

Identify by URLs

Identify by Extensions

Unknown
Content-Type

Identify by Size

Description

Identify URLs and methods by checking against the list of
Download URLs or Upload URLs, respectively.

You can access and edit the Download URLs and Upload URLs
lists via the Global URL Settings tab of the Advanced Trunk
Configuration window. For details, refer to the Intelligent
Application Gateway Advanced Configuration guide, to “Global
URL Settings Tab—URL Settings” on page 152.

Identify URLs by file extensions, which you define in
“Extension List”.

* Ifthe option “Exclude” is selected, when an endpoint policy
is enforced, only files whose extensions are listed here are
allowed

¢ If the option “Include” is selected, when an endpoint policy is
enforced, files whose extensions are listed here are blocked

Note:

* Extensions in the Extension List should not include the
preceding dot. For example: exe and not .exe

* You can define that downloading or uploading of files
without an extension is allowed or blocked by adding a
no_ext entry in the relevant Extension List

* GET requests are treated as downloads; POST and PUT
requests are treated as uploads

* In order to enable download blocking by extension, you
need to also define the application’s unknown content-
type, in the field “Unknown Content-Type”, below

* For the extensions in the list, verify that the association of
extensions and content-types is identical between the IAG
and the application server. At the IAG, the following file
holds the definitions of file extensions and the associated
content-types:

..\Whale-Com\e-Gap\von\conf\content-types.ini

Applicable for downloads only, when the option “Identify by
Extensions” is activated. The value you enter here should be
identical to the application’s unknown content-type settings.

Identify downloads or uploads based on the size of transfer data.

Note: GET requests are treated as downloads; POST and
PUT requests are treated as uploads.
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Server Settings Tab

This tab is applicable in Portal trunks only, for Client/Server and Legacy
Applications and Browser-Embedded Applications. It contains the
configuration of the application’s non-web server or servers. The
parameters available in this tab vary, according to the application you are
editing.

( ) Tip
* In order to see a description of the parameters that are relevant to

the current application, click . For SSL Wrapper applications,
the Help also provides a list of operating systems on which the

application is supported.

*  To edit server settings for Domino iNotes non-web servers in
Webmail trunks, see “Editing Webmail Trunk Server Settings”.

Figure 14. Application Properties—Sample Server Settings Tab

Application Properties (Citrix NFuse FR2 (Direct))
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Client Settings Tab

This tab is applicable in Portal trunks only, for Client/Server and Legacy
Applications and Browser-Embedded Applications. It determines the
activation of the Socket Forwarding component on endpoint computers,
for the application you are configuring.

Figure 1I5. Application Properties—Client Settings Tab
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(5] Downloada’UplnadI @] Server Settings =3 Clisnt Settings | i

Socket Forwarding Mode:
(" Dizabled ¢ Bazic { Extended (& WPN

x|

¥ Bind Turnel to Client Executable

Client Executable

| Signature I

i MFuse2_D exe

22EERVCDA505556386975245.

Add... Remove

o |

Cahicel

Table 1I5. Client Settings Tab Parameters

Parameter

Socket Forwarding
Mode

86
Editing Application Properties

Description

Select whether to use the SSL Wrapper’s Socket
Forwarding component with this application, and in which
activation mode. For details on this component, including
prerequisites for running it on endpoint computers, refer
to Chapter 6: “SSL Wrapper”.

* Disabled: the Socket Forwarding component is not used
with the application.

* Basic, Extended, and VPN activation modes are described
in “Socket Forwarding Activation Modes” on page 174.
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Table I5. Client Settings Tab Parameters

Parameter

Bind Tunnel to Client
Executable

Portal Link Tab

Description

Applicable only when Socket Forwarding Mode is enabled

for the application. Activating this option restricts access to

the resources of this application (server IPs and ports) on
endpoint computers to the process or processes you
define here.

For example: when you configure a Telnet application,
the SSL Wrapper tunnels all communications to and from
the servers and port you define for this application,

regardless of the process that initiates the communication.

Using the “Bind Tunnel to Client Executable” option, you
can restrict the tunneling to communications initiated by

the Telnet process only, by defining the Telnet process as

the client executable for this application.

You can define multiple processes for an application. For
each process, you can define the following:

* Client Executable: name of executable that runs the
application on the endpoint computer. Use the “Add”
button to add an executable, either by browsing and
selecting a file or by manually entering the executable
name in the “File name” field.

Signature (optional): MD5 check sum of the executable.
We recommend that you do not define a signature for
applications whose check sum might change frequently,

such as Internet Explorer and other Microsoft
applications.

This tab is applicable in Portal trunks only, for all application types. You
can use it to control the appearance of the link to the application from the
portal homepage, as described in Table 16 on page 88.

Note

gi The parameters you define in the Portal Link tab apply only if you use the
Whale Portal, that is, the default portal homepage supplied with the IAG,
or the Whale toolbar. In order to add the link on a custom homepage,
refer to the Intelligent Application Gateway Advanced Configuration guide, to
“Using a Custom Portal Homepage” on page 61.
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For the File Access application, you can also use this tab to hide the folder
tree (left pane) in the remote user interface. This will prevent users from
browsing to any folders other than the one defined as the application URL
or its subfolders. For details, refer to “Hiding the Folder Tree in the End-

User Interface” on page 234.

Figure 16. Application Properties—Portal Link Tab
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Table 16. Portal Link Tab Parameters

Parameter Description

Add Link on Whale
Portal and Toolbar
toolbar.

Portal Application

Chapter 4: Application Settings
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Adds a link to this application on the Whale Portal (default
portal homepage supplied with the IAG) and Whale

Name of the application on the portal homepage and in
Name the Whale toolbar.



Table 16. Portal Link Tab Parameters (Cont’d)

Parameter Description

Folder A folder or subfolder on the portal homepage via which
users access the application. Enables you to group a
number of applications on the portal homepage together
under one link.

For example: you may want to create a folder called
DriveMappings, and to place all Local Drive Mapping
applications under it. Only the DriveMappings folder will be
visible on the portal homepage.

In order to place a number of applications under one
folder, enter the same folder information for all the
applications that will reside in the same folder.

* For a folder with no subfolders, enter only the folder
name.

* For a subfolder, use this format:
folder/subfolder A/subfolder B

Note:
The name of the “root” folder in the folder structure is
the name of the Whale Portal application, as defined in
the “Portal Application Name” field. By default “Whale
Portal”.

The folder structure is not retained in the Whale
toolbar.

Application URL Internal entry link URL, from the portal to the application.

Note: The URL must be an absolute URL, for example:
https://whale.com

Icon URL URL of the icon representing the application (displayed in
the portal to the left of the application name).

Short Description Short description of the application (displayed in the portal
directly under the application name).

Description Additional description (displayed in the portal under the
short description).
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Table 16. Portal Link Tab Parameters (Cont’d)

Parameter

Startup Page

Open in New
Window

Application Supported
On

Description

A page containing startup functionality you wish to assign
to this application, in addition to the default functionality
that is enabled by the IAG. When this option is activated,
the page you define here is included by the default
application startup page, and the operations you define in
your page are implemented at the beginning of the
application startup process.

Default application startup for all applications is determined
in the page StartApp.asp, located under:

..\Whale-Com\e-Gap\von\InternalSite

If you activate the Startup Page option, take the following

steps:

* Place your own page in the following location:
..\Whale-Com\e-Gap\von\InternalSite
\inc\CustomUpdate
Note: File extension must be .inc

* Enter the name of the page, including its location under
the inc folder, in the “Startup Page” text field.

For example:

v Startup Page: ICustnmUpdatekstaltup.inc

Tip: The page “notes” is automatically configured here for
Domino iNotes and Domino Webmail applications. When
you activate the Startup Page option, this page redirects
the user to the appropriate server, according to the
definitions of the repository against which the user
authenticated when accessing the application. The “notes”
page is located in the following location:

..\Whale-Com\e-Gap\von\InternalSite\inc

Determines whether the application opens in a new
window or not.

Applicable for Web Applications only. Determines the type
or types of computers on which the link is displayed: PCs,
handheld devices, or both.
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Authorization Tab

This tab is applicable in Portal trunks only, for all application types. You
can use it to configure portal homepage authorization and
personalization; you can also use it to define local groups. For details,
refer to “Users Setup” on page 32.

Figure 17. Application Properties—Authorization Tab

Application Properties (Citrix NFuse FR2 {Direct))
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Duplicating an Application

Duplicating an application enables you to quickly add a new application
to the trunk, based on the definitions of an existing application. When you
duplicate an application, most of the definitions of the new application are
derived from the application from which it is copied, with the following
exceptions:

*  Application Name, which you assign when you create the new
application.

+ Application ID: a unique ID is assigned to the new application by the
system.

*  Portal Application Name is the name of the new application.
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*  Custom definitions of the application customizers and application
access portal (SRA templates) are not applied to the new application.

é Note

You cannot duplicate the following applications:
*  Any of the applications in the Built-In Services group.

*  SharePoint Portal 5.02, in the Web Applications group.

To duplicate an application:

1. In the Configuration program, in the “Applications” area, select and
right-click the application you wish to duplicate. From the drop-down
menu, select Duplicate...

The Application Duplicate Wizard is displayed.

2. In the Wizard screen, assign a unique name to the application, then
click [Finish].

The new application is added to the trunk, in the “Applications” area.

3. Access the Application Properties dialog box of the new application,
and change the application’s server definitions:

+  For Web Applications, in the Web Servers tab.

*  For Client/Server and Legacy Applications, in the Server
Settings tab.

*  For Browser-Embedded Applications, in both the Web Servers
and Server Settings tabs.
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Chapter 5
Endpoint Security

The Intelligent Application Gateway (IAG) provides a number of features
that help protect your internal network against access from non-secure
endpoint computers.

This chapter describes the following:

*  Endpoint security policies are used to create tiers of access by
determining whether or not endpoint computers are allowed to access
internal sites and applications, depending on their security settings.
This feature is described in “Endpoint Policies” on page 93.

*  Endpoint settings help you optimize endpoint computer settings that
affect the functionality of some of the IAG features, as described in
“Endpoint Settings” on page 108.

*  The Attachment Wiper is a “virtual shredder” that wipes out
sensitive information recorded by a web browser during an SSL. VPN
session, such as files, cookies, credentials, and more. For details, refer
to “Attachment Wiper” on page 110.

*  The Certified Endpoint option enables you to certify endpoint
computers, using client certificates. This feature is described in
“Certified Endpoints” on page 118.

*  Whale Client Components are described in “Whale Client
Components” on page 147.

Endpoint Policies

SSL VPNs are accessed from clients of differing natures—company-owned
laptops, home computers, public Internet kiosks, etc. The IAG is equipped
with technology that identifies the security level of the endpoint computer,
and can allow or deny access accordingly. You can use endpoint security
policies to create tiers of access, by determining whether or not endpoint
computers are allowed to access internal sites and applications, depending
on their security settings.

For example:

You can set up your endpoint policies so that access to internal
applications is allowed as follows:

*  From corporate laptops: all applications are allowed.
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*  From home computers: all web applications are allowed.
*  From an Internet kiosk: only Webmail applications are allowed.

When you define an endpoint policy, you determine which security
components must be installed on the endpoint computer, in order for it to
comply with the policy. Security components include options such as
whether a compliant anti-virus program or a personal firewall are
installed on the computer, whether the Attachment Wiper is launched on
it, and more.

You use endpoint policies to control:
*  Access to the site for both default and privileged sessions, at the
trunk level.

*  Access to each application that is accessible through the site, and, for
web applications, upload and download to and from the application,
and access to the application’s restricted zone.

You can use the IAG’s pre-defined policies, or define as many additional
policies as you wish.

é Note
Endpoint compliancy with all the policies, including application policies, is
determined when the user first accesses the site. If some of the settings
on the endpoint computer are changed after the login, in order for the
changes to affect the computer’s compliance with the endpoint policies,
users need to log out of the site and log in again.

For example: if an anti-virus program is installed on the computer, but
is not running when the user logs in, the computer does not comply with
a policy that requires a “running anti-virus”. If the user then runs the anti-
virus program, without re-logging in to the site, the computer is still not
considered as complying with this requirement, until the user logs out of
the site and logs in again.

This section describes the following:

*  “Endpoint Detection” on page 95

+  “Session Endpoint Policies” on page 95

+  “Application Endpoint Policies” on page 99

+  “Default Policies” on page 101

Policy configuration options are described in:

+  “Basic Policy Configuration” on page 103

+  “Advanced Policy Configuration” on page 104
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Endpoint Detection

In order to be able to determine whether an endpoint complies with the
endpoint policies, the IAG attempts to determine which security
components are installed and running on the endpoint computer as soon
as the user attempts to access the site. This is done by the Endpoint
Detection ActiveX® component of the Whale Client Components, which is
installed on the endpoint computer.

Note
gi ° For information on the Whale Client Components, refer to “Whale
Client Components” on page 147.

*  When the option “Disable Component Installation and Activation”,
in the Session tab of the Advanced Trunk Configuration window, is
activated, the Endpoint Detection component is not installed or
activated on endpoint computers.

The Endpoint Detection component verifies the identity of the IAG site
against the site’s server certificate, and checks whether the site is on the
user’s Trusted Sites list; only if the site is trusted will the component run
on the endpoint computer and collect the data that identifies which
security components are installed and running on the computer.

Tip
For information on how the IAG site can be added to the user’s Trusted
Sites list refer to “IAG Trusted Sites” on page 160.

If the Endpoint Detection component is not running on the endpoint
computer, compliance with policies is not detected. For example: on
computers where the Whale Client Components are not enabled, or when
using a browser other than Internet Explorer.

When detection is not functional on an endpoint computer, access may be
denied even though it does comply with the requirements of the policy.
For example: if an application’s policy requires a running anti-virus
program, and such a program is running on the computer, access to the
application is still denied, since the IAG can not detect that the program
1s running on this computer.

Session Endpoint Policies

When you create a trunk, you assign it two session policies:

* Session Access Policy defines access permissions to the site. Only
endpoints that comply with the selected policy are allowed access.
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Privileged Endpoint Policy defines the conditions that render an
endpoint a “privileged” endpoint, which can enjoy session privileges.
For information about privileged session settings refer to the
Intelligent Application Gateway Advanced Configuration guide, to
“Default and Privileged Session Settings” on page 137.

You select those policies in the “Endpoint Policies” step of the Create New
Trunk Wizard:
[
| Step 7 - Endpoint Policies

Session Access Policy: controls access to the trunk,
depending on endpoint policies

Ilr:'_l Default Session Access | vI

Frivileged Endpoint Policy: defines a policy for endpoints
that enjoy session privileges

I |:| Drefault Privileged Endpoint j

Edit Policies... |

< Back I Finizh I Cancel

gi Note
The number of the step where you define endpoint policies for the
session may vary, depending on the type of trunk you are configuring.

Once the trunk is created, you can change the selection of policies in the
Session tab of the Advanced Trunk Configuration window, in the
“Endpoint Policies” area:

— Endpaint Palicies

Session Access Policy

I |:| Default Seszion Acoess

Privileged Endpaint Policy

I |:| Default Privileged Endpoint

Irztall Socket Forwarding Component Palicy

I |:| Always

Edit Policies. ..

\_I'_I;I*_

[ Prompt User when Retiieving Information from Endpaint
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Note
gi The selection and editing of endpoint policies in both the Create New

Trunk Wizard and in the Session tab of the Advanced Trunk
Configuration window is disabled when the option “Disable Component
Installation and Activation” in the “Session Configuration” area of the
Session tab is activated.

In addition, you can use the “Endpoint Policies” area to do the following:

Change the selected Install Socket Forwarding Component Policy.
This policy is only relevant for Portal trunks; it defines the conditions
under which the Socket Forwarding client component can be installed
on the endpoint computer, in order to enable the use of the Socket
Forwarding component for SSL Wrapper applications. For details,
refer to Chapter 6: “SSL Wrapper”.

é Note
If you activate the option “Uninstall Socket Forwarding Component”, in

the “Endpoint Settings” area of the Session tab, any Socket Forwarding
Client Components that are installed on endpoint computers are
removed when users next accesses the site. While this option is activated,
the Socket Forwarding component is not installed on endpoint
computers, regardless of a computer’s conformity to the Install Socket
Forwarding Component Policy. For details, refer to “Endpoint Settings”
on page 108.

Notify users prior to retrieving information from their computer, and
receive their consent for the retrieval of such information. For details,
refer to “What Information is Collected from the End User’s
Computer?” on page 97.

What Information is Collected from the End User’s Computer?

While working with the IAG site, if endpoint detection is enabled on the
end-user’s computer, the following information is collected by the
Endpoint Detection component:

Network domains: DNS and NetBIOS.
User information: user name and user type.

Certificates in “My certificate store”: certificate issuer and certificate
subject. This includes all client certificates on the endpoint computer,
not only the TAG certificate.

Intelligent Application Gateway 97
User Guide



If required, for example, in order to comply with legal or corporate
guidelines, you can configure the gateway so that users are notified before
the information is retrieved from their computer, and are prompted to
give their consent for the site to collect such information. On endpoints
where users do not give their consent, detection is not performed, and the
functionality of the Whale Client Components is disabled.

Tip
For information on the Whale Client Components, refer to “Whale
Client Components” on page 147.

To notify and prompt users before the retrieval of information from
their computers:

1. At the IAG Configuration program, open the Advanced Trunk
Configuration window and access the Session tab.

2. In the “Endpoint Policies” area, activate the option “Prompt User
when Retrieving Information from Endpoint”.

When users access the site, if endpoint detection is enabled on their
computer, they are prompted with the following page:

1 Whale
] Communications

A Microsoft Subsidiary This site is protected by the Inteligent Application Gateway whalecommunications.com

In order to ensure full functicnality of the site, it will retrieve information from this computer, including some
information that may be of perscnal nature.

If you do not enable this option, you will be able to access the site and use it with limited functionality only.
Do you wish to enable this option®

" Enable and continue with full functionality
¥ Don't show me this message again
" Continue with limited functionality

Continue I

This site is intended only for authorized users.
If you encounter any preklems with this site please contact your system administrator
at administrator@server.com

e By selecting “Enable and continue with full functionality” users
give their consent for the collection of information from their
computers. They can then continue working with site, using all the
functionality that is enabled by the Whale Client Components.

e For users who select “Continue with limited functionality”,
information is not collected from their computers, and the
Endpoint Detection component is not activated on their computer,
this could result in limited functionality of the site.
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Application Endpoint Policies

Application endpoint policies include the following:

Access policy: controls access to the application.

For Web and Browser-Embedded applications:

Download policy: helps prevent the spreading of sensitive data to
undesired endpoints.

Upload policy: helps prevent undesired endpoints from sending
malicious data, such as viruses, malicious macros, and more, into the
internal network.

Restricted Zone policy: restrict users’ access to sensitive areas of the
application, such as administrative areas.

( ) Tip
*  The method by which the IAG enforces the selected Download and

Upload policies is defined in the Application Properties dialog box, in
the Download /Upload tab. For details, refer to “Download /Upload
Tab” on page 82.

*  The Restricted Zone option is activated in the Application Properties
dialog box, in the Web Settings tab. For details, refer to “Web
Settings Tab” on page 73.

This section describes how:

Endpoint policies are defined for the trunk, as described in “Defining
Application Endpoint Policies” on page 99.

You edit existing application endpoint policies, as described in
“Editing Application Policies” on page 100.

Defining Application Endpoint Policies

When you add an application to a trunk, or define a Webmail or Basic
trunk, the IAG automatically assigns the applicable default application
endpoint policies, as follows:

When defining Webmail and Basic trunks, and when adding an
application from the Built-In Services group to a Portal trunk, the
default application policies are selected automatically when you
configure the trunk.
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*  When you add an application to a Portal trunk, the default application
policies relevant for that application type are automatically selected
in the “Application Setup” step of the Add Application Wizard. You
can also select other application policies in this step, and edit the
policies by clicking to access the Policies dialog box.

Add Application Wizard [ %]

"“ﬂ Step 2 - Application Setup

Application Mame: I

Application Type: IMicrosoft CRM 3.0
¥ &l Users fre Authorized

Access Policy: I |:| Default ‘Web Application Access j
Download Policy: I .:l Default *#'eb Application Download j
Upload Policy: I |:| Drefault ‘Web Application Upload j
Restricted Zone: I |:| Default ‘Web Application Restricted Zone Accj
Edit Policies... |
@ e

< Back I Mest » I Cancel |

The selection and editing of
endpoint policies is disabled
when the option “Disable
Component Installation and
Activation”, in the Session
tab of the Advanced Trunk
Configuration window, is
activated.

For all trunk and application types, you can later change and edit the
policies as described in “Editing Application Policies” on page 100.

Editing Application Policies

100

You edit Application Policies in the General tab of the Application

Properties dialog box.

For Portal trunks, in sites that use the default portal homepage supplied
with the IAG, you can also use the General tab to determine the display of
the application’s link on the portal homepage when the endpoint does not

comply with the application’s Access policy.
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For sites that use the default
portal homepage supplied
with the IAG, this option
determines the display of the
application’s link on the portal
page when an endpoint does
not comply with the
application’s Access policy.

g) Tip

—— P Fuoital Link on Mon-Complying Clients: (% Grayed

Application Properties (Webtop (Documenkury

El General | ﬁ wieh Serversl ﬁ Wwieh Settingsl |:| wheh Ser\-LI_’I

X

Application Marme: IWBthp

Application 10:

87F596357EEAN 2D B0BEEE FC2CCO 2BCA

Prerequisite Applications: FTP

HC
i i DOLS
MHumber of Prerequizite Applications: 0

|3':' Minutes

Inactivity Period:

2

[

— Endpaint Palicies

Access I |:| Default Web Application Access

" Irwisible

Downlad: I |:| Default \web Application Download

Upload: I (‘1 Default Web Application Upload

Restricted Zane: I (" Default Session Access

Edit Policies... |

[

i) Application Aware Settings

o]

Cancel |

The selection and editing of endpoint policies is disabled
when the option “Disable Component Installation and
Activation”, in the Session tab of the Advanced Trunk

Configuration window, is activated.

Click for detailed information on the parameters in this tab.

Default Policies

The IAG supplies you with pre-defined default policies for all the session
and application policies. Those are optimized for a smooth running of the
IAG, while still applying security restrictions.

For example: when you create a trunk, the following policies are selected

by default:

+  For Session Access Policy: Default Session Access. The default value
of this policy is “True”, allowing all endpoints access.
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For Privileged Endpoint Policy: Default Privileged Endpoint. The
default value of this policy is “False”, meaning that no endpoints will
be considered “privileged” unless you edit this policy and set the
criteria that will render an endpoint a privileged endpoint.

Note
gi The Install Socket Forwarding Component Policy is set to “Always” by

default.

You can view the values of the default policies and edit their definitions,
as well as create new policies, using one of the Policy Editors, as follows:

The Policy Editor is an easy-to-use, basic editor you can use to
create simple policies, without the need for defining variables and
entering complex Boolean expressions. The basic editor can check the
existence of the most commonly used endpoint security tools, such as
anti-virus and personal firewall, as well as client configuration
settings such as Whale Client Components, operating system, and
user privilege level. For configuration instructions, refer to “Basic
Policy Configuration” on page 103.

Use the Advanced Policy Editor for more complex policies or
attributes that are not presented in the basic editor. Once you edit a
policy in the Advanced Policy Editor, you will only be able to open it
for further editing in the Advanced Policy Editor; you will not be able
to revert to editing in the basic Policy Editor. For detailed
configuration instructions, refer to “Advanced Policy Configuration”
on page 104.

Note
gi *  When you edit a policy, the changes you make affect all the Whale

Client Components that use this policy.

For example:

If the policy is used to control both session access and application
access, changes you make to the policy will affect both session and
application access.

In order to apply changes to a specific component only, create a
dedicated policy and use it with the applicable component.

¢ All default policies can only be edited in the Advanced Policy Editor,
since they contain complex expressions.
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Basic Policy Configuration

This section describes how you use the Policy Editor to edit and create
policies and expressions, in Basic mode. For details on creating policies in
Script mode, refer to “Configuration in the Advanced Policy Editor” on
page 106.

To configure policies and expressions in Basic mode:

1.

g) Tip

2.

In an area where you assign policies, click [EditPolicies...].
For example: in the Session tab of the Advanced Trunk
Configuration window.

The Policies dialog box is displayed.

Figure 18. Policies Dialog Box

=+ Policies =]

a3

Drefault Mon Wweb Application docess =
Drefault Privileged E ndpoint Edi... |
Default Session Access e — |
Drefault Web dpplication Access

Drefault Web dpplication Download
Drefault Web dpplication Restricted £o0
Drefault Web dpplication Upload

Domino WwWeb dccerz B5 and 7 Uploar
ticrozoft CRM 3 Enhanced Security
ticrozoft Qutlook, Web fccesz 55 Up
SAP Enterprize Portal 6 Enhanced Sec_ |
SAP Enterprize Portal & Upload
Secureiew for DWwWa2003 SP1
SharePoint 2003 Admin Zones
SharePoint 2003 Download

SharePoint 2003 Enhanced Security
SharePoint 2003 Upload Checkin

----- 0 SharePrint 207 D awnln, -
‘ a0 [

P A A A N P A P T

For a description of where you can access the Policies dialog box, refer to

“Session Endpoint Policies” on page 95 and “Application Endpoint
Policies” on page 99.

Do one of the following:

*  To edit an existing policy that was previously created and edited

in Basic mode, select the policy and click [Edk..].
*  To edit an existing expression, click the + sign to expand the

Expressions group, select the expression you wish to edit, then

click [Edit_].
*  To create a new policy or expression, click [Add..].
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4.

The basic Policy Editor is displayed.

ﬁ Policy Editor [ %]
Gy i [
(11 Policy Editar

..... ¥ G | = - - 1
..... ,ﬂ( oot Spyware . | General Policy Setﬂngs@

Policy Mame: I

Category: I Palicies j

""" x Software Components [ Enforce Policy Only when Endpoint Detection is Enabled

----- 2K vPN Client Explanatory Test Added to ‘Access Denied' Message:

=
=

@) Hel
@t Create Az Scriptl QK I Cancel |

Enter general information about the policy or expression in the
General Policy Settings screen. Once general information is defined,
use the tree on the left to select and configure groups of pre-defined
variables, which will compose the policy or expression. You can select
as many groups and group-items as required in order to define the
policy or expression.

Tip

Click g Help for detailed information on the parameters of each screen.

When you finish editing the policy, click to close the Policy Editor,
then click to close the Policies dialog box.

Advanced Policy Configuration

104

This section describes:

The components of which policies are created, in “Advanced
Configuration Overview” on page 105.

Policy configuration in the Advanced Policy Editor, using Script
mode, in “Configuration in the Advanced Policy Editor” on page 106.

The format of variables that can be used to create policies and
expressions using the Advanced Policy Editor, in “Variable Formats”
on page 107.
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Advanced Configuration Overview

An endpoint policy is made of one or more components. A policy
component can be:

g) Tip

A variable. Variables are pre-defined basic endpoint detection
parameters. You cannot edit variables.

For example: the variable Anti-Virus > Symantec > Norton > Running
checks whether the Norton® anti-virus is running on the endpoint
computer.

Tip
For a description of variable formats, refer to “Variable Formats” on
page 107.

An expression. Expressions are built from variables, free VBScript
text, or a combination of both. You can use built-in expressions as is,
edit them, or create your own expressions.

For example: change the expression Corporate Machine from the
default “False” to a condition that actually defines what a corporate
machine is, such as:

Network > Domains > NetBIOS Domain = “OurDomain”.

Tip
Use expressions to define multiple conditions once, and apply them
across several policies.

VBScript text. Combine VBScript-syntax free text with expressions
and variables to parse and manipulate them, in order to define a
condition.

For example: an expression that checks that the virus definitions of
the Norton anti-virus were updated within the last seven days can be
defined as follows:

DateDiff ("d",Components_AV_Norton_LastUpdate, Now) <7

To see a sample expression: in the Policies dialog box select the expression
“Symantec Norton Anti-Virus Up-To-Date Sample” and click [Edit..].

For details, refer to “Configuration in the Advanced Policy Editor” on
page 106.
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Configuration in the Advanced Policy Editor

106

This section describes how you use the Advanced Policy Editor to edit and
create policies and expressions, in Script mode. For details on creating
policies in Basic mode, refer to “Basic Policy Configuration” on page 103.

To configure policies and expressions in Script mode:

1. Access the Policies dialog box, as described in “Basic Policy

Configuration” on page 103.
2. Do one of the following:

*  To edit an existing policy, select the policy and click [Edt...].

*  To edit an existing expression, click the + sign to expand the
Expressions group, select the expression you wish to edit, then

click [Edit-].

*  To create a new policy or expression, click [Add..]. In this case, the
basic Policy Editor is displayed. To access the Advanced Policy
Editor, click [CreateAs Script].

The Advanced Policy Editor is displayed.

Figure 19. Sample Policy Editor

Advanced Policy Editor E

{11 Camponents

l:f_|---|-'.:.| Expressions

----- A By Arlivinus

----- 11 Ay Personal Firewall

----- /] Corparate Machine

----- 71 Dizable Citrix Client Printer Mapping

----- 11 Endpaint Detection iz Dizabled
----- 11 Privileged Endpaint

E- 7l fariables

i |

M arme: IDefauIt Privileged Erndpaoint

Cateqary: I Faolicies j

----- 71 Enable Domino web Access Forward and
----- /1 Enable SharePaint Integration with Office

----- 11 Svgate Virtual Dezktop Mot Required
----- 11 Svmantec Martan dntivis Up-To-Date 5z

AMD | 0OR | NDTl‘\_u
PrivilegedE ndpoint ‘I

-

[

Explanatom Test ddded to "Access Denied"

Mezsage:
[~

[

o ]

Cahicel |

Operators

—— Rules area

3. For new policies and expressions:

* In the “Name” field, at the top right, assign a name.

*  In the “Category” field, select “Policies” or “Expressions”,

accordingly.
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You do not need to edit those fields for existing policies and
expressions.
4. Define the rules of the policy or expression:
*  From the Components list, at the left of the Policy Editor, select a
component to add it to the “Rules” area on the right.

+  Use the AND, OR, NOT, and parenthesis operators to create a
combination of as many components as you require, or to combine
VBScript-syntax free text with expressions and variables.

*  The “Rules” area is a free text area; you can edit and delete rules
and rule-components in this area as required.

5. At the bottom right of the Advanced Policy Editor, you can enter text
that will be displayed to users in the message they receive if their
computer does not comply with the policy, and access is denied.

é Note
Some of the default policies come with explanatory text, which is tailored
for the functionality of the policy. If you change the policy, make sure you
also change the explanatory text so that it reflects the new or revised
functionality.

6. When you finish editing the policy, click to close the Advanced
Policy Editor, then click to close the Policies dialog box.

Variable Formats

This section describes the format of the variables you can use when
creating policies and expressions.

Table I7. Policy Variable Formats

Variable Data Comments

Type
APP/AS/AV/ String Desktop Search/Anti Spyware /Anti-
PFW_*_Version_Product Virus/Personal Firewall product version.
APP/AS/AV / String Desktop Search/Anti Spyware /Anti-
PFW_*_Version _Engine Virus/Personal Firewall engine version.
APP/AS/AV / String Desktop Search/Anti Spyware /Anti-
PFW_*_ Version _Dat Virus/Personal Firewall IDS definitions

version.
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Table 7. Policy Variable Formats (Cont’d)

Variable Data Comments

Type
APP/AS/AV / String Desktop Search /Anti Spyware /Anti-
PFW_*_Version _Build Virus/Personal Firewall build number.
APP/AS/AV /PFW Double  Date/time double. Use VBScript
_*_lLastUpdate DateDiff ("d",As/

AV_*_LastUpdate,Now) <=7 ) )
to check last update.

Network_Domains_* String Name of domain.

System_Browser String Lower case, full string of user agent.
System_OS_ String OS Service Pack Number.
WinNTServicePackVersion For example: 4.0

System_WindowsLogged String Name of Windows OS logged-on user
OnUser_UserName name.

All other variables Boolean

Endpoint Settings

108

This section describes how you can optimize endpoint computer settings,
which might affect the experience of the remote user when working with
the portal. Endpoint settings are defined in the Session tab of the

Advanced Trunk Configuration window, in the “Endpoint Settings” area:

Endpoint Settings
[ Uninstall 5 ocket Forwarding Companent
[ &dd Site to Pop-Up Blocker's &llowed Sites

Endpoint settings that you can optimize include the following options:

*  Uninstall Socket Forwarding Component: once this option is
activated, the Socket Forwarding client component is uninstalled
from each endpoint computer when the user next access the site.
If more than one Socket Forwarding component is installed on a
computer, activating this option deletes only the component of the
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current IAG software version. For details on the Socket Forwarding
component, which can be used with the SSL Wrapper, refer to
Chapter 6: “SSL Wrapper”.

While this option is activated, the Socket Forwarding component is
not installed on endpoint computers, regardless of a computer’s
conformity to the Install Socket Forwarding Component Policy. For
details on this policy, refer to “Session Endpoint Policies” on page 95.

Add Site to Pop-Up Blocker’s Allowed Sites: this option is
applicable for Internet Explorer browsers running on Windows, which
feature a pop-up blocker, such as Internet Explorer on Windows XP
SP2. It adds the site to the list of allowed sites in Internet Explorer’s
pop-up blocker, so that pop-ups from the site are not blocked, and users
can continue to receive messages and notifications, such as Inactive
Session Timeout and Scheduled Logoff notifications. The site is
removed from the pop-up blocker’s allowed sites when the Whale Client
Components are uninstalled, as described in “Uninstalling the Whale
Client Components” on page 167.

Tip
When the site is added to Internet Explorer’s pop-up blocker’s allowed sites,
the user is notified by a message and is prompted to confirm the change:

VWhale Client Components x|

2 . Tpensure complete functionality with this site, it is necessary to add the
1 ,J zite to the pop-up blocker's allowed sites of the broveser. "Would pou like
ta implement the required changes?

[~ Don't show me this message again

If a user selects the option “Don’t show me this message again”, the
notification will not be displayed again when users access this site. In order
to receive the notification when applicable, instruct the user to restore the
default settings of the Whale Component Manager, as described in
“Restoring the Whale Client Components Defaults” on page 165.
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Attachment Wiper

110

The Attachment Wiper utility deletes persistent browser data that is
downloaded to the browser from the sites protected by the IAG, or created
by the browser, whenever the following occurs:

+  The session ends, for example when the user closes the browser.
*  When the user logs out using the site’s Logoff mechanism.
*  During a scheduled logoff or scheduled cleanup.

The Attachment Wiper utility deletes items that are saved in the
browser’s cache during the session, such as web pages, cookies, and files
(including application-specific cached files).

The Attachment Wiper also deletes items that are saved in the browser’s
offline folder. These include files that were opened from within the
browser, for editing by an external application, such as an Office
application. For example: a document that was opened via the browser for
editing in Microsoft Word. The offline folder is cleaned only when all the
IAG sessions on the computer end. Only items that were written to the
offline folder since the Attachment Wiper was first activated, during the
initial login, are deleted.

Optionally, you can also configure the Attachment Wiper to delete items
that are saved outside the cache, including the browser’s History, Web
Address AutoComplete, IntelliForms, Forms AutoComplete, and Cached
Passwords. The Attachment Wiper deletes these items only when it quits,
and not at the end of each session.

Note
gi ¢ Allitems are deleted according to the DOD 5220.22-M standard.

*  Ifthe user closes the browser without first logging out of the site, the
Attachment Wiper does not quit immediately; in this case, it quits
only on the next scheduled logoff or scheduled cleanup.

The Attachment Wiper utility includes a built-in crash recovery
mechanism that ensures that all items are wiped even under extreme
circumstances, such as a power shutdown. If, under those circumstances,
the utility is terminated without deleting all the required items, when the
computer is next started, the utility automatically runs and cleans up any
remaining items.
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The Attachment Wiper is an ActiveX component, and is part of the Whale
Client Components, which users are prompted to download when they try
to access a site, prior to the Login stage. It will only function if the required
Whale Client Components are successfully installed on the endpoint
computer. For details, refer to “Whale Client Components” on page 147.

ol .
You can set a policy whereby users can only access a site or an application

if the Attachment Wiper is running on their computer. For details, refer
to “Endpoint Policies” on page 93.

This section describes the following:

How you configure the utility, in “Configuring the Attachment Wiper”
on page 112.

Cleanup of items that are saved outside the cache, described in
“Cleanup of Items That Are Saved Outside the Cache” on page 113.

Scheduled cleanup, which triggers a cleanup after a pre-configured
timeout period, is described in “Configuring a Scheduled Cleanup” on
page 115.

The code that triggers the Attachment Wiper to initiate the cleanup
of the browser’s cache on the client is embedded in the Logoff
Message page that is supplied with the IAG. If, however, the trunk is
configured to use a custom Logoff page, you need to add the code in
the custom page. This option is described in “Enabling the
Attachment Wiper on a Custom Logoff Message Page” on page 116.

To cancel the disabling of the “Do not save encrypted pages to disk”
setting on the endpoint computer running Internet Explorer, refer to
“When Encrypted Pages Are Saved to a Location Other Than “Temp
Files” on page 117.
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Configuring the Attachment Wiper

You configure the Attachment Wiper in the Session tab of the Advanced
Trunk Configuration window:

Figure 20. Configuration of the Attachment Wiper

Select whether to activate the
Attachment Wiper for default sessions
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temporary files, for all sessions where the Wiper for privileged sessions
Attachment Wiper is activated

When you create a trunk, the Attachment Wiper is automatically
configured as follows:
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The option “Activate Attachment Wiper” is activated for default
sessions, and disabled for privileged sessions. To learn more about
these types of sessions, refer to the Intelligent Application Gateway
Advanced Configuration guide, to “Default and Privileged Session
Settings” on page 137.

The option “Attachment Wiper Cleans Application-Specific
Temporary Files” is activated. This option applies to all the sessions
where the Attachment Wiper is activated. It determines whether or
not the Attachment Wiper deletes application-specific temporary files
for the relevant applications.

For a list of applications for which the Attachment Wiper deletes
application-specific temporary files, as well as a description of the
locations where the Attachment Wiper deletes files for each of these
applications, and what types of files are deleted, refer to the
Intelligent Application Gateway Application Aware Settings guide.

Cleanup of Items That Are Saved Outside the Cache

This section describes how you configure the Attachment Wiper to:

Clear the browser’s History pane and empty the History folder.
History is cleared browser-wide.

Clear the Web Address AutoComplete list, so that no addresses are
displayed in the browser’s Address drop-down list, and clear the
IntelliForms entries. These items are cleared browser-wide.

Clear Cached Passwords in Forms AutoComplete and Wininet’s
cached passwords (replies to application-specific authentication
requests). These items are only cleared for the specific domains that
were accessed via the IAG.

Clear all additional fields that are saved by Forms AutoComplete.
These items are cleared browser-wide.

To configure cleanup of items that are saved outside the cache:

( ) Tip
This procedure involves the customization of authentication pages. For a

full description of the pages and the customization options available to
you, refer to the Intelligent Application Gateway Advanced Configuration
guide, to “Authentication Pages” on page 96.

Access the following custom folder; if it does not exist, create it:
..\Whale-Com\e-Gap\von\InternalSite\inc\customUpdate

Under the customUpdate folder, create an inc “hook”, which will be
activated before the postvalidate.asp reaches the client side:
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PrePostValidate.inc
Or,

PostPostValidate.inc

Name the file as follows:

<Trunk_Name><Secure (0=no/l=yes)><Hook_Name>

For example:

For an HTTPS trunk named “WhalePortal”, to create a
“PrePostValidate” hook, create the file:

WhalePortallPrePostValidate. inc

If such a file already exists, use the existing file.
3. In the file you defined in step 2, add the following lines:

<%
SetSessionParam g_cookie, ATTACHMENT_WIPER_CLEAR_HISTORY_PARAM, "<flag>"

%>

Where flag may be any combination of the following:

Flag Description

1 Clear History.
2 Clear Web Address AutoComplete and IntelliForms.
4 Clear Cached Passwords in Forms AutoComplete and

Wininet’s cached passwords (replies to application-specific
authentication requests).

8 Clear all fields that are saved by Forms AutoComplete, except
for Cached Passwords, which are cleared by flag 4.

For example:

In order to clear the browser’s History, Web Address AutoComplete,
and IntelliForms, without clearing any of the other items, add the
lines:

A
e

SetSessionParam g_cookie, ATTACHMENT WIPER_CLEAR_HISTORY_PARAM, "3"

o0

>

é Note

For the cleanup of the Forms AutoComplete data, it is recommended to
use flags 4 and 8 together (12). It is not recommended to use flag 8 on its
own.
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Configuring a Scheduled Cleanup

In addition to the automatic cleanup that is triggered at the end of a
session or when a user is logged out, you can configure a “scheduled
cleanup”, whereby the Attachment Wiper utility automatically triggers a
cleanup after the timeout period you configure.

You can configure the scheduled cleanup to be triggered by any of the
pages that users access while browsing the applications enabled through
the trunk. If you configure a cleanup trigger in more than one page, the
timeout defined in the page that was last accessed sets the trigger.

For example: if you configure a 900-second timeout in one of your pages,
once a user receives the page, the timeout is set to 900 seconds. However,
if you also configure a 300-second timeout in another page, once a user
accesses it, the timeout is set to 300 seconds, regardless of the time that
elapsed since the user accessed the previous page. In this example, 300
seconds after the user accesses the second page, the Attachment Wiper
utility triggers the cleanup.

& Caution
Do not edit the pages that are supplied with the IAG. Configure the
cleanup in your own pages, such as the application pages.

To configure a scheduled cleanup:

1. In the page from where you wish to trigger the cleanup, add the
following line:

*  For Portal trunks:

<script language="JavaScript" src="http://localhost:6001/
InternalSite/scripts/CacheClean.js"></script>

*  For Webmail and Basic trunks:

<script language="JavaScript" src="/InternalSite/scripts/
CacheClean.js"></script>

2. Still in the same page, add the following lines:

<script language="JavaScript">
var whaleCacheClean;
GetCacheCleanInstance() ;
SetTimeoutForCacheClean (Timeout) ;

</script>
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Where (Timeout) is defined in seconds.
For example:

In order to trigger a cleanup 600 seconds after the user accessed the
page, enter the line:

SetTimeoutForCacheClean (600)

é Note
If you set the timeout to zero, the cleanup is triggered as soon as the user
accesses the page.

Enabling the Attachment Wiper on a Custom Logoff Message Page

This section describes the code you need to embed in the Logoff Message
page used with the trunk, if you do not use the default page supplied with
the IAG. The code triggers the Attachment Wiper to initiate the cleanup
of the browser’s cache.

Tip

@ You select the Logoff Message page used with the trunk in the
Authentication tab of the Advanced Trunk Configuration window, in
“Logoff Message”. For details, refer to the Intelligent Application Gateway
Advanced Configuration guide, to “Configuration in the Authentication
Tab” on page 82.

You can find sample code in the Logoff Message page supplied with the
IAG:

..\Whale-Com\e-Gap\von\InternalSite\LogoffMsg.asp

To configure a non-default Logoff Message page to trigger the
Attachment Wiper:

1. In your Logoff Message page, add the following line:

<script language="JavaScript" src="scripts/CacheClean.js"></script>

2. Still in the same page, add the following lines:

<script language="JavaScript">
var whaleCacheClean;
GetCacheCleanInstance() ;
ActivateCacheCleanDontSurf ()

</script>
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When Encrypted Pages Are Saved to a Location Other Than
“Temp Files”

Normally, Internet Explorer browsers save encrypted (SSL) pages to the
“temp files” folder. However, end-users can enable the “Do not save
encrypted pages to disk” setting in Internet Explorer (Tools > Internet
Options > Advanced tab), and prevent the browser from saving SSL pages
to the default “temp files” folder. In this case, when users download an
SSL page, they are prompted to provide an alternative location where it
should be saved. In this setup, when a session ends, the Attachment
Wiper clears the “temp files” folder, but cannot identify the location to
which the encrypted pages are saved.

In order to prevent these pages from remaining on the endpoint computer,
at the beginning of each session the Attachment Wiper automatically
disables the “Do not save encrypted pages to disk” setting, if enabled, so
that encrypted pages are saved to the “temp files” folder. At the end of the
session, after the Attachment Wiper stops monitoring all open sessions,
the “Do not save encrypted pages to disk” setting is reverted its original
status.

You can cancel the disabling of the “Do not save encrypted pages to disk”
setting, as described below.

To cancel the disabling of the “Do not save encrypted pages to

disk” setting on the endpoint computer:

1. At the IAG, use the Registry Editor to access the following location:
..\WhaleCom\e-Gap\common\GUI

2. Create a new DWORD value named change_NoSSLCache_Setting,
and set the value to 0.

%" Registry Editor =1ol x|
Registry  Edit  View Favorites Help

E--D wihaleCom | [ Mame Type | Data

H D e-Gap .(Default) REG_5Z {walue not set)

=3 comman S REc_DwoRD 000000000 (0}

& C.ore REG_SZ F:iwhale-Com'e-Gaplcommon'c
g E'Z?atd’er LastGoFiIe REG_SZ
© MecterReceiver — | & LogFlag REG_DWORD  0x00000000 (0)
: D ServiceMng |LI
[ KT | |
|My ComputeriHEEY _LOCAL_MACHINEVSOFTWARE Y WhaleCom'e-GaphcommontGLI 4

3. Access the Configuration program. Click ﬁ to activate the

configuration, select the option “Apply changes made to external
configuration settings”, and click [Activate >].

Once the configuration is activated, the “Do not save encrypted pages
to disk” setting is not changed on the endpoint computer.
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Certified Endpoints

A Certified Endpoint is a computer that has been certified by the
organization, using a client certificate.

( ) Tip
You can set a policy whereby users can only access a site or an application
if their computer is a Certified Endpoint. For details, refer to “Endpoint
Policies” on page 93.

The Certified Endpoint feature relies on PKI infrastructure (digital
certificates and Certificate Authorities). In order to register a computer as
a Certified Endpoint, end-users need to install a unique certificate,
provided by the organization, on their computers.

To provide users with the required certificate, this feature may make use
of any Certificate Authority (CA), installed on a remote computer (any
computer other than the IAG). In addition, for Portal trunks, the IAG
provides built-in support for Microsoft CA, installed locally, on the IAG.

Note
gi ¢ The Certified Endpoint feature is only supported on HTTPS trunks.

*  Activating the option “Disable Component Installation and
Activation” in the Session tab of the Advanced Trunk Configuration
window disables the Certified Endpoints feature. For details, refer to
the Intelligent Application Gateway Advanced Configuration guide, to
“Session Configuration” on page 133.

Certified Endpoint Configuration Overview

There are two ways of setting up the Certified Endpoint feature,
depending on where the CA is installed:

*  Using Microsoft CA installed on the IAG. This setup is only
applicable for Portal trunks, and is described in “Enabling Certified
Endpoint Using Microsoft CA Locally” on page 119.

*  Using any CA installed on a remote computer. This setup can be used
with any HTTPS trunk, and is described in “Enabling Certified
Endpoints Using a Remote CA” on page 122.
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Enabling Certified Endpoint Using Microsoft CA Locally

To enable the Certified Endpoint feature using Microsoft CA installed
locally on the TAG, perform the following steps:

Install Microsoft CA on the IAG. For details, refer to “Installing a
Microsoft Certificate Authority (Local CA Only)” on page 124.

Optionally, define a policy for issuing the CA certificates. By default, a
Manual policy is defined for the CA. You can change the policy to either
Automatic or to Automatic with Delay. For details, refer to “Defining
a Certification Authority Policy (Local CA Only)” on page 128.

Optionally, edit some of the default configuration settings. Refer to
“Editing the Default Configuration (Local CA Only)” on page 131.

Before you activate the Certified Endpoint feature, make sure that
end-users who are using Microsoft Internet Explorer prepare their
endpoint computers, as described in “Preparing Endpoint Computers
that Use Internet Explorer (ocal CA Only)” on page 134.

Enable the Certified Endpoint feature in the Configuration program:
in the Session tab of the Advanced Trunk Configuration window,
activate the option “Use Endpoint Certificate”. For details, refer to
the Intelligent Application Gateway Advanced Configuration guide, to
“Session Configuration” on page 133.

Add the “Certified Endpoint Enrollment” application to the trunk.
Refer to “Adding Certified Endpoint Enrollment to the Trunk (Local
CA Only)” on page 135. Note the following:

+ If you use the default portal homepage supplied with the IAG,
adding the Certified Endpoint Enrollment application to the
trunk automatically adds the required links to the end-user’s
portal. If you use a custom homepage, you can manually add this
functionality to your page, as described in the Intelligent
Application Gateway Advanced Configuration guide, in “Adding
Links to IAG Features on a Custom Homepage” on page 66.

+  The “Certified Endpoint Enrollment” application is not supported
on Camino browsers on Mac OS X, since the underlying Microsoft
application is not supported on those browsers.

Update the Certificate Trust List (CTL) with the new CA. Refer to
“Adding the CA to the Certificate Trust List (All CAs)” on page 136.

Back up the certificate settings, as described in “Backing Up the
Certificate Settings (All CAs)” on page 140.

Note
gi After the initial backup, make sure to back up the certificate settings from

time to time, especially before any IAG software upgrade or installation,
or any other changes to system settings.
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At this point, the Certified Endpoint feature is enabled. End-users can
obtain a certificate and turn their computers into Certified Endpoints. For
details, refer to “End-User Interaction (Local CA Only)” on page 140.

Once end-users request certificates, you can view and manage the
requests using the Certification Authority. Refer to “Viewing and
Processing Certificate Requests (Local CA Only)” on page 146.

Figure 21 on page 121 illustrates the following:

*  Steps that the administrator has to perform to enable the Certified
Endpoint feature when using a locally installed Microsoft CA.

*  Steps that the end-user must perform in order to be recognized as a
Certified Endpoint, depicted in the shaded areas.
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Figure 2l. Sample Flow for Enabling Certified Endpoint Using a Local CA
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Enabling Certified Endpoints Using a Remote CA

A remote CA is any CA that is installed on a computer other than the
IAG. You can use Microsoft CA or any other CA. When using a remote CA,
you have to provide end-users with the necessary certificate to use the
Certified Endpoint feature.

Note

gi The Certified Endpoint feature is only supported on HTTPS trunks. The
steps below describe how you enable Certified Endpoints for an existing
trunk.

To enable the Certified Endpoint feature using a remote CA, perform the
following steps:

* Install the certificates from the remote CA to the Trusted Root
Certification Authorities/Certificate store on the IAG. If you require
assistance with this installation, contact technical support.

+  Enable the Certified Endpoint feature in the Configuration program,
in the Session tab of the Advanced Trunk Configuration window. For
details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Session Configuration” on page 133.

*  Update the Certificate Trust List (CTL) with the new CA. Refer to
“Adding the CA to the Certificate Trust List (All CAs)” on page 136.

+  Back up the certificate settings, as described in “Backing Up the
Certificate Settings (All CAs)” on page 140.

é Note
After the initial backup, make sure to back up the certificate settings from
time to time, especially before any IAG software upgrade or installation,
or any other changes to system settings.

Figure 22 on page 123 illustrates the following:

*  Steps that the administrator has to perform to enable the Certified
Endpoint feature when using a remote CA.

+  Steps that the end-user must perform in order to be recognized as a
Certified Endpoint, depicted in the shaded areas.

122 Chapter 5: Endpoint Security
Certified Endpoints



Figure 22. Sample Flow for Enabling Certified Endpoint Using a Remote CA
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Certified Endpoint Configuration Steps

Depending on the way you set up the Certified Endpoint feature (refer to
“Certified Endpoint Configuration Overview” on page 118), the following
procedures are available for configuring the Certified Endpoint feature:

+  “Installing a Microsoft Certificate Authority (Local CA Only)” on page 124.

*  “Defining a Certification Authority Policy (Local CA Only)” on
page 128.

+  “Editing the Default Configuration (Local CA Only)” on page 131.

*  “Preparing Endpoint Computers that Use Internet Explorer (Local
CA Only)” on page 134.

*  “Adding Certified Endpoint Enrollment to the Trunk (Local CA
Only)” on page 135.

+  “Adding the CA to the Certificate Trust List (All CAs)” on page 136.
+  “Backing Up the Certificate Settings (All CAs)” on page 140.
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Installing a Microsoft Certificate Authority (Local CA Only)

124

This section describes how you install the Microsoft Certificate Authority
on the IAG, in order to provide users with the required certificates in a
local CA setup. If you use a CA installed on a remote computer, you have
to use other means in order to provide users with the certificates.

To install Microsoft Certificate Authority:

1. In the Windows desktop, click and select Settings > Control Panel
> Add/Remove Programs.
The Add/Remove Programs Properties dialog box is displayed.

2. Click Add/Remove Windows Component.
The Windows Components Wizard is displayed.

Windows Components Wizard

Windows Components
'ou can add or remowe components of Windows,

To add or remove a companent, click the checkbor. A shaded box means that anly
part of the component will be installed. To zee what's included in a component, click

Dretails.

LComponents:

(B Accessores and Utilities 49 B ﬂ
@Application Server 334 MB

™ [ Cerlificate Services 1.4 MBE

[ [ E-mail Services 1.1 ME

Wl %5 Faw Services 79 MR j

Description:  Ingtalls a certification authority [CA] to izzue certificates for use with
public key zecurity prograns.

Tatal dizk zpace required: 5.1 ME Details |
Space available on disk: 4592 9 ME —

< Back I Heut » I Cancel | Help |

3. In the “Components” list, check Certificate Services and click [Next>].

The CA Type window of the Windows Components Wizard is
displayed.
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4.

Windows Components Wizard

CA Type
Select the type of CA pou want to zet up.

" Enterprize oot LA

") Enterprize subordinate L
¥ Stand-alone root C2,

{~ Stand-alone subordinate Cé

Description of CA twpe
’7The miogt trugted CA in a Ca hierarchy.

Ta install an enterprise CA, Active Directary is required; you must alzo be a member of
the Enterprize Adming group.

v Use custom settings to generate the key pair and Ca certificate

< Back I Hewt » I Cancel Help

Select Stand-alone root CA.

Check Use custom settings to generate the key pair and CA certificate and

click [Next>].

The Public and Private Key Pair window of the Windows Components

Wizard is displayed.

Windows Components Wizard

Public and Private Key Pair
Select a cryptographic service provider [CSP), hash algorithm, and settings for the

key pair.
L5P: Haszh algorithm:
zoft Enhanced Cryptographic Provider «1.0 P D4 ;I
ticrozoft Exchange Cryptographic Provider 1.0 kD5
ticrozoft Strong Cryptographic Prowider —
Schlumberger Cryptographic Service Provider LI hl

[ Allavs this CSP to interact with the desktop Key length:

|2D-'-18 vl
™ Use an existing key:
Inpart. . |
151 F174ED-5709-4BE4-91ES-BFPASTFEROEC}

1843E D 484-E8E 7-4753-4096-7C520 048EFFa} . -
Microsoft Intemet Information Server d Hiew Certificate |

[T WUse the certificate associated with tis kep

< Back I Heut » I Cancel | Help
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6. Select the following:

*  In the “CSP” list, select Microsoft Enhanced Cryptographic
Provider vI.0.

* In the “Hash algorithm” list, select SHA-1.
* In the “Key length” drop down list, select 2048.
Click [Next>].

The CA Identifying Information window of the Windows Components
Wizard is displayed.

Windows Components Wizard

CA Identifying Information
Enter infarmation to identify thiz CA,

LCommon name for this CA;

Diiztinguizhed name suffis:
[C=il DC=whale D C=hiz

Preview of digtinguizhed name:
CH=DC=il.DC=whale, D C=hiz

Walidity period: Expiration date:

|5 IYears VI 427/20101:45 P

< Back I Hewt » I Cancel | Help |

7. Enter the Common name for this Certificate Authority and click
[Next >].

A cryptographic key is generated, and the Certificate Database
Settings window of the Windows Component Wizard is displayed.

126 Chapter 5: Endpoint Security
Certified Endpoints



Windows Components Wizard

Certificate Database Settings

Enter lacations for the certificate databaze, databaze log, and configuration
infarmation,

LCertificate databaze:

Browse. .

Certificate databaze loq:
II::'\WINNT'\system32kl:ertLog Browsze. .

[¥ | Store configuration information in 2 shared|folder
Shared folder;
IE:'\E‘ACnnfig Browsze...

A

[™ | Fresenve eristing certificate databaze

< Back I Hewt » I Cancel | Help |

8. Do not change the default values displayed in the Certificate
Database Settings window. Click [Next>].

If the I1IS is running, you are prompted to stop the IIS.

9. Click to stop the IIS on your computer.
A progress bar appears and the Microsoft Certificate Authority is
installed.

10. Click to exit the Windows Components Wizard.

11. To verify that the Certificate Authority is installed and working on

your computer, in the Windows desktop, click and select
Programs > Administrative Tools > Authentication Authority.

The Certification Authority window with the Certificate Authority you
just installed is displayed.

{8 Certification Authority 10| =l

File  Action View Help

&= AR FRE 2] =

@ Certification Authority (Localy Mame
E@ R Ch [(drevoked Certificates
“-[_] Rewoked Certificates [(d1ssued Certificates

[Z1] Issued Certificates [JPending Requests
[0 Pending Requests [COFailed Requests
‘(] Failed Requests

l | >
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Defining a Certification Authority Policy (Local CA Only)

128

The Microsoft CA provides two policies for issuing certificates:

*  Manual - the user’s request is defined as pending until the
administrator manually issues the certificate.

+ Automatic - the certificate is automatically issued after the request
1s received.

When the CA is installed, the default certification policy is Manual. You
can change this policy at any time, as described in “Selecting Between
Manual and Automatic Certification Policies” on page 128.

If you select the Automatic certification policy, by default, the certificate
1s issued immediately after the certification request is received. If you
wish, you can change the policy to Automatic with Delay, whereby the
certificate is issued only after the specified delay period. To configure this
policy, refer to “Setting the Certification Policy to Automatic with Delay”
on page 130.

é Note
When you change the certification policy, the change only affects new
certification requests. Requests that were entered prior to the change will
be treated according to the policy that prevails when the request was
entered.

Selecting Between Manual and Automatic Certification Policies
This procedure describes how you select between the Manual and
Automatic certification policies.

To select a certification policy:

1. In the Windows desktop, click and select Programs >
Administrative Tools > Certification Authority.

The Certification Authority window is displayed.
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CA’s home folder

{21 Certification Authority =10l x|
|J Action  Wiew |J¢' -P||||§|J y H ‘
Tres I Mame I
£ Certification Authority (Local) [(revoked Certificates
= [(dissued Certificatas

=] e Certificate =
-] Revoked Certificates
[ Issued Certificates
-] Pending Requests

[(Aprending Requests
[EAFailed Requests

2. Right-click the home folder of the CA and select Properties.
The CA’s Properties dialog box is displayed.
3. Select the Policy Module tab.

whale Certificate Server Properties

Storage | Auditing I Security

General Policy Madule | Exit Module I Extengions

— Dezcription of active policy module
Mame; Windows default
Description: Specifiez how ta handle certificate requests far
Enterprize and Stand-alone Che
Yersion; R.2.3730.1830
Copyright: @ Microzaft Carporation. All rights reserved.

Froperties... I Select...

QK | Cancel | Apply

4. Click [Properties..].
The Properties dialog box is displayed.
5. In the Request Handling tab, select one of the following actions:
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*  For manual mode, select the option:

“Set the certificate request status to pending. The administrator

must explicitly issue the certificate”.
*  For automatic mode, select the option:

“Follow the settings in the certificate template, if applicable.

Otherwise, automatically issue the certificate”.

Properties ﬂ E

Request Handling |

The Windows default policy module contrals how thiz CA should kandle
certificate requests by default.

Do the following when a certificate request iz received:

* §§et the certificate request status to pending. The administrator must :
iemplicitly issue the certificate,

€~ Follaw the settings in the certificate template, if applicable.
Othenwise, automatically izsue the certificate.

0k I Cancel | Apply |

Click [OK].

The default action is set. It will be applied to all new requests. Existing
requests are treated according to the policy that prevails when the

request was entered.

Setting the Certification Policy to Automatic with Delay

In addition to the policies you can select via the Certification Authority
interface, the IAG enables you to specify an Automatic with Delay policy.
This policy automatically issues the certificate, but only after a defined
delay interval.

To define an Automatic with Delay policy:

At the TAG, access the following file:
..\Whale-Com\e-Gap\Von\WhaleSEP\inc\info. inc

Copy the file you accessed in step 1 to the following custom folder;

if the folder does not exist, create it:
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..\Whale-Com\e-Gap\Von\WhaleSEP\inc\CustomUpdate
If such a file already exists, use the existing file.
3. In the file under the customUpdate folder, locate the line:
nAutoModeDelayInMinutes=0
4. Replace the value 0 with the required delay interval value.
5. Save the file.
The default policy is set to Automatic with Delay.

é Note
If at a later time you change the policy to either Automatic or Manual,
you need to manually reset the value of nAutoModeDelayInMinutes
back to 0:

nAutoModeDelayInMinutes=0

Editing the Default Configuration (Local CA Only)

The following Certified Endpoint configuration settings may be modified
after installing the Microsoft CA:

*  Pending timeout interval, for Manual certification policy. This setting
defines the interval between the time users request a certificate, and
the time they can receive it. After the specified interval, the end-user
can no longer request the pending certificate, and must begin the
certificate request process again. The default pending timeout
interval is 10 days. To change this value, refer to “Setting Pending
Timeout for Manual Certification Policy” on page 131.

*  The fields that are displayed to users requesting certificates in the
Certified Endpoint Certificate - User Information window, as
described in “Customizing User Information Properties” on page 132.

Setting Pending Timeout for Manual Certification Policy

This procedure describes how you change the pending timeout interval of
the Manual certification policy.

To set the pending timeout interval:

1. At the IAG, open the following file:
..\Whale-Com\e-Gap\Von\WhaleSEP\inc\certdat.inc

Note

gi This file is only available on the IAG after you install the CA on the server,
as described in “Installing a Microsoft Certificate Authority (Local CA
Only)” on page 124.
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2. Change the value of nPendingTimeoutDays. For example,
nPendingTimeoutDays=25.

3. Save the file.
The pending timeout interval is updated to the new value specified. It
will be applied to all new requests. The pending timeout interval for

existing requests is the interval that prevails when the request was
entered.

Customizing User Information Properties

This section describes how you change the properties of the fields that are
displayed to users requesting certificates in the Certified Endpoint
Certificate - User Information window. The default properties are
determined during the installation of the CA on the IAG, in the CA
Identifying Information window.

Figure 23. Properties That Can Be Edited in the User Information Window

3 Certified Endpoint - Microsoft Internet Explorel - IEI ILI

— Whal ifi i
Comae mications  certified Endpoint

User Information

Fleaze enter the fallowing:

ﬂame: Feter Reese \

E-Mail:
Carmpany: YWhale Communications
Departrment Engineering
City: Tel-Aviv
State: P&,
Qﬂuntr\dRegion: IL /

Submit = |

Tip

@ For information about customizing the look-and-feel of the Certified
Endpoint Enrollment pages, refer to the Intelligent Application Gateway
Advanced Configuration guide, to “Customizing Certified Endpoint
Enrollment Pages” on page 67.
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To edit the properties of the data fields in the User Information
window:

1.

At the TIAG, access the following file:
..\Whale-Com\e-Gap\Von\WhaleSEP\inc\info.inc

Copy the file you accessed in step 1 to the following custom folder;
if the folder does not exist, create it:

..\Whale-Com\e-Gap\Von\WhaleSEP\inc\CustomUpdate

If such a file already exists, use the existing file. The file contains the

definitions of the User Information data fields.
In the file under the customUpdate folder, change the properties of

the data fields as required. For each field, you can assign a status, as

follows:

+  FIELD_READONLY: read-only. A read-only field is displayed in

the User Information window, but users cannot edit its value.

+  FIELD_EDITABLE: read-write. A read-write field is displayed in

the User Information window with a text box, enabling users to
enter a value.

«  FIELD_HIDDEN: hides the field. A hidden field is not displayed

in the User Information window.

é Note

*  The content of all fields except the editEmail field is automatically
filled in, based on the certificate, therefore it is recommended that
these fields retain their default READONLY status.

* A sample of how this code is implemented is provided in “Sample
Code: info.inc” on page 134.

*  For more information, refer to the Intelligent Application Gateway
Advanced Configuration guide, to “Customizing Certified Endpoint
Enrollment Pages” on page 67.

Save the file.

When users next request a certificate, the data fields in the User
Information window will display according to the properties you set
here.
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Sample Code: info.inc

<%' CODEPAGE=65001 'UTF-8

' info.inc - global (DAT)a

if Session(INFO_INC) <> FILE_NOT EXIST then
include Session (INFO_INC)

else
'Delay between certificate request and certificate issue in
'automatic mode. Default value should be 0

nAutoModeDelayInMinutes=0

'default data fields edit status FIELD_READONLY, FIELD_EDITABLE,
'FIELD_HIDDEN

editCommonName=FIELD_READONLY

editEmail=FIELD_EDITABLE

editCompany=FIELD_READONLY

editDepartment=FIELD_READONLY

editLocalCity=FIELD_READONLY

editState=FIELD_READONLY

editCountry=FIELD_READONLY

end 1f%>

Preparing Endpoint Computers that Use Internet Explorer (Local CA Only)

134

é Note
This section is only relevant for endpoint computers using Microsoft
Internet Explorer. No preparation is required for other browsers.

Before you activate the Certified Endpoint option, make sure that end-
users who are using Microsoft Internet Explorer prepare their endpoint
computers as follows:

+  The browser needs to be configured to enable the download and
launching of signed ActiveX objects.

+  For Windows 2000 and Windows XP systems, power-user access level
1s required for the current user (like any other downloaded program
on Windows 2000 and Windows XP).

+  Users need to install the Microsoft Security Patch Q323172 on their
computer. This patch resolves the “Flaw in Digital Certificate
Enrollment Component Allows Certificate Deletion” security
vulnerability.
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The Q323172 security patch can be found at the following locations,
depending on the operating system end-users are using. Instruct your
end-users to follow the instructions on the web site to download and
install the appropriate security patch.

*  Microsoft Windows 2000:
http://www.microsoft.com/Downloads/
Release.asp?ReleaselD=41568

*  Microsoft Windows XP:
http://www.microsoft.com/Downloads/
Release.asp?ReleaselD=41598

*  Microsoft Windows XP 64-bit Edition:
http://www.microsoft.com/Downloads/
Release.asp?ReleaselD=41594

Adding Certified Endpoint Enroliment to the Trunk (Local CA Only)

This section describes how you add the Certified Endpoint Enrollment
application to the list of applications that are enabled through the trunk.
Once you add the application and activate the trunk, a “Make this
computer certified” link is automatically added to the default portal
homepage, enabling users to request a certificate and make their
computer a Certified Endpoint.

é Note
*  The ability to add a Certified Endpoint is automatically available on

the portal homepage only if you use the default portal homepage
supplied with the IAG. If you use a custom homepage, you can add
this functionality to your page, as described in the Intelligent
Application Gateway Advanced Configuration guide, in “Adding Links to
IAG Features on a Custom Homepage” on page 66.

¢ The “Certified Endpoint Enrollment” application is not supported on
Camino browsers on Mac OS X, since the underlying Microsoft
application is not supported on those browsers.

To add the Certified Endpoint Enrollment application to the trunk:

1.

In the Configuration program, from the List pane, select the trunk for
which you enabled the Certified Endpoint feature.

In the “Applications” area, under the Application List, click [Add..], or
double-click an empty line;

Or,
In the List pane, right-click the trunk and select Add Application.
The Add Application Wizard is displayed.
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3. Select “Built-in Services” and, from the drop-down list, select Certified
Endpoint Enrollment.

4.  Click [Finish].

é Note
For more information about adding applications to a trunk, refer to
“Creating an SSL VPN Portal” on page 28.

Adding the CA to the Certificate Trust List (All CAs)

é Note
If you are using a remote CA, import your server certificate into the local
computer’s Trusted Root Certification Authorities/Certificate store
before proceeding. For details, contact technical support.

The Certificate Trust List (CTL) is a signed list of CA certificates that
have been judged reputable by the administrator.

In order to use a CA, you have to notify the IAG that you trust the CA by
adding it to the CTL for the portal.

To add a CA to the CTL:
1. In the Windows desktop, click and select Programs >
Administrative Tools > Internet Information Services.
The Internet Information Services (IIS) Manager window is displayed.
2. Right-click on the portal and select Properties.
The portal Properties dialog box is displayed.
3. Click the Directory Security tab.
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4.

5.

6.

portal Properties

Performance |
Directary Security

website |
Dacuments

ISAPIFiters |
HTTP Headers I

Horne Directary
Custom Errors

—Authentication and access contral

=

(RS

Enable anonymous access and edit the
authentication methods For this resource

i~ IP address and domain name restrickions

@ IP addresses or Internet domain names.

Grant or deny access to this resource using

Edit... |

—Secure communications

Require secure communications and
enable client certificates when this
resource is accessed,

Server Certificate, . |
Wigw Certificate, |
Edit. .. |

o4 | Zancel |

fpply | Help |

In the “Secure communications” area, click [Edit.].
The Secure Communications dialog box is displayed.

Secure Communications

1 Require secure channel [S5L]

[™ | Require 128-bit encryption

 Client certificates

& |gnore client certificates
" Accept client certifizates
" Reguire client certificates

™ Enable client certificate mapping

Client certificates can be mapped to Windows uzer
accounts, This allows access control bo resources
uzing client certificates.

¥ Enable certificate tust list

Curent 7L [ |
New. | Edi.. |
0k I Cancel | Help |

Check the option “Enable certificate trust list”, and click [New..].

The Welcome to the Certificate Trust List Wizard screen is displayed.

Click [Next>].
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The Certificates in the CTL screen of the Certificate Trust List Wizard
is displayed.

Certificate Trust List Wizard |

Certificates in the CTL
The certificates lisked in the Following table are currently in the CTL,

Current CTL certificates:

Issued To | Issued B | Intended Purposes

l | 2

Add from Store Add Fram File Remove | Wiew Certificate |

< Back. I Mext = I Zancel |

7. Click [Addfrom Store].
The Select Certificate dialog box is displayed.

Select Certificate 2=

Select the certificates you want to use

Issued to | Issued b | Intende. .. | Friendly ... | E:I
Sy'mantec Root CA Symante...  <All= Mone C
[Z] Class 5 Public Primary Certif... Class3... SecureE... YeriSign... O
= class 2 Public Primary Certif,.. Class2 ... SecureE... VeriSign... EJ
Elvan Test ca an Tesk,,,  <all= MNone z
ETrusted Endpaint CA Trusted ... <all= Mone C
(=] Class 5 Public Primary Certif... Class3... SecureE... YeriSign... [ -

oK | Zancel | Wiew Certificate I

8. Select the certificate you wish to use and click [OK].

The Certificates in the CTL screen of the Certificate Trust List Wizard
is displayed with the certificate you selected.
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Certificate Trust List Wizard x|

Certificates in the CTL
The certificates lisked in the Following kable are currently in the CTL,

Current CTL certificates:

Issued To | Issued B | Intended Furposes
Trusted Endpoint CA Trusted Endpoint CA <Al
Jd | 2

Add From Store Add From File Remove | Views Certificate I

< Back | MNext = | Cancel |

9. Click [Next>].

The Name and Description screen of the Certificate Trust List Wizard
is displayed.

Certificate Trust List Wizard . |

Mame and Description

The CTL name and description help distinguish it From others CTLs,

Twpe a friendly name and description For the new CTL,
Friendly name:
Mew II5 CTL

Description:

This CTL is to be used as the list of trusked rooks for 115
virkual web sites,

< Back I MNext = I Cancel |

10. Enter a name and description for the new Certificate Trust List and
click [Next>].

The Completing the Certificate Trust List Wizard screen of the
Certificate Trust List Wizard with a summary of your settings is
displayed.
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11. Click [Finish].

The Certificate Authority is added to the Certificate Trust List. The
configuration process is complete. End-users can proceed to make their
computers Certified Endpoints, in one of the following ways:

*  Local CA installation: as described in “End-User Interaction
(Local CA Only)” on page 140.

*  Remote CA installation: end-users need to request a certificate by
means determined by the administrator.

Backing Up the Certificate Settings (All CAs)

Make sure that you have a backup of the private key. If not, create backup
files via the certificate store. After the initial backup, make sure to back
up the certificate settings from time to time, especially before any IAG
software upgrade or installation, or any other changes to system settings.

D
For instructions on how to back up the certificate, see

isé bl
End-User Interaction (Local CA Only)

é Note
This section is applicable only if the CA is installed locally, on the IAG.

Once the Certified Endpoint Enrollment application is added to the trunk,
the appropriate tools need to be added to the end-user pages. The
available tools depend on whether you are using the default portal
homepage or your own custom page, as follows:

+ If you use the default portal homepage, the following happens
automatically:

*  The Certified Endpoint button 1s added to the Whale toolbar.

« A Certified Endpoint link = = Make this computer certified (€))
1s added to the portal homepage.

+ If you use a custom page, you must ensure that one or both of the
following are added to the page so that users can request Certified
Endpoint status:
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http://www.thawte.com/ssl-digital-certificates/technical-support/ssl/iis6.html

The Whale toolbar, where the Certified Endpoint button 1s

automatically added. For a description of how you can use the
Whale toolbar with a custom homepage, refer to the Intelligent
Application Gateway Advanced Configuration guide, to the
section “Using a Custom Portal Homepage”, to step 4 on page 62.

A Certified Endpoint link, which can be added as described in the
Intelligent Application Gateway Advanced Configuration guide,
in “Adding Application Links on a Custom Portal Homepage” on
page 63.

In order for an endpoint computer to be granted Certified Endpoint
status, end-users have to take the following steps:

*  Submit a request for a certificate to be issued, as described in
“Requesting Certified Endpoint Status” on page 142.

+ If so defined in the certification authority policy, check whether the
request for Certified Endpoint status has been approved, as described
in “Checking the Certified Endpoint Request Status” on page 144.

*  Once the Certified Endpoint status has been approved, install the
certificate, as described in “Installing the Certificate and Logging In
as a Certified Endpoint User” on page 144.

cat

Note

The Certified Endpoint button is not displayed on handheld devices. In
order to grant Certified Endpoint status to a handheld device, do the
following:

*  Request Certified Endpoint status on a remote PC.
Note that the certificate must be created with the option to export
the private key.

¢ Once the request has been approved, install the certificate on the
remote PC.

*  Export the certificate to the handheld device. Make sure that you
also export the private key.

Tip

The endpoint enrollment pages shown in the procedures that follow are
the default pages supplied with the IAG. For instructions on how you can
customize the look-and-feel of the pages, refer to the Intelligent Application
Gateway Advanced Configuration guide, to “Customizing Certified Endpoint
Enrollment Pages” on page 67.
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Requesting Certified Endpoint Status
To submit a request to make a computer a Certified Endpoint:

1. Access the portal and click the Certified Endpoint button or link.
The Certified Endpoint - User Information window is displayed.

3 Certified Endpoint - Microsoft Internet Explorel - IEI ILI

Whal ifi i
Comae mications  certified Endpoint

User Information

Flease enter the fallowing:

Mame: Feter Reese

E-Mail:

Carmpany: YWhale Communications
Departrment Engineering

City: Tel-Aviv

State: P&,

CountryiRegion: L

Submit = |

2.  Enter the required user information in the text box or boxes.

Note

gi The fields available in this window may vary, according to the settings
defined during the configuration of the Certified Endpoint feature, as
described in “Customizing User Information Properties” on page 132.

3. At the bottom right corner of the screen, click [Submit>].

A message is displayed, prompting you to confirm the request for a
certificate.

4. Click to request a certificate.
Depending on your organization’s certification policy, one of the
following is displayed:
o If the certificate is issued immediately, you are notified in the

Certified Endpoint window that the certificate has been issued,
and are prompted to install the certificate on your computer.
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3 Certified Endpoint - Microsoft Internet Explorer - |E| |£|

Certified Endpoint

Whale =
Communications

Certificate Issued

Install this certificate

Refer to “Installing the Certificate and Logging In as a Certified
Endpoint User” on page 144 for further details.

If the certificate is not issued immediately, the Certified Endpoint
window indicates that the Certified Endpoint request is in
progress.

3 Certified Endpoint - Microsoft Internet Explorer - |E| |£|
——1 Whale HH H
Comae mications  certified Endpoint

Certified Endpoint Regquest in Progress

Your request for making this computer cedified has been received.
fou must now weait for an administrator to issue the cerdificate. In the
mearnwhile, you can continue using all available portal options.

Your Reguestidis 13,

Flease check the status of yvour requestin a day or two, using the
"Checkyour Cerified Endpaint request status” link on the Portal
Hompage.

Note:@ou must access the link within 10 days ,using the same
browser you Uzed 1o requesi o ecome a Cerified Endpaint.

Close |

Close the Certified Endpoint window. Your computer is not yet
certified. You can continue to use the available portal options as
before.

Within the period of time specified on the Certified Endpoint
window, you must use the same browser to check the status of
your request, as described in “Checking the Certified Endpoint
Request Status” on page 144.
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Checking the Certified Endpoint Request Status

The administrator needs to approve your request for Certified Endpoint
status and issue a certificate accordingly. You must periodically check the
status of the request and install the certificate, within the period of time
specified in the Certified Endpoint window.

gi Note
If you do not install the certificate within the specified time period, you
must re-initiate the request process.

To check whether the request for Certified Endpoint status has
been approved:

1. Access the portal and click the Certified Endpoint button or link.
One of the following is displayed in the Certified Endpoint window:

Message Do This

Certificate Issued Proceed to “Installing the Certificate and Logging In
as a Certified Endpoint User” on page 144.

Certified Endpoint Check again within the period of time specified on
Request in Progress the Certified Endpoint window (described on
page 144), using the same browser.

Certified Endpoint Speak to your administrator before requesting
Request Denied Certified Endpoint status again.

Installing the Certificate and Logging In as a Certified Endpoint User

Once your Certified Endpoint status has been approved and a certificate
issued, you must install the certificate on your computer in order to
complete the Certified Endpoint process.

To install the certificate and log in as a Certified Endpoint user:

1. Access the portal and click the Certified Endpoint button or link.
The Certified Endpoint - Certificate Issued window is displayed.

; Certified Endpoint - Microsoft Internet Explore; - |EI |L|

—— Whal e i
Comreunications  certified Endpoint

Certificate Issued

Install this cedificate
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2. Click “Install this certificate” to add the certificate to your computer.

e Ifyou are using Microsoft Internet Explorer, the certificate is
installed on your computer. Proceed to step 4 of this procedure.

» Ifyou are using a different browser, a certificate download dialog
box is displayed, in this example the Downloading Certificate
dialog box, displayed by Netscape Navigator.

Downloading Certificate x|

¥ou have been asked to trust a new Certificate Autharity (CA),

Do waou wank ko krust "Trusted Endpoint CA" Far the Fallowing purposes?
[] Trust this CA to identify web sites,

[] Trust this CA to identify email users.

[] Trust this CA to identify software developers.

Befare trusting this CA For any purpose, you should examine its certificate and its palicy and
procedures (f available).

Examine Ca certificate

[ [al'4 ] [ Cancel ] [ Help

3. Click [OK].

The certificate is installed on the computer. Once the certificate is
installed, the Certified Endpoint window indicates that this computer
s now certified.

; Certified Endpoint - Microsoft Internet Explorer - |EI |L|

— Whale ations  Certified Endpoint

A Microsoft Subsidiary

This computer is now Certified

Your newy cerificate has heen successfully installed.

In order for your changes to take effect please close all browser
Wi oS,

Close |

4. Click to close the Certified Endpoint window.

Your computer is now granted Certified Endpoint privileges, as set by
the administrator.

5. Close all open browser windows, then re-access the portal and log in.
The Client Authentication dialog box is displayed.
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Client Authentication ﬂﬂ

— ldentification

The Web site pou want to view requests identification.
Select the certificate to use when connecting.

tare Infa... | EiewEertificate...l

ak. I Cancel |

6. Select a certificate from the list and click [OK].

The login process is complete, and you are logged on as a Certified
Endpoint. The Certified Endpoint button or link is no longer available.

ol
If your portal homepage includes the Whale toolbar, you can click

to access the System Information window, in order to verify your certified
endpoint status. There should be a checkmark next to “Certified
Endpoint”.

Viewing and Processing Certificate Requests (Local CA Only)

After a certificate is requested, depending on your Certificate Authority
Policy, you can perform one of the following actions for the certificate
request:

+  Issue a certificate for the pending request.
*  Deny a certificate for the pending request.

You can view requests for Certificate Authorities in the Certification
Authority window.

To view certificate information:

1. In the Windows desktop, click and select Programs >
Administrative Tools > Certification Authority.
The Certification Authority window is displayed.

2. Select the Certification Authority, and double-click one of the
following folders:
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*  Revoked Certificates
+  Issued Certificates

*  Pending Requests

*  Failed Requests

The information in the selected folder is displayed in the right pane of
the Certification Authority window.

In the example below, the Pending Requests folder was selected and
all pending requests are displayed.

{21 Certification Authority 10l =l
[« » | @[m] B |
Tree I I | Request Disposition Messagel Regquest Submissi...l Requester Name | Regquest

@, Certification Autharity (Local) B Taken Under Submission 17/06/2005 1248  TAMNVIUSR_ADMIN  IL

E--@ wihale Certificate Server

To issue a certificate from a pending request:

1. Right-click the pending request in the Certification Authority window
and select All Tasks > Issue.

The certificate is issued. The pending request is moved from the
Pending Requests folder to the Issued Certificates folder.

To deny a pending request for a certificate:

1. Right-click the pending request in the Certification Authority window
and select All Tasks > Deny.

The pending request is denied and is placed in the Failed Requests
folder. When the end-user checks the status of the Certified Endpoint
request, a screen is displayed informing the end-user that the request
was denied.

Whale Client Components

Whale Client Components are installed on the endpoint computer, in
order to enable some of the IAG features. The components include the
following:

+ Whale Component Manager ActiveX object, which downloads,
installs, manages, and removes all the Whale Client Components.

+ Attachment Wiper ActiveX component; for details, refer to
“Attachment Wiper” on page 110.
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*  Client Trace utility, used for support purposes.

*  Endpoint Detection ActiveX component; for details, refer to “Endpoint
Policies” on page 93.

*  Non-web tunneling components, including:

+  SSL Wrapper ActiveX component; for details, refer to Chapter 6:
“SSL Wrapper”.

*  Socket Forwarding component; for details, refer to “Technology
Overview” on page 172.

*  Socket Forwarding Helper utility, used for support purposes.

*  Network Connector component; for details, refer to Chapter 7:
“Network Connector”.

Since the Whale Client Components provide a wide range of options and
features, when a user first accesses the site, the IAG detects whether it
can install the components on the endpoint computer, according to the
prerequisites described in “Prerequisites for Installing the Whale Client
Components” on page 151.

*  On endpoint computers that meet those prerequisites, the Whale
Component Manager installs the Client Components, as required.

*  On endpoint computers that do not meet these prerequisites, such as
computers running non-Windows operating systems, or an Internet
Explorer browser where the download and launching of signed
ActiveX objects is disabled, the Client Components are not installed.

In cases where the SSL Wrapper ActiveX component is not installed on
the computer, when the user attempts to access a non-web application,
the SSL Wrapper Java™ applet runs on the endpoint computer, in order
to enable access to the application. The Java applet provides only SSL
Wrapper functionality, and does not enable any of the other features that
are enabled by the Whale Client Components, such as endpoint policies or
the Attachment Wiper.

The descriptions in this section do not apply to the SSL Wrapper Java
applet. The applet, including the prerequisites for running it on the
endpoint computer, is described in Chapter 6: “SSL Wrapper”.
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é Note
You can disable component installation in the Session tab of the Advanced

Trunk Configuration window, as follows:

*  Activating the option “Disable Component Installation and Activation”
disables the installation and activation of all the Whale Client
Components on endpoint computers, including the SSL Wrapper Java
applet, thus disabling all the features that are enabled by those
components. It also disables the Certified Endpoints feature. For
details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Session Configuration” on page 133.

*  Activating the option “Uninstall Socket Forwarding Component™
disables the installation of the Socket Forwarding component on
endpoint computers and removes this component from all endpoint
computers when users next access the site. For details, refer to
“Endpoint Settings” on page 108.

This section describes:

The conditions under which the components are installed and run,
and the available installation modes, in “Installing and Running the
Components on Endpoint Computers” on page 150.

How to configure users’ Trusted Sites lists, so that the Whale Client
Components can verify that the site is trusted, in “IAG Trusted Sites”
on page 160.

How users can reset the Whale Component Manager settings on their
computer to the default values, in “Restoring the Whale Client
Components Defaults” on page 165.

How users can remove the components from their computer, and how
you can enforce the removal of the Socket Forwarding component
from remote computers, in “Uninstalling the Whale Client
Components” on page 167.
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g) Tip

Users can check whether the Whale Client Components are installed on
their computer in the portal’s System Information window:

@ https:/fmportal.microsoft.com - System Information (2) - Microsoft Internet Explorer g
——, Whale N "
Conale mications System Information
whale Corr ications Intelligent Application Gateway
Whale Client —
le Client C =Lk ]
Components Whale Compaonent Manager v (3,7,0,12)
Endpoint Detection v (3,7,0,12)
SSL Wrapper ¥ (3,7,0,12)
S5L Wrapper Java Applet T
Socket Forwarder LSP: ¢ (3,7,0,12) NSP: ¢ (3,7,0,12) SR+
MNetwork Connector Client: ¢ (3,7,0,12) Driver: ¢ (3,7,0,12) Not Running
Attachment Wiper T™ v (2,7,0,12)
Anti-wirus eTrust 7.1 (Updated: 12/5/2006 10:09;02 PM)
Personal Firewall XPSP2 Version: N/&
Operating System Windows %P Professional 5.01.2600, Service Pack 2
Browser Yersion Internet Explorer &
User Agent Mozillaf4.0 (compatible; MSIE 6.0; Windows NT 5.1; Sv1; MET CLR 2.0.50727;
MET CLR 1.1.4322)
Sun IRE Version Nja
Domain WHALECOM
Certified Endpoint X
Privileged Endpoint x
This site is protected by the Whale Cormmunications Intelligent Application Gateway.
To refresh this page, please log out then log in again.
(] bone 2 B Internet

Installing and Running the Components on Endpoint Computers
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This section describes how users can install and run the Whale Client
Components on their computer, including:

+  “Prerequisites for Installing the Whale Client Components” on
page 151.

*  The available installation modes, including:
*  “Online Whale Client Components Installation” on page 152.
*  “Whale Client Components Installer” on page 154.
+  “Offline Whale Client Components Installation” on page 157.
+  “Prerequisites for Running the Whale Client Components” on page 159

Once the Client Components are installed on the endpoint computer, the
Whale Component Manager updates installed components as updates
become available.

é Note
*  The installation and removal of the components may require a restart of
the browser or of the computer. Users are notified accordingly.

*  If removal of the components is not complete because a user selected
not to restart the browser or computer, no updates will be installed.
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Prerequisites for Installing the Whale Client Components

Table 18 on page 151 lists the prerequisites on the endpoint computer for
the installation of the Whale Client Components, including prerequisites
for each of the available installation modes.

Table 18. Prerequisites for Installing the Whale Client Components

Prerequisite Online Component Offline
Installation* Installer Installation

Operating system: V4 V4 v

Windows 2000 or higher

Browser: V4 J X

Internet Explorer 6.0 or higher

Browser enables download of V4 X X
signed ActiveX objects

Browser enables running of V4 X X
signed ActiveX objects

On Windows 2000, XP, and V4 v 4 v

2003, power-user privileges***

*  For the Socket Forwarding component: the endpoint computer must meet the
“Install Socket Forwarding Component Policy”, set in the Session tab, in the
“Endpoint Policies” area. For details, refer to “Endpoint Policies” on page 93.

**  For the Network Connector component: any browser supported by the IAG. For
a list of supported browsers, see “Supported Browsers” on page 19.

*** For the Socket Forwarding and Network Connector components: Administrator
privileges.
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Online Whale Client Components Installation
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é Note
The Whale Client Components are only installed on the endpoint
computer in online installation mode if component installation is enabled
for the trunk, that is, the option “Disable Component Installation and
Activation” is not selected in the Session tab of the Advanced Trunk
Configuration window.

This installation mode is suitable for end-users who have ActiveX
download rights on an Internet Explorer browser, and are logged in with
power-user or Administrator privileges.

In this mode, as soon as users try to access the site, prior to the Login
stage, the IAG downloads the Whale Component Manager onto their

computer. Once the Component Manager is installed on the endpoint
computer, it determines the need for the installation of the rest of the
components each time the user accesses the site, and installs them as

follows:

+ By default, the following components are installed automatically:
+ Attachment Wiper
*  Client Trace utility
+  Endpoint Detection

If required, you can configure other components that will be installed
automatically, as described in “Configuring the List of Automatically
Installed Components” on page 152.

*  The rest of the components are installed as required. For example:
when the user accesses a non-web application for the first time, the
Component Manager installs the SSL. Wrapper component.

Configuring the List of Automatically Installed Components
This section describes how you can add components to the default list of

components that the Component Manager installs automatically on the
endpoint computer.

To add components to the list of automatically installed

components:

1. At the IAG, access the following custom folder; if it does not exist,
create it:
..\Whale-Com\e-Gap\von\InternalSite\inc\CustomUpdate

2.  Under the folder you accessed in step 1, create the following file:
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+ If you wish the changes you make to affect all trunks, create the
file Installxml.inc.

+ If you wish the changes you make to be applied to a specific
trunk, create the following file:

<Trunk_Name><Secure (0=no/l=yes)>InstallXml.inc

For example: for an HTTPS trunk named “MyTrunk”, create
the file mytrunklInstallXml.inc

If such a file already exists, use the existing file.

3. Copy the following lines into the file you created in step 2:
<%
Response.write "<Component Name=""SSL Wrapper"" ID=""1"" Install=""1"" />"
Response.write "<Component Name=""Network Connector"" ID=""17""
Install=""1"" />"
if uninstall_lln = "0" and remove_lln = "0" then
Response.write "<Component Name=""Socket Forwarding"" ID=""8""
Installzu ||1|| n />||
Response.write "<Component Name=""Socket Forwarding activation: Basic""
ID:H ||33|| n Install:H ||l|| n />ﬂ
Response.write "<Component Name=""Socket Forwarding activation: Extended""
ID=""65"" Install=""1"" />"
Response.write "<Component Name=""Socket Forwarding activation: VPN""
ID=""129"" Install=""1"" />"
end if
%>
4. Comment out the lines that are not applicable by adding ' at

beginning of the line, where:

*  The following line adds the SSL Wrapper component to the list of
automatically installed components:
Response.write "<Component Name=""SSL Wrapper"" ID=""1""
Install=""1"" />"

*  The following line adds the Network Connector component to the
list:
Response.write "<Component Name=""Network Connector""
ID=""17"" Install=""1"" />"

*  The following line adds the Socket Forwarding component to the
list:
Response.write "<Component Name=""Socket Forwarding""
ID=""8"" Install=""1"" />"

In addition, the following lines enable the Socket Forwarding
activation mode:
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Basic mode:

Response.write "<Component Name=""Socket Forwarding
activation: Basic"" ID=""33"" Install=""1"" />"
Extended mode:

Response.write "<Component Name=""Socket Forwarding
activation: Extended"" ID=""65"" Install=""1"" />"
VPN mode:

Response.write "<Component Name=""Socket Forwarding

activation: VPN"" ID=""129"" Install=""1"" />"

Make sure the required Socket Forwarding Activation mode is
enabled; if the component is used by multiple applications, in
various Activation modes, make sure all the applicable modes are
enabled.

When users next access the site, the automatic component installation
includes the additional components you defined here.

Whale Client Components Installer

154

This installation mode is suitable for end-users who do not have ActiveX
download rights on an Internet Explorer browser, and are logged in with
power-user or Administrator privileges. It can also be used on browsers
other than Internet Explorer, by end-users who are logged in with
Administrator privileges, to install the Network Connector component.

In this mode, users can download an auto-install file onto their computer,
using either an “installer” toolbar button, or a link on the portal
homepage. They can then log out of the site, and use this file to install the
components in an offline mode.

In order to install the Whale Client Components in this mode, the
following steps have to be taken:

*  You need to configure the installer, as described in “Configuring the
Whale Client Components Installer” on page 154.

*  End-users need to install the components on their computer, as
described in “Installing the Whale Client Components via the
Installer” on page 156.

Configuring the Whale Client Components Installer

In order for end-users to be able to use the Whale Client Components
Installer, you need to add a link to the auto-install file on the portal
homepage:
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+ If you use the Whale toolbar with the portal homepage, enable the
“Whale Client Components Installer” button and define which
installation file is used. For details, refer to the Intelligent
Application Gateway Advanced Configuration guide, to “Content
Changes in the Default Portal Homepage” on page 57.

Note
gi When using the Whale toolbar, the button is only visible on endpoint
computers running a Windows operating system.

+ If you use a custom homepage that does not include the Whale
toolbar, add a link to the file on the custom page. For details, refer to
the Intelligent Application Gateway Advanced Configuration guide, to
“Adding Links to IAG Features on a Custom Homepage” on page 66.

( ) Tip
For detailed information on the customization of the portal homepage
and the Whale toolbar, refer to the Intelligent Application Gateway
Advanced Configuration guide, to “Portal Homepage Configuration” on

page 54.

The following table lists the files that can be used for the installation of
the Client Components, including which components are installed on the
endpoint computer by each file.

Table 19. Whale Client Components Installer—Installation Options

File

WhlClientSetup-Basic.exe

WhlClientSetup-
NetworkConnector.exe

WhlClientSetup-
SocketForwarder .exe

WhlClientSetup-All.exe

WhlClientSetup-
NetworkConnectorOnly.exe

Installs the following components:

Basic components: Attachment Wiper, Client Trace
Utility, Endpoint Detection, SSL Wrapper ActiveX
component.

Basic components + Network Connector
component.

Basic components + Socket Forwarding component.

Basic components + Network Connector
component + Socket Forwarding component.

Network Connector component only, without the
basic components.
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é Note

* If the installation detects that Whale Client Components are already
installed on the computer, it upgrades any of the components that
are of older versions, even if their installation is not enabled in the
current installation configuration.

*  When using the Whale toolbar, the “Network Connector
component only” installer is always downloaded on browsers other
than Internet Explorer, such as Netscape Navigator or Mozilla
Firefox, so that the Network Connector client can run via the SSL
Wrapper Java applet.

Installing the Whale Client Components via the Installer

Once you configure the Whale Client Components Installer, as described
in “Configuring the Whale Client Components Installer” on page 154,
users can download the installer onto their computer using the installer
button or link on the portal homepage.

To install the Whale Client Components via the Installer:

1. At the portal homepage, click on the Whale toolbar, or, if the
Whale toolbar is not used, click the link to the installer.

The file that was defined during the configuration of the button or link
is downloaded onto the computer. When prompted, select to save the

file.

2. Log out of the portal, using the site’s logout mechanism, and close all
the browser windows that were opened through the portal.

For example: in sites that use the Whale toolbar, click to

log out of the portal.
3. Run the file you downloaded in step 1.
The Whale Client Components Installation Wizard starts.

4. Follow the instructions on the screen to complete the Wizard and
install the components on the computer.
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Offline Whale Client Components Installation

This installation mode is suitable for end-users who don’t have ActiveX
download rights on an Internet Explorer browser, and are non-privileged
(guest/user) users. In this setup, the administrator has to log in to the
endpoint computer with power-user or Administrator privileges, and
install the components before the user accesses the site.

In order to enable offline component installation, take the following steps:

Configure the settings of the offline component installation, as
described in “Configuring Offline Component Installation” on
page 157.

Deploy the component library to end-users, as described in
“Deploying Offline Component Installation” on page 158.

é Note

*  Inform users that during component installation, they should not
access the portal homepage or any other location within the site.

¢ If the installation detects that Whale Client Components are already
installed on the computer, it upgrades any of the components that
are of older versions, even if their installation is not enabled in the
current installation configuration.

Configuring Offline Component Installation

You can configure the following aspects of the offline component
installation:

Determine which components users will be able to install. For
example, you can select to enable the SSL Wrapper component, but
not the Socket Forwarding component.

Replace the graphic that appears the installation screens.

Enable or disable Custom installation mode, where users can select
which of the enabled components to install. If Custom mode is
disabled, the installation will run in Typical mode, where all enabled
components are installed.

Note
gi Custom mode is only applicable when you deploy the components

installation in Interactive mode, as described in “Deploying Offline
Component Installation” on page 158.
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To configure offline component installation:

1. Copy the file CcomponentsConfig.xml from this location:
..\Whale-Com\e-Gap\utils\OfflineClientSetup
To:
..\Whale-Com\e-Gap\utils\OfflineClientSetup\CustomUpdate

2. In the file you copied in step 1, determine whether to enable the
installation of each component or not, whereas:

* Install="1":install

*  Install="0":don’t install

For example:

The following line enables the installation of the Network Connector
component:

<Component Name="Network Connector" ID="17" Install="1"/>

3. Still in the file you copied in step 1, determine whether to enable
Custom installation mode, whereas:

<CustomSetup Enable="1"/>: enable Custom installation

<CustomSetup Enable="0"/>: disable Custom installation

4. In order to replace the graphic that appears in the installation
screens, place your graphic in the following location:
..\Whale-Com\e-Gap\utils\OfflineClientSetup\CustomUpdate
The replacement graphic must be:

* A Bitmap (.bmp) format graphic
+  File name: 1logo.bmp

*  Size of the graphic must be the same size as the original graphic:
Width 118 x Height 238 pixels

Deploying Offline Component Installation

Once you configure the installation settings, as required, deploy the
installation to end-users. You can deploy the installation in one of two
modes:

+  Silent mode, where no user intervention is required. Note that, when
you use this deployment method, Custom installation is not
applicable.

* Interactive mode, where an installation wizard guides the user
through the installation.

Both deployment methods are described in this section.
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To deploy the offline component installation in Silent mode:

1.

Use the following command line to execute component installation in
Silent mode:

..\Whale-Com\e-Gap\utils\OfflineClientSetup\Setup.exe -s

For example: use a batch file to run this command from the offline
client setup location.

Once this command is run on an endpoint computer, the Whale Client
Components are installed on the computer with no user intervention.

To deploy the offline component installation in Interactive mode:

1.

2.

Deploy the following folder, including all files and subfolders:
..\Whale-Com\e-Gap\utils\OfflineClientSetup

Advise users to double-click the file setup. exe, located under this
folder.

The Whale Client Components Installation wizard starts. Users can
follow the instructions on the screen to complete the wizard and install
the components on their computer.

Prerequisites for Running the Whale Client Components

Table 20 on page 159 lists the prerequisites on the endpoint computer for
running the Whale Client Components, once they are installed on the
computer, including:

Prerequisites for running the ActiveX components: Attachment
Wiper, Endpoint Detection, and SSL Wrapper components.

Prerequisites for running the Socket Forwarding component.

Prerequisites for running the Network Connector component, both
via the SSL Wrapper ActiveX component and via the SSL Wrapper
Java applet.

There are no special prerequisites for running the Client Trace and
Socket Forwarding Helper utilities.

Table 20. Prerequisites for Running the Client Component

Prerequisite ActiveX Socket Network Network

Components Forwarder Connectorvia Connector
ActiveX SSL  via Java SSL
Wrapper Wrapper

Operating system Windows 2000 Windows2000 Windows 2000  Windows 2000

or higher or higher or higher or higher
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Table 20. Prerequisites for Running the Client Component (Cont’d)

Prerequisite ActiveX Socket Network Network
Components Forwarder Connectorvia Connector
ActiveX SSL  via Java SSL

Wrapper Wrapper
Browser Internet Internet Internet Java SSL
Explorer 6.0 or Explorer 6.0 Explorer 6.0 or  Wrapper
higher or higher higher supported
browser *
Browser enables  Required Required Required NA
running of signed
ActiveX objects
User privileges Any Any ** Administrator Administrator
Windows DHCP  NA NA Must be running  Must be running

Client service

*  The Java applet is supported on the browsers that are supported by the IAG, as
listed in “Supported Browsers” on page 19.

**  Some applications might require Administrator privileges. For details, see
“Technology Overview” on page 172.

IAG Trusted Sites

This section describes how to configure the end-user’s Trusted Sites list.
The list should contain each of the IAG sites the user needs to access, so
that the Whale Client Components can verify it is trusted.

( ) Tip
For a description of when the Whale Client Components verify that the
IAG site is trusted, refer to:

*  “Endpoint Detection” on page 95.

*  “SSL Wrapper” on page 171.

An TAG site can be added to the user’s Trusted Sites list on the endpoint
in one of two ways:
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The domain administrator can remotely add the site or a number of sites to
the user’s Trusted Sites list with no user intervention. For details, refer to
“Remote Configuration of Users’ Trusted Sites Lists” on page 162.

Users can add the IAG site to their Trusted Sites list on demand, as
shown in the sample prompt below:

Security Alert

The following site ie about to launch one or more applications on your
computer, or retrieve security information from your computer:

x|

https: //mportal_ microsoft.com

V' Trust this site:
" Temporarily, until | dizconnect from this site
= For a limited period of I-I ill daps

0 lways

Trust

| Dion't Trust I

Once users add a site or a number of sites to the list, they can remove
them from the list via the System Information window, by clicking
the button “Delete user-defined Trusted Sites list”; this removes all
the user-defined sites from the list:

Delete user-defined
Trusted Sites list

ok

] https:/fmportal. microsoft.com - System Information (2) - Microsoft Internet Explorer

System Information

Whale
Communications

Whale Communications Intelligent Application Gateway

Whale Client Components

tos

Whale Component Manager v (3,7,0,12)
Endpoint Detection v (3,7,0,12)
S5L Wrapper v (3,7,0,12)
S5L Wrapper Java Aapplet [

Socket Forwarder
Metwork Connector
Attachment Wiper TM

LSP: ¢ (3,7,0,12) NSP: ¢ (3,7,0,12)
Client: ¢ (2,7,0,12) Driver: ¢ (3,7,0,12) Not Running
v (3,7,0,12)

o

Anti-virus
Persanal Firewall
Operating System
Browser Yersion

eTrust 7.1 (Updated: 12/5/2006 10:09:02 PM)
®PSPZ Warsion: MiA

Windows ¥P Professional 5.01.2600, Service Pack 2
Internet Explorer 6

User agent Mozillaf4.0 (compatible; MSIE 6.0; Windows NT 5.1; $W1; MET CLR 2.0.90727;
MET CLR 1.1.43222)

Sun JRE wersion i

Domain WHALECCOM

Certified Endpoint X

Privileged Endpaint x

This site is protected by the whale Communications Intelligent application Gateway.

To refresh this page, please log out then log in again.

@ Done

S @ Internet
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Remote Configuration of Users’ Trusted Sites Lists

162

This section describes how the domain administrator can remotely
manage end-users’ Trusted Sites list, so that users are not prompted
when the Whale Client Components verify that the IAG site is trusted.

You control the configuration of the Trusted Sites list using a Registry key
that you add to the user’s endpoint, which you can deploy as you do any
other managed configuration, for example via the Windows Logon Script,
or as part of your Group Policy. You can also use this key to control which
other sites users can add on demand to their IAG Trusted Sites list.

To configure the Trusted Sites list:

1. At the IAG, access the following folder:

..\Whale-Com\e-Gap\von\InternalSite\samples

2.  From the samples folder, copy the following files to an external location;
make sure they reside in the same folder:

CheckSite.bat
CheckSite.reg
3. At the location where you copied the files, edit the file CheckSite.reg,
as described in Table 21 on page 163.
The file provides a sample configuration, which adds the following
sites to users’ Trusted Sites lists:
. https://www.microsoft.com
. https://www.myPortal.com
Note the following in the sample configuration:
+  Users can add sites to the Trusted Sites list on demand; they
cannot, however, add HTTP sites to the list.

*  Users will not be prompted if a trusted site’s certificate is invalid.
In this case, detection will not be performed.

+  Users will be prompted if an untrusted site’s certificate is invalid,
and will be able to add it to the Trusted Sites list on demand.

4. Deploy the Checksite.bat file to the end-users whose Trusted Sites
list you wish to configure.

é Note
Make sure the file CheckSite.reg resides in the same folder as the file
CheckSite.bat.

At the endpoints where you deployed the configuration, the following
Registry key is added or updated according to your definitions:

HKEY_CURRENT_USER\Software\WhaleCom\Client\CheckSite

The Trusted Sites configuration is applied on the endpoint, with the
settings you defined here.
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Value

Managed

CanAddSites

CanAddHttpSites

PromptlnvalidCertTrusted

Table 2I. Values of CheckSite.reg

Type

DWORD

DWORD

DWORD

DWORD

Description

Mandatory. Determines
whether this
configuration is applied,
and whether the
computer’s Trusted
Sites list is managed
remotely or not.

Optional. Determines
whether the user can
add other sites to the
Trusted Sites list on
demand.

Optional. Determines
whether the user can
add HTTP sites to the
list on demand.
Applicable only when
the value of
“CanAddSites” is 1.

Optional. Determines
behavior when a trusted
site’s certificate is
invalid.

Data

* 1: managed.
* 0:unmanaged.

Note: Any number
other than 1 is
considered a zero.

* 1:users can add sites
to list.

* 0:users cannot add
sites to list.

If this value is not
defined, users cannot
add sites to the list.

* 1:users can add
HTTP sites to Trusted
Sites list.

* 0:users cannot add
HTTP sites to Trusted
Sites list.

If this value is not
defined, users cannot
add HTTP sites to the
list.

* 1:users are
prompted and can
select whether to add
the site to the Trusted
Sites list or not.

* 0:users are not
prompted; access to
the site is denied.

If this value is not
defined, users are not
prompted.
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Table 2I. Values of CheckSite.reg (Cont’d)

Value Type Description Data
PromptlnvalidCertUntrusted = DWORD  Optional. Determines * 1:users are
whether users are prompted and can
prompted when an select whether to add
untrusted site’s the site to the Trusted
certificate is invalid. Sites list or not.

* 0:users are not
prompted; access to
the site is denied.

If this value is not
defined, users are

prompted.
TrustedSite<#> String Mandatory. List of Define a site as follows: *
trusted sites. * Schema: HTTPS or
HTTP**

* Host: FQDN or IP

* Port number;
optional for default
ports (443 and 80).

PilotExpirationTime String Optional. End date of Date, using the following
“pilot” mode. While in  format:
this.mode, the identity mm,/dd/yyyy
of sites on the Trusted
Sites list you defined
here is not verified.
Caution: Use this
option for a very limited
time, and not during
system up-time.

By default, no pilot
period is configured.

* Values are case-insensitive.

**  The identity of trusted HT TP sites will not be verified, since they do not use a
server certificate.

164 Chapter 5: Endpoint Security
Whale Client Components



Restoring the Whale Client Components Defaults

End-users can restore the Whale Client Components settings on their
computer to the default values in one of two ways:

* In the System Information window, which they access from the portal
homepage, by clicking the button “Restore Whale Client Components

»
defaults”:
Restore Whale Client
Components defaults
&1 https:/fmportal. microsoft.com - System Information (2) - Microsoft Internet Explorer 3
= Whale H
Communications System Information
Whale Communications Intelligent Application Gateway
Whale Client Components ) 3
Whale Component Manager v (3,7.0,12)
Endpaint Detection v (3,7,0,12)
S5L Wrapper v (3,7,0,12)
S5L Wrapper Java Applet I
Socket Forwarder LSP: ¢ (3,7,0,12) NSP: ¢ (3,7,0,12) (SR
Network Connector Client: ¢ (3,7,0,12) Driver: ¢ (3,7,0,12) Mot Running
Attachment Wiper TM v (3,7,0,12)
Anti-virus eTrust 7.1 (Updated: 12/5/2006 10:09:02 PM)
Personal Firewall XPSP2 Wersion: M/A
Qperating System Windows XP Professional 5.01.2600, Service Pack 2
Browser Wersion Internet Explorer 6
User Agent Mozillaf4.0 (compatible; MSIE 6.0; Windows NT 5.1; 5W1; MNET CLRE 2.0,.50727;
MET CLR 1.1.4322)
Sun IRE Yersion [
Domain WHALECOM
Certified Endpaint x
Privileged Endpaint X
This site is protected by the Whale Communications Intelligent Application Gateway,
To refresh this page, please log out then log in again.
@j Done é Q Inkernet

* By uninstalling the Whale Client Components from their computers,
as described in “Uninstalling the Whale Client Components” on
page 167.

Restoring the Whale Client Components defaults enables users to receive
the following notifications, even in cases where the user previously
selected the option “Don’t show me this message again” when the message
was displayed. Once the defaults are restored, whenever applicable, the
user receives notifications that are displayed when:
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+ It is necessary to add the site to the user’s Trusted Sites list:

Security Alert x|

The folloving zite iz about to launch one or more applications on pour
camputer, of retrieve security information from wour computer:

https://mportal. microzoft. com

v Trust this site:

 Temporarily, until | disconnect from this site

£~ Far a limited period of I-I ill days

Trust | Dion't Trust I

Note

gi Restoring the defaults deletes only sites that the user added to the Trusted
Sites list; it does not delete the administrator-configured sites from the
list. For details on adding sites to the list, refer to “IAG Trusted Sites” on
page 160.

+ It is necessary to add the site to the browser’s pop-up blocker’s
allowed site:

Whale Client Components x|

2 . Toenzure complete functionality with this zite, it iz necezsam to add the
1 ," zite to the pop-up blocker's allowed sites of the brovwser. "Waould vou like
to implement the required changes?

[ Dow't show me this message again

Ho
Tip
For details regarding this option, refer to “Endpoint Settings” on
page 108.

*  The Whale Component Manager detects problems with some of the
Whale Client Components files on the computer:
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whale Client Components x|

YWwhale Compotient Manager detected problems with zome
of the "whale Client Compaonents files on pour computer.
Files are mizzing. or their file version iz wiong, as follows:

File TepDumper. dil iz mizsing on disk
File: wWihiCach3. exe actual disk version: 3,1, 0503, 7

YWwould pou like to update the files?

[~ Don't show me this message again

*  The browser has to be restarted after the installation of the Socket
Forwarding component of the Whale Client Components:

Whale Client Components x|

#& . |noarder to complete the update of Whale Client Components, your
browszer must be restarted. Thiz will cloze all open browser windows.

[~ Don't show me this message again

Tip
For details on the Socket Forwarding component, which can be used with
the SSL Wrapper, refer to Chapter 6: “SSL Wrapper”.

Uninstalling the Whale Client Components

gi Note
*  Uninstalling the Client Components restores the Whale Component
Manager settings on the endpoint computer to the default values, as
described in “Restoring the Whale Client Components Defaults” on
page 165.

o For Windows 2000, Windows XP, and Windows 2003 systems,
power-user access level is required for the current user.
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Once the Client Components are installed on the endpoint computer, they

can be uninstalled as follows:

* In the Windows desktop, click and select Settings > Control Panel
> Add/Remove Programs or Add or Remove Programs. Locate the version
of the Whale Client Components you wish to remove, click [Change/
Remove], and follow the instructions on the screen to remove the

components.

¥ add or Remove Programs

Currently installed programs: [T show updates

] 59
Sort by IName vl

ﬁl Jawva 2 Runtirme Environment, SE v1.4.2_10
@ Mozilla Firefox (1.0.7)
MetLimiter 1,30 {remove only)

YMware Tools

5 windows Installer 3.1 (KES93503)

Size  109.00ME
Size  14.17MB
Size 1.04MEB

Size 5.15MEB

Change/Remove

+ Users can view the Whale Component Manager in the Downloaded
Program Files folder. From this location, users are able to uninstall

all versions of installed components as one unit.

F .\ WINDOWS" Downloaded Program Files

File Edit “iew Favorites Tools Help

=101 x|

| 4

;\_‘)Back - \_/J - Lﬁ

~
7 Search i Folders

¥ X9~

Address I CHWINDOWS\Downloaded Program Files

EE

Program File = | Skatus | Total Size | Creation Date

@ Java Runtime Environment 1.4.2 Installed Mone 10/10/2005 4:29 ..,

@ Jawa Runtime Environment 1.4.2 Installed Tone 1001042005 4:29 ..,
Whale SdMicrosoft RDP Client Control (redist)  Installed 532 KB BI10/2002 4:16 AM
Component —» “whale Client Components Installed T3 KB 1212202002 1:21 ...
Manager a |

i

*  From the portal homepage, users can access the System Information
window (by clicking M), where they can select to uninstall all the

components, uninstall the Socket Forwarding component only, or
enable and disable the Socket Forwarding component.
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&) https:/fmportal.microsoft.com - System Information (2) - Microsoft Internet Explorer E]
2 Whale H
Lihale iications System Information
Whale Communications Intelligent Application Gateway UnInSta” a”
: Whale Client
Whale Client Components EL’@
Whale Component Manager v (3,7,0,12) Components
Endpoint Detection v (3,7,0,12)
SSL Wrapper v (3,7,0,12) .
SSL Wrapper Java Applet M UnlnSta“
Socket Forwarder LSP: ¢ (3,7,0,12) NSP: ¢ (3,7,0,12) ® @+ Socket
Metwork Cannectar Client:  (3,7,0,12) Driver: # (3,7,0,12) Not Running A F d
attachment Wiper TM v (3,7,0,12) orwarding
Anti-virus eTrust 7.1 (Updated: 12/5/2006 10:09:02 PM) component
Personal Firewall ¥PSP2 Varsion: Mo .
Operating System Windows XP Professional 5.01.2600, Service Pack 2 Enab|6/dlsab|e
Browser Wersion Internet Explorer 6 S k t
User Agent Mozillaf4.0 (compatible; MSIE 6.0; Windows MNT 5.1; SW1; NET CLR 2.0.50727; ocke
MET CLR 1.1.4322) .
5un JRE Wersion [RFL FOrWard|ng
Domain WHALECOM component
Cartified Endpaint x
Privileged Endpoint x
This site is protected by the Whale Commmunications Intelligent Application Gateway.
To refresh this page, please log out then log in again.
&] Done S @ Internet

You can enforce the removal of the Socket Forwarding client
component from all endpoint computers that access the site, by
activating the option “Uninstall Socket Forwarding Component” in
the Session tab of the Advanced Trunk Configuration window. For
details, refer to “Endpoint Settings” on page 108.
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Chapter 6
SSL Wrapper

é Note
*  The SSL Wrapper components are part of the Whale Client
Components. For details, refer to “Whale Client Components” on
page 147.

*  When working with SSL Wrapper applications via an HT TP trunk,
tunneled traffic is not encrypted.

The SSL Wrapper provides secure SSL connectivity for non-web protocols,
such as those used by client/server and legacy applications, from the
Internet to the internal network, thus enabling users of the Intelligent
Application Gateway (IAG) to safely access back-end applications. Via the
portal homepage, remote users can access a range of applications, such as
native messaging applications, standard email applications, collaboration
tools, connectivity products, and more. The SSL Wrapper allows granular,
per-user and per-server configurations and can be used in conjunction
with the IAG endpoint security policies, providing for a secure SSL VPN
experience. Multi-platform application support ensures that users can
access their applications from computers running Windows, Mac OS X,
and Linux operating systems, using a wide range of browsers.

In order for users to run SSL Wrapper applications, the IAG site has to be
trusted. When a user launches an SSL. Wrapper application, the

SSL Wrapper Client Component verifies the identity of the IAG site
against the site’s server certificate, and checks whether the site is on the
user’s Trusted Sites list; only if the site is trusted will the application
launch.

Tip
For information on how the |AG site can be added to the user’s Trusted
Sites list refer to “IAG Trusted Sites” on page 160.

This chapter describes:

*  The technology used by the SSL Wrapper, in “Technology Overview”
on page 172.
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*  The conditions under which access to SSL Wrapper applications is
enabled in endpoint computers, in “Enabling Access to SSL Wrapper
Applications” on page 175.

*  The types of applications supported by the SSL. Wrapper, in
“Supported Applications” on page 181.

*  Steps you take in order to configure SSL Wrapper applications, in
“Configuration Overview” on page 183.

*  Remote users’ interaction with the SSL Wrapper, on page 183.

( ) Tip
*  Application-specific settings, required for some of the SSL Wrapper
applications, are described in the Intelligent Application Gateway
Application Aware Settings guide.

* If you are running XCompress™ on the IAG, you need to set the
streaming optimization to “Low latency”. You can automate the
process by copying the file XCompress. js from:

..\Whale-Com\e-Gap\von\samples\CustomHooks
To:
..\Whale-Com\e-Gap\common\bin\CustomHooks

Open the file you copied, and follow the instructions in the file to
configure it for your system.

Technology Overview

172

When supporting non-web applications over an SSL connection, the

SSL Wrapper causes the application traffic at the endpoint to be tunneled
through SSL to the SSL VPN gateway, that is, the e-Gap Internal Server.
The SSL VPN gateway decrypts the traffic and sends the payload to the
application server in the internal network. The Socket Forwarding
component add-on, which is based on Microsoft’s Layered Service
Provider (LSP) and Named Service Provider (NSP) technologies, can be
used to support a wider variety of applications, such as supporting
applications that jump ports, without needing to make on-the-fly changes
to the operating system.

Application traffic can be tunneled through SSL using one of the following
relay types:

*  Simple relay: opens a port on the endpoint computer and tunnels the
TCP traffic to and from a specific port on the application server.
Using this type of relay, in order to communicate with the application
server, the application on the endpoint computer needs to communicate
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through the locally opened port. The SSL Wrapper makes changes,
such as changes to the application settings, Registry, or hosts file, in
order for the application to communicate through this tunnel.

*  HTTP Proxy and SOCKS Proxy relays: opens a port on the endpoint
computer. This port acts as either an HTTP or SOCKS proxy server,
and tunnels the HTTP or SOCKS traffic to and from the application
server. Using this type of relay, the application on the endpoint
computer can communicate through the locally opened port with
multiple servers and ports. The SSL Wrapper makes changes, such as
changes to the application settings, Registry, or hosts file, in order
for the application to communicate through this tunnel. This type of
relay enables the SSL VPN proxy to request more than one server,
thus enabling the support of dynamic ports.

Note

gi In browsers where the Java applet is used, when multiple portals are open
concurrently, only applications that are launched from the portal that was
accessed first can listen on HTTP/SOCKS proxy ports. Users cannot
launch applications that use HTTP Proxy and SOCKS Proxy relays from
additional portals. For a description of when the Java applet is used, refer
to “Enabling Access to SSL Wrapper Applications” on page 175.

*  Transparent relay: automatically creates a relay between the
endpoint computer and the application server, for every application
on the client that wants to communicate with the internal network.
This type of relay is only supported by the Socket Forwarding
component, and does not require any changes on the endpoint computer.

+  Network Connector: supports full connectivity over a virtual
transparent connection, and enables you to install, run, and manage
remote connections, as if they were part of the corporate network. For
details, refer to Chapter 7: “Network Connector”.

Tip

@ For a description of how the SSL Wrapper is used to handle unsigned
HTTP requests generated by both web applications and non-web
application components, refer to the Intelligent Application Gateway
Advanced Configuration guide, to “HAT via Proxy” on page 338.
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Socket Forwarding Activation Modes
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The Socket Forwarding component comprises two modules: Winsock2
Layered Service Provider (LSP) and Name Service Provider (NSP). When
an application uses Winsock, Windows will load either the NSP module
(when the application performs a name resolution) and/or the LSP module
(when the application uses sockets to connect to a remote server).

The NSP and LSP modules intercept every networking activity performed
by the application. Though this interception should not pose any problem,
and is completely transparent to the application, there is a slight possibility
that the application will not function correctly because of the NSP/LSP
interception.

To minimize the risk of potential problems, certain applications are
included in the LSP/NSP modules’ block list. Based on this list, the NSP
and LSP modules can completely disable themselves and stop
intercepting network activities when they detect that the application
within which they run is on their block list. When disabled in this
manner, the LSP and NSP modules do not enable access from this
application to the corporate network.

( ) Tip
When access to an application in the corporate network is blocked
because it is included in the block list, users may still gain access to other
application servers that reside on the local intranet or the Internet.

The LSP/NSP modules contain two inherent application lists:

*  Ablock list, containing applications that are known to be problematic.
Access to these applications from within the corporate network is
always blocked, regardless of the selected Socket Forwarding
activation mode.

* An allow list, containing applications for which the LSP/NSP will
always be active, regardless of the selected Socket Forwarding
activation mode.

Blocking of additional applications depends on the Socket Forwarding
activation mode, defined during application configuration:

+ Basic: in this mode, none of applications that load the LSP/NSP
modules are enabled access to configured corporate resources, unless
the SSL Wrapper is running and at least one tunnel is open. Windows
services (non-interactive applications) are not allowed access to
configured corporate resources in this mode, regardless of whether
the SSL Wrapper is running or not.
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Extended: this mode is identical to the Basic mode, except that
Windows services are enabled access to configured corporate
resources.

VPN: in this mode, the LSP/NSP modules are always active in all
applications, that is, access is enabled to configured corporate
resources, except for the applications listed in the block list.

Basic mode will enable most applications to work via the IAG, and is the
recommended Socket Forwarding mode. For some applications, however,
Extended mode or VPN mode is required.

You select the Socket Forwarding activation mode for an application when
you configure the application, as described in “Configuration Overview”
on page 183.

Enabling Access to SSL Wrapper Applications

In order for users to be able to access SSL Wrapper applications, one of
the following SSL Wrapper Client Components must run on their
computer:

SSL Wrapper ActiveX component: this is the recommended mode of
operation. The component is part of the Whale Client Components;
for a description of the installation and running of the components,
see “Installing and Running the Components on Endpoint
Computers” on page 150. In addition, some SSL Wrapper applications
require users to be logged on with Administrator privileges in order to
use the application, in cases where changes to the hosts file or the
Registry have to be made. For details, refer to “Technology Overview”
on page 172.

The SSL Wrapper ActiveX component is installed on the endpoint
computer the first time a user attempts to access an SSL Wrapper
application. If an application is configured to operate in Socket
Forwarding Mode, and providing that the endpoint computer meets
the Socket Forwarding component installation requirements, the
Socket Forwarding component is installed, as well. For details, refer
to “Socket Forwarding Component Installation” on page 178.

SSL Wrapper Java applet: used as a fallback for endpoint computers
where the SSL Wrapper ActiveX component cannot be installed or
run, such as computers running Mac OS X or Linux operating
systems, or an Internet Explorer browser on Windows where the
download and launching of ActiveX components is disabled.

*  The Java applet is supported on the browsers that are supported
by the IAG, as listed in “Supported Browsers” on page 19.
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* In order for the Java applet to run on the endpoint computer, the
computer must meet the requirements described in
“SSL Wrapper Java Applet Prerequisites” on page 176.

( ) Tip
If a personal firewall is installed on the endpoint computer, the following

has to be added to the firewall’s trusted applications list:

*  When working via the SSL Wrapper ActiveX component: the client
executable whlclnt3.exe.

*  When working via the SSL Wrapper Java applet: the browser’s
executable. For example: when browsing with Firefox, add the
executable firefox. exe to the list.

SSL Wrapper Java Applet Prerequisites
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The following is required in order for the SSL. Wrapper Java applet to run
on the endpoint computer, and for the applications to be accessed via the
applet, when the SSL Wrapper ActiveX component cannot be installed or
run on the computer:

JRE™ version 1.4 and higher must be installed on the computer.

Java trace level 5 (can be configured in the Java Console window) is
not recommended and may cause the Java applet to go into an
infinite loop. For details, see the following Sun™ Developer Network
page:

http://bugs.sun.com/bugdatabase/view_bug.do?bug_id=5097873

The following browsers on Mac OS X require the installation of JEP
(Java Embedding Plugin) for Mac OS X:

*+  Mozilla

*  Mozilla Firefox

*  Mozilla Camino

For details, see http://plugindoc.mozdev.org/0SX.html#Java

On Windows 2000 Professional operating systems, in Internet
Explorer, the option “Script ActiveX controls marked safe for
scripting” must be enabled in the Security Settings of the Internet
Options.

In order for an application to be accessed via the SSL Wrapper Java
applet, in the Configuration program, the application’s Access policy
should be configured with the option “Enforce Policy Only when
Endpoint Detection is Enabled”:
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*  You activate this option in the Policy Editor, described in “Basic
Policy Configuration” on page 103, in the General Policy Settings
screen.

DS
Click g Help for detailed information on the parameters of the screen.

*  You select an application’s Access policy in the Add Application
Wizard, in the Application Setup step. Once you add an
application to the trunk, you can change the selected Access
policy in the General tab of the Application Properties dialog box.

* In order to run an application where network aliases have to be
created, users have to be logged on to the endpoint computer with
sudo privileges for the i fconfig utility.

* Inorder torun an application where changes to the hosts file have to
be made, users have to be logged on to the endpoint computer with
sudo privileges for hosts file.

*  For a description of when changes to the hosts file might be
required, refer to “Technology Overview” on page 172.

*  For information about sudo privileges, see
http://www.linuxhelp.ca/guides/sudo/

*  On Linux operating systems, console-based applications might
require that the xterm application is installed on the endpoint
computer. If xterm is not installed on the computer, users can
manually run the application by opening a terminal and connecting
to the relay that was opened for the application.

( ) Tip
To display an application’s relay, select the application in the Portal Activity
window, and click [ShowRelay].

For details, refer to “Portal Activity Window” on page 184.

*  On Mac OS X and Linux operating systems, when running a Telnet
application that the operating system opened in a Terminal
application (Mac OS X) or in xterm (Linux), the user needs to
configure the Telnet application to work in Character mode, by
entering mode character in the Telnet window. For more
information, consult the Telnet manual pages.
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Uninstalling the SSL Wrapper Java Applet

é Note

Do not uninstall the Java applet while it is running on the computer.

Once the SSL Wrapper Java applet runs on the endpoint computer, users
can remove it from their computer as follows:

1. Clean the following applet from the Java plug-in applets’ cache:
sslvpnclient.jar

2. Delete the following folder:

Windows operating systems:%userprofile%\.whalesslwrapper
*  Mac OS X operating systems:
~<username>/ .whalesslwrapper
Or,
Var/root/.whalesslwrapper
*  Linux operating systems:
~<username>/ .whalesslwrapper

Or,

/root/.whalesslwrapper

é Note

If the folder .whalesslwrapper contains the file backupdata .map,
this file might contain changes that were made to the system by the SSL
Wrapper Java applet, and were not restored when the applet stopped
running. For example: entries added to the hosts file.

In this case, don’t delete the folder before backing it up. In order to
restore the settings, contact technical support.

Socket Forwarding Component Installation
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The conditions for the installation of the Socket Forwarding client
component on the endpoint computer are described in “Prerequisites for
Installing the Whale Client Components” on page 151.

After the initial installation of the Socket Forwarding client, users are
required to restart their browser, and might be required to restart the
computer. Once the client is installed, however, users do not require any
privileges in order to use the application.
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( ) Tip
When users are required to restart their browser, the following message
is displayed:

Whale Client Components x|

#& . |noarder to complete the update of Whale Client Components, your
browszer must be restarted. Thiz will cloze all open browser windows.

[~ Don't show me this message again

If a user selects the option “Don’t show me this message again”, this
message will not be displayed again, even when a restart is required. In
order to receive the message when applicable, instruct the user to restore
the default settings of the Whale Component Manager, as described in
“Restoring the Whale Client Components Defaults” on page 165.

During the installation of the Socket Forwarding component, the Whale
Component Manager checks whether the Socket Forwarding LSP module
conflicts with other LLSP modules that are installed on the endpoint
computer. For details, refer to “LLSP Conflict Detection” on page 179.

If the Socket Forwarding component is not installed on the computer, but
the SSL Wrapper component is, applications that are configured to work
in Socket Forwarding Mode will still function. However, the additional
capabilities enabled by the Socket Forwarding component, as described in
“Technology Overview” on page 172, will not apply to the application in
this setup.

LSP Conflict Detection

If, during the installation of the Socket Forwarding component on the
endpoint computer, the Whale Component Manager detects a conflict
between the Socket Forwarding LSP module and other LSP modules
installed on the computer, it removes the Socket Forwarding component. In
this case, the user is notified as follows:

Whale Client Components

The Component Manager detected a conflict between the Whale S5L VPN
Socket Forwarding component and ather networking components installed on
your computer. The Whale 551 YPM Socket Forwarding component will be
removed from your computer.
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é Note

The removal of the component may require a restart of the browser or of
the computer. Users are notified accordingly.

The following procedure describes how you can re-enable the installation
of the Socket Forwarding component on the endpoint computer after a
conflict is detected.

To re-enable the installation of the Socket Forwarding component:
1. Determine which components conflict with the Socket Forwarding
component:

+ In the message box that is displayed when the conflict is
detected, click to display the list of conflicting components:

Whale Client Components

The Component Manager detected a conflict between the 'Whale 551 %WPM
Socket Forwarding component and ather networking components installed on
your computer. The Whale SSLWPH Socket Forwarding componant will be
remaoved fram your computer.

The fallowing “Winsock Layered Service Providers (L5Ps) are installed over TCP:
- ML LSP [C:\Program Files\MetLimitersnl_lsp.dll]

-whale S5LWPH [CAPROGRA™T WWHALEC™1SCLIEMT ~14%31 28801 0w hil
Encountered Winsock emor 5.

Or,
+  Access the following file: $temp$\SFCconflictInfo.txt
2. In order to remove conflicting components, contact technical support.

3. Once the conflicting components are removed, use the System
Information window, which you access from the Whale toolbar on the
portal homepage, to re-enable the installation of the Socket
Forwarding component:
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&) https:/fmportal.microsoft.com - System Information (2) - Microsoft Internet Explorer

=JoE

Whale
Communications

System Information

Whale Communications Intelligent Application Gateway

Whale Client Components

Endpoint Detection

S5L Wrapper

SSL Wrapper Java Applet
Socket Forwarder
Network Connectar
Attachment Wiper TM

Whale Component Manager v (3,7,0,12)

v (3,7,0,12)

v (3,7,0,12)

A2

LSP: X NSP: X (Installation disabled)

Client: " (3,7,0,12) Driver: ¢ (3,7,0,12) Not Running

v (3,7,0,12)

Pl 1 8
old L Enable Socket
Forwarding
Installation

Anti-virus
Personal Firewall
Operating System
Browser Version
User Agent

5un JRE Wersion
Domain

Certified Endpoint
Privileged Endpoint

eTrust 7.1 (Updated: 12/5/2006 10:09:02 PM)
¥PSP2 Varsion: Mo

Windows XP Professional 5.01.2600, Service Pack 2
Internet Explorer 6

Mozillaf4.0 (compatible; MSIE 6.0; Windows MNT 5.1; SW1; NET CLR 2.0.50727;

NET CLR 1.1.4322)
N/A

WHALECOM

x

x

To refrash this page, please lag out then lag in again.

This site is protected by the Whale Communications Intelligent Appl\:atlon Gateway.

&] Done

S @ Internet

4. Access and run an application that requires the Socket Forwarding
component, for example the application you tried to run when the
conflict was detected.

The Socket Forwarding component is installed on the computer.

gi Note

The installation of the component may require a restart of the browser or
of the computer. Users are notified accordingly.

Supported Applications

The SSL Wrapper supports two types of applications:

*  Client/server and legacy applications, also known as “native”
applications. Those types of applications are initiated by the
SSL Wrapper. The application’s configuration data is usually stored
locally, on the endpoint computer. For example: Telnet; Citrix
Program Neighborhood applications, Microsoft Windows XP and
Windows 2000 Terminal Services Clients, and more.

*  Browser-embedded applications are web initiated. The application’s
configuration data is usually downloaded from the network at
runtime. For example: Citrix NFuse FR2 and FR3 applications, IBM
Host-On-Demand, Terminal Services Web Client, and more.
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Tip

*  For alist of operating systems on which an application is supported,
click %) Help in the Server Settings tab of the Add Application
Wizard or the Application Properties dialog box.

*  The SSL Wrapper open architecture enables the addition of other
applications, if required. For details, contact technical support.

Generic Applications
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This group includes the enhanced generic client applications and the
generic Carbonized applications:

*  Enhanced generic client applications are non-web applications that
run in a console environment.

*  Generic Mac OS X Carbon® Applications are non-web Mac OS X
applications that run in a Carbon application framework.

For each of those application-types, you can select between the following
options, depending on the requirements of the application you are
configuring:

*  hosts required: running the application requires the Java applet to
make changes to the hosts file on the endpoint computer. If changes
cannot be made to the file, for example due to insufficient user
privileges, the application is not launched, and the relay that was
opened for the application is closed.

*  hosts optional: when the application attempts to launch, the Java
applet attempts to make changes to the hosts file on the endpoint
computer. If changes cannot be made to the file, the application is not
launched. However, the relay that was opened for the application is
left open. Users are presented with a message showing the open
relay, so that they can manually run the application.

*  hosts disabled: the Java applet does not have to make changes to
the hosts file in order to run the application.
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Configuration Overview

You enable any of the SSL Wrapper applications to remote users via a
Portal trunk. You can enable an unlimited number of applications via a
single portal.

For operating instructions on how to create a Portal trunk and add
applications, refer to “Creating an SSL VPN Portal” on page 28.

For out-of-the-box applications where the Socket Forwarding
component is required, Socket Forwarding is enabled by default. In
order to enable the Socket Forwarding component for other
applications, once you add the application to the trunk, select the
required Socket Forwarding Mode in the Application Properties
dialog box, in the Client Settings tab.

*  For a description of the available activation modes, refer to
“Socket Forwarding Activation Modes” on page 174.

+  For a description of the Client Settings tab, refer to “Client
Settings Tab” on page 86.

If you do not use the default portal homepage supplied with the IAG,
you need to add links to the applications on your custom homepage,
as described in the Intelligent Application Gateway Advanced
Configuration guide, in “Adding Application Links on a Custom
Portal Homepage” on page 63.

Some of the applications require additional setup. For details, refer to
the Intelligent Application Gateway Application Aware Settings guide.

Remote User Interaction with the SSL Wrapper

Note
gi In the Session tab of the Advanced Trunk Configuration window, you

determine the behavior of SSL Wrapper applications when the portal
window closes without the user having logged off the site, such as when
the browser crashes, or when the user accesses a non-portal page from
within the portal. This is configured in the following options:

*  “Prompt User to Disconnect Channel when Portal Closed without
Logoff”

*  “Re-open Portal if User Selects to Keep Channel Open”

You can configure different settings for default and privileged sessions. For
details, refer to the Intelligent Application Gateway Advanced Configuration
guide, to “Default and Privileged Session Settings” on page 137.
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Remote users access SSL Wrapper applications via the portal homepage.
You access the Portal Activity Window, described in “Portal Activity
Window” on page 184, as follows:

+  Portal trunk: when one or more SSL Wrapper applications run on a
client, users can view the status and activities of the applications as
follows:

*  On computers where the SSL Wrapper ActiveX component is
used, a Portal Activity icon is added to the Windows System tray

(to the right of the Windows taskbar): . Double-clicking this
icon opens the Portal Activity window.

When the Network Connector is activated, the icon changes: .
For details, refer to “Remote User Interaction with the Network
Connector” on page 200.

*  On computers where the SSL. Wrapper Java applet is used, the
Portal Activity - SSL Wrapper Java Client window opens as soon
as an SSL Wrapper application is launched on the computer.

*  Webmail trunk: when an SSL Wrapper application runs on a client,
a Portal Activity icon is added to the Windows System tray (to the

right of the Windows taskbar): E Double-clicking this icon opens
the Portal Activity window.

Clicking the Portal Activity icon, on the Whale toolbar, brings the Portal

Activity window to the front of the screen: | Activity |.

é Note
If the endpoint browser or the client Java Plugin are set to connect to the
web via a proxy, the SSL Wrapper Java applet will attempt to connect to
the IAG site via the same proxy, using the applicable setting (except for
Firefox browsers when the browser is set to connect to the web via proxy
and the Java Plugin is set to use the browser settings).

Portal Activity Window
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The Portal Activity window monitors the activity of the applications that
are run by the SSL Wrapper client.

*  When working via the SSL Wrapper ActiveX component, one Portal
Activity window is used to monitor all the IAG sites that are accessed
from the computer.

*  When working via the SSL Wrapper Java applet, a separate Portal
Activity window opens for each TAG site that is accessed from the
computer.
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Figure 24. Portal Activity Window-SSL Wrapper ActiveX Component
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Tip

For a description of the Portal Activity window when the Network
Connector is running on the computer, refer to “Interaction on
Computers Running the SSL Wrapper ActiveX Component” on page 201.

Figure 25. Portal Activity Window-SSL Wrapper Java Applet

¥DPortal Activity - Whale 551 Wrapper Jaw =0 x]

——1 Whale i
Communications SSL Wrapper Java Client

Closing this window will close all listed applications

App|ications area Launched Applications
Telnet
\ hitp prosy
sametime

Homepage
. Active Connections
Connections area ER i Tl T AR e
piitalentula.ilwhale. biz:
T B 192158.1.7:23 via Simple Relay
£ 182.168.1.7:23 via Simple Relay
Exit
Hide

Applet client started

Intelligent Application Gateway 185
User Guide



gi Note

Closing the window disconnects all the applications that are tunneled
through the SSL Wrapper Java applet.

The Portal Activity window is divided into two main areas:

Connections Area, described on page 186.

Applications Area, described on page 187.
The Portal Activity window buttons are described on page 188.

Connections Area

The Connections area of the Portal Activity window displays:

Active channel or channels between the client and the trunk or

trunks to which the client is connected (one channel per portal or
trunk).

Under each channel, the connection or connections that are currently
open through the channel.

Figure 26. Sample Portal Activity Window—Connections Area
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When you hover over a connection, you can see the following details
regarding the connection:

Address: IP address and port number

Connection’s connectivity option: SOCKS or Relay

Date and time when the connection was established

When you double-click a connection, you can see the number of bytes sent:
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Figure 27. Sample Portal Activity Window—Additional Connection Details
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Applications Area

The Applications area of the Portal Activity window displays a list of the
applications that were launched since the SSL Wrapper client was started.

Figure 28. Sample Portal Activity Window—Applications Area
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When you double-click an application, you can see the following details
regarding the application:

Application name

Date and time when the application was launched

For client/server and legacy applications, the application command line.

For browser-embedded applications, the text “Web Application” is
displayed.
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Figure 29. Sample Portal Activity Window—Sample Application Details
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Portal Activity Window Buttons
The following table describes the buttons of the Portal Activity window.

Button

Disconnect

Show Relay
(Java applet only)

gl
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Description

Disconnects the item that is currently selected in the
Connections area:

* If you select a channel, this button disconnects the
channel, including all the connections that are open
through the channel.

* If you select a single connection, this button disconnects it.

Note: Disconnecting a connection does not always
completely disconnect the application. For applications that
support reconnection, the tunnel listener remains open to
allow reconnection if required.

Displays the open relay of the currently selected
application.

Takes you to the portal homepage of the selected channel
or connection, without closing the Portal Activity window.

Closes all open channels and connections and exits the
Portal Activity window. When using the ActiveX
component, the Portal Activity icon is no longer displayed
in the Windows System tray.

Hides the Portal Activity window. To show the window again:

* When using the ActiveX component: either double-
click the Portal Activity icon or right-click it and select
Show Status. You can also click the Portal Activity icon
on the portal homepage.

* When using the Java applet: click the Portal Activity
icon on the portal homepage.
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Chapter 7

Network Connector

The Network Connector technology that is part of the Intelligent
Application Gateway (IAG) enables you to install, run, and manage
remote connections, as if they were part of the corporate network,
supporting full connectivity over a virtual and secure transparent
connection.

During a Network Connector session, remote endpoint computers are part
of the corporate network. Depending on the Network Connector server
configuration, they are able to:

+  Communicate with all the computers in the network, that is, access
and be accessed by all other network computers.

+  Access corporate servers and complex systems such as mail, SMB,
FTP, databases, and VoIP applications.

+  Communicate with other remote Network Connector endpoint
computers.

For example: the system administrator can connect to endpoint
computers in order to install software updates, configure existing
applications, or help users troubleshoot their systems.

This chapter describes the following:

+  “Network Connector Technology Highlights” on page 189
*  “Configuring the Network Connector” on page 190
+  “Remote User Interaction with the Network Connector” on page 200

+  “Network Connector Troubleshooting” on page 203

Network Connector Technology Highlights

The Network Connector implements a client/server architecture, and is
integrated into the IAG’s secure SSL tunnel. It supports all types of IP-
based unicast traffic, in any direction: client to server, server to client,
and client to client.
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The Network Connector server provides the following features:

*  Auto-detection and manual tuning of corporate networking
parameters—DNS, WINS, gateway, and domain name—including
support for multi-connection machines.

*  Two IP provisioning methods.

* Internet access configuration, including split tunneling, non-split
tunneling, and none.

*  Protocol filters for IP-based protocols.

*  Enabling access to additional networks.

Configuring the Network Connector

In order to enable users to connect to the corporate network via the
Network Connector, take the following steps:

+  Configure the Network Connector server, as described in
“Configuring the Network Connector Server” on page 190.

Note
gi The Windows DHCP Client service must be running on the IAG server.

*  In the Configuration program, use the Add Application Wizard to add
the Network Connector application to the portal homepage. The
application is an SSL Wrapper application, and is part of the Client/
Server and Legacy Applications group in the Wizard.

Once you complete these steps, end-users can install the Network
Connector client on their computer. The client is part of the Whale Client
Components, described in “Whale Client Components” on page 147.

é Note
You cannot install the Network Connector client on the same computer
where the Network Connector server is installed.

Configuring the Network Connector Server

190

This section describes how you configure the Network Connector server.

To configure the Network Connector server:

1. In the Configuration program, on the Admin menu, click Network
Connector Server...
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2. At the bottom left corner of the Network Connector Server window,
check the option “Activate Network Connector”.

é Note
Unchecking the option “Activate Network Connector” once the
Network Connector is activated disables this feature.

3. Use the Network Connector Server window to configure the server.
For details, refer to:

+  “Network Segment Tab” on page 192

+  “IP Provisioning Tab” on page 193

*  “Access Control Tab” on page 196

+  “Additional Networks Tab” on page 197
+  “Advanced Tab” on page 199

Note
gi Configuration in the IP Provisioning tab is mandatory. Configuration in the

other tabs is optional, and depend on your network settings and your
requirements.

4.  Once you complete the configuration of the server, click in the

Network Connector Server window in order to activate the Network
Connector.

5. In the Configuration program, click ?;3 to save and activate the
configuration, then click in the Activate Configuration screen.

The configuration settings you have defined are applied to the
Network Connector server. The Network Connector Windows service—

Whale Network Connector Server—is started and is set to Automatic
Startup mode.

Tip

A dedicated network icon in the Windows System tray indicates that the

Whale Network Connector Server service is started: g
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Network Segment Tab

192

Use this tab to:

+  Select the relevant corporate connection that the server should use.
This is normally the connection defined for the internal IP interface of
the IAG. Once you select a connection, the fields in the Network
Connection area are automatically populated with the connection
information.

*  Optionally, configure complementary networking data, as described
in “Complementary Data” on page 192.

Figure 30. Sample Network Segment Tab
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Complementary Data

In this section of the Network Segment tab, you can configure alternative
network parameters, and select when they are used:

*  Only if Network Configuration is Missing: data you enter in the
“Complementary Data” area will be used only if no data is configured
for the same item in the “Network Connection” area.

* Always, Overriding Existing Network Configuration of This
Server: the data in the “Complementary Data” area will always be
used, regardless of the configuration of the selected connection. Fields
that are left empty are ignored.
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é Note
If one or more of the fields are left empty in both the “Network
Connection” and “Complementary Data” areas, it might result in limited
client session.

For example: if no DNS is defined, no DNS services will be available for
users connecting via the Network Connector.

IP Provisioning Tab

Use this tab to define the IP pool from which clients are assigned IP
addresses when connecting via the Network Connector.

Note

gi *  Make sure that your pool is sufficient for your needs, and consists of
enough IP addresses for your remote clients. Note that IP addresses
ending with zero or 255 are not used for IP assignment.
For example: if you define the pool 192.168.0.0-192.168.0.9, the
Network Connector server will be able to support up to 8
concurrent clients, since 192.168.0.0 will not be used, and
192.168.0.1 will be used by the server itself.

*  You can use the Additional Networks option to define additional
network destinations which will be available to clients when
connecting via the Network Connector, as described in “Additional
Networks Tab” on page 197.

The Network Connector server supports static IP provisioning, using
either of the following types of IP pools:

+  Corporate IP pool, consisting of corporate IP addresses, that is, IP
addresses that belong to the corporate network, as defined in the
Network Segment tab.

*  Private IP pool, consisting of private IP addresses, that is, IP
addresses that belong to a network segment that doesn’t overlap with
the network segment, which is defined in the Network Segment tab.

For example: if the corporate segment is configured to
192.168.0.0/255.255.248.0, an example of a “corporate pool” would be
192.168.6.2-192.168.6.200, and an example of a “private pool” would
be 10.16.16.2-10.16.16.200.
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& Caution
* Ifthe IP pool is a corporate pool, make sure to exclude the IP range
you define here from your organization’s DHCP server, to avoid IP
conflict with Network Connector clients.

¢ IP conflicts between corporate computers and endpoint computers
will result in idle sessions, in which remote clients launch the
Network Connector application with no errors, but have no access
to the Network Connector server, or to the resources that should
be enabled to them via the server.

* Ifthe IP pool is a private pool, and the Internet access level, defined
in the Access Control tab, is “split” or “none”, in order to enable
access to the corporate network you must use the Additional
Networks option to add the corporate network. In this setup, if you
do not add the corporate network, remote clients are granted access
to other clients only, and cannot access the corporate network. For
details, refer to “Additional Networks Tab” on page 197.

To define the IP pool:

1. In the “Pool Type” area, select the type of IP pool you wish to define.
If you select “Private IP Addresses”, additional configuration is
required, as described in “Using a Private Pool: Additional
Configuration” on page 195.

2. Inthe “Address Pool” area, define the range or ranges of IP addresses
that can be assigned to remote clients. Note the following:

*  You can enter up to 10 ranges of IP addresses.

*  All the addresses you define here use the same subnet mask; you
cannot define both corporate IPs and private IPs.

*  The subnet for the IP ranges you defined in displayed in “Pool
Subnet”.
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Figure 31. Sample IP Provisioning Tab
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Using a Private Pool: Additional Configuration

This section describes additional steps you should take if you select to use
a private IP pool, that is, an IP provisioning pool that consists of private
IP addresses.

In this setup, do the following:

Configure your corporate gateway to route the private pool’s subnet
from the gateway’s internal network card to the IP address of the
Network Connector server.

If your corporate firewall filters traffic on its internal interface,
configure the firewall to allows bi-directional traffic between the
private pool subnet and the corporate subnet, as defined in the
Network Segment tab.

In order to enable access to the WAN/Internet, configure the firewall
to allows bi-directional traffic between the private pool subnet and
the WAN, and define the private pool permissions.

If you are using Network Address Translation (NAT), in order to
enable access to the WAN/Internet, define the subnet of the private
pool as an additional internal interface.
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Access Control Tab
Use this tab to:

*  Define Internet access level for endpoint computers connecting via
the Network Connector:

+  Split Tunneling: Internet traffic on the endpoint computer is
routed through the computer’s original Internet connection.

*  Non-Split Tunneling: Internet traffic on the endpoint computer
is routed through the gateway of the corporate network. You can
also select to disable local area access in this mode.

é Note
When using non-split tunneling, note the following:

*  The Additional Networks option is not applicable in this access
mode, since all network traffic passes through the Network
Connector tunnel in this mode. For details, refer to “Additional
Networks Tab” on page 197.

* If the Network Connector session on the endpoint computer is
ended ungracefully, for example when the computer disconnects
from the Internet, users are prompted to re-enable their Internet
connection.

*+  No Internet Access: endpoint computers cannot access the
Internet. You can also select to disable local area access in this
mode.

é Note
In this mode, endpoint computers can only access their local network, the
network defined in the IP Provisioning tab, and any other networks
defined in the Additional Network tab.

*  Determine the IP Spoofing policy. By default, the option “Disable
Spoofed Traffic” is selected; the Network Connector server checks and
validates the source IP address of each packet, and tunnels only
traffic from connected Network Connector clients. If you wish to
enable the tunnelling of other traffic, uncheck this option.

Apply filtering of any of the following IP-based protocols: TCP; UDP;
ICMP.
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Figure 32. Sample Access Control Tab
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Additional Networks Tab
In this tab, you can define network destinations that will be available to
Network Connector clients in addition to the IP pool that you define in the
IP Provisioning tab, as described in “IP Provisioning Tab” on page 193.

For example: if in the IP Provisioning tab you enable access to the
corporate head office, use the Additional Networks tab to enable access to
additional offices throughout the world, which are connected to the
corporate head office via the corporate gateway.
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é Note
*  The Additional Networks option cannot be used if the Internet
access level, defined in the Access Control tab, is “non-split”, since in
this access mode all network traffic is tunneled over the virtual
connection.

*  Use the Additional Networks option if the IP pool that is defined in
the IP Provisioning tab is a private pool, and the Internet access level,
defined in the Access Control tab, is “split” or “none”. If you do not
define the corporate network as an additional network in this setup,
remote clients are granted access to other clients only, and cannot
access the corporate network.

For each of the networks you define here, you select how to handle
conflicts, in case the definitions you enter here conflict with the endpoint
computer’s local network definitions:

*  Fail: the connection attempt fails, and the computer is not connected
via the Network Connector.

*  Prompt: prompt user to select whether to fail the connection
attempt, or to skip this network and connect to the other networks via
the Network Connector.

+  Skip: connection to this network is skipped. The computer is
connected to all the other networks via the Network Connector.

To configure additional networks:

1. In the Additional Networks tab, activate the option Enable Access to
the Following Additional Networks.

2. Click [Add.], and use the Add Network dialog box to define the
network, including IP address, mask, and conflict handling.

é Note
Make sure that the network’s IP address and mask are valid and do not
overlap with the network that is defined in the IP Provisioning tab; invalid
parameters may cause errors when remote users attempt to connect via
the Network Connector.

3. Repeat step 2 to configure additional networks. You can add up to
seven networks here.
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Figure 33. Sample Additional Networks Tab
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Advanced Tab

Use this tab to configure advanced server settings:

*  The “listener” area defines the listener of the Network Connector
server.

Note

gi The port you define here must be identical to the port number of the
Network Connector application. If you change the default port defined
here, 6003, take the following steps in the Configuration program:

*  When you add the Network Connector application to the trunk,
change the port number in the Add Application Wizard, in the
Server Settings step, accordingly.

* If the Network Connector application is already configured in the
trunk, change the port number in the Application Properties dialog
box, in the Server Settings tab.

*  The “Log” and “Server Resources” areas are used for troubleshooting
the Network Connector server. For details, refer to “Troubleshooting
the Network Connector Server” on page 203.
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gi Note
Be sure to read the information provided in the server troubleshooting
section before you change any of the settings in the “Log” and “Server
Resources” areas.

Figure 34. Sample Advanced Tab
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Remote User Interaction with the Network
Connector

200

Remote users launch the Network Connector client via the Network
Connector application link on the portal homepage.

gi Note
*  Only one Network Connector client can run on a computer at a
time.

¢ Itis recommended that while the Network Connector is active, you
do not access other IAG portal sites.
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Once the application is launched, users are connected to the internal
network. They can access and be accessed by other network computers.
They can run additional internal applications, without having to launch
the application from the portal homepage.

Users’ interaction with the Network Connector depends on the SSL
Wrapper client component that is installed on their computer, as
described in:

*  “Interaction on Computers Running the SSL Wrapper ActiveX
Component” on page 201.

+  “Interaction on Computers Running the SSL Wrapper Java Applet”
on page 202.

Tip
For a description of when a computer runs each of the SSL Wrapper
clients, refer to “Whale Client Components” on page 147.

Interaction on Computers Running the SSL Wrapper ActiveX
Component

On computers that run the SSL Wrapper ActiveX client component, once
the Network Connector client is running, the traffic of all non-web
applications that are launched thereafter is tunneled through the
Network Connector. This includes:

+  SSL Wrapper applications that are launched via the portal
homepage.

+ Internal applications, that is, applications that are part of the
corporate network, which are launched directly, and not via the
portal homepage. For example: users can launch Microsoft Outlook
on their computer directly, without a link on the portal homepage,
and connect to the corporate Exchange server.

In addition, while end-users are connected via the Network Connector,
they can launch any web application directly (not via the portal),
including applications that are not defined as portal applications, and
applications that are not supported by the IAG. Portal web applications
can still be launched from the portal as usual.

é Note
Disconnecting the Network Connector client disconnects all the
applications that are tunneled through it. It does not, however, disconnect
applications that are not tunneled through the Network Connector.
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When the Network Connector client is running in this setup, a Network
Connector icon replaces the SSL Wrapper icon in the Windows System
tray (to the right of the Windows taskbar):

SSL Wrapper Icon Network Connector Icon

= o

+  Hovering over the Network Connector icon displays the statistics of
the traffic that is tunneled through the Network Connector.

*  Right-clicking the icon enables you to disconnect the Network
Connector.

*  Double-clicking the icon opens the Portal Activity window. When an
application is tunneled via the Network Connector, it is not listed in
the “Active Connections” area. The connection of an SSL Wrapper
application via the Network Connector is reported next to the
application name, in the “Launched Applications” area:

Portal Activity

Active Connections
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Launched Applications

Wy
e Metwork, Connector

“Ttelnet ta MyServeyfia Network Connector APP|icati0nS tunneled via the
) ) . 4 —
"I Drive Mapping 2 Music wia Netwark Conne. ., Network Connector
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Tip
For a detailed description of the Portal Activity window, refer to “Portal
Activity Window” on page 184.

Interaction on Computers Running the SSL Wrapper Java Applet

On computers that run the SSL Wrapper Java applet, the Network
Connector application behaves like any other SSL. Wrapper application.
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Once the Network Connector client is running, some of the non-web
application traffic is tunneled through the Network Connector, as follows:

+ Internal applications, that is, applications that are part of the
corporate network, which are launched directly, and not via the
portal homepage, are tunneled through the Network Connector.

*  SSL Wrapper applications that are launched via the portal homepage
are not tunneled through the Network Connector client in this setup.

In addition, while end-users are connected via the Network Connector,
they can launch any web application directly (not via the portal),
including applications that are not defined as portal applications, and
applications that are not supported by the IAG. Portal web applications
can still be launched from the portal as usual.

é Note
Disconnecting the Network Connector client disconnects all the
applications that are tunneled through it. It does not, however, disconnect
applications that were not tunneled through the Network Connector.

Network Connector Troubleshooting

This section describes the Network Connector troubleshooting options,
including:

+  “Troubleshooting the Network Connector Server” on page 203

*  “Troubleshooting the Network Connector Client” on page 206

Troubleshooting the Network Connector Server

This section describes how you can troubleshoot the Network Connector
Server, as follows:

+  “Server Logs” on page 204
+  “Server Resources” on page 205

+  “Network Traffic Logs” on page 205
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Server Logs

The “Log” section of the Advanced tab of the Network Connector Server
window defines the Network Connector server’s logging parameters.

Figure 35. Advanced Tab—Log Area

Log
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 Altemative Path [Full Name):  |cnelog

Tip

For a description of the Advanced tab, refer to “Advanced Tab” on
page 199.

Logging parameters include:

Log Level: can be 1-5, where 5 is the most detailed log level.
Tip

Set the log level to 0 to disable logging when you finish troubleshooting
the server.

* Log Path: defines the location where the log file is created:

Server Executable Path: the log file is created in the same
location where the server executable resides, as follows:

..\Whale-Com\e-Gap\common\bin\whlios.log

Alternative Path: the log file is created in the location you
specify here. Make sure to enter the full file path.

g) Tip

The log files can be written, read, and deleted while the Network
Connector is in session.
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Server Resources

The “Server Resources” area of the Advanced tab of the Network
Connector Server window defines the server’s resource usage. It is
recommended you do not change the default settings; they are only used
for advanced troubleshooting purposes. For example: perform server
optimizations by fine tuning its threads and memory usage.

Figure 36. Advanced Tab—Server Resources Area
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( ) Tip
° For a description of the Advanced tab, refer to “Advanced Tab” on
page 199.

*  If you do change the default server resources settings, once you are
through troubleshooting the server, in the “Server Resources”

section of the Advanced tab, click [Restore Defaults].

Network Traffic Logs

This section describes how you enable the logging of network traffic on the
Network Connector server.

& Caution
Use network traffic logs for advanced troubleshooting purposes only,
since they create heavy, accumulative dump files. The files are not deleted
automatically, and may reduce the server performance considerably.

( ) Tip
The dump files can be written, read, and deleted while the Network
Connector is in session.

To enable logging of network traffic on the Network Connector
server:

1. On the computer where the Network Connector server is installed,
access the following Registry key:

My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WhaleCom\e-Gap\
RemoteAccess
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2. Under the key you accessed in step 1, create a new Registry key:
NetworkConnector.

3. Under the key you created in step 2, create a DWORD value named
log\sniff, and set the value data to one of the following:

*  1:enables logging of low level network traffic to and from remote
clients.

+  2:enables logging of tunneled network traffic to and from remote
clients.

*  3:enables logging of both low level and tunneled network traffic
to and from remote clients.

The low level and tunneled traffic dumps consist of similar
information, but are not necessarily the same, since not all low
level traffic is tunneled, and vice versa.

The dump files are created in the same location where the log files are
created, as described in “Server Logs” on page 204, with the following
file names:

*  Low level network traffic: <log_file_name>.lowlevel.dmp
e Tunneled network traffic: <log_file_name>.tunnel .dmp

( ) Tip
* The log\sniff registry value is polled by the server executable
while running, and may be updated while the Network Connector is
in session.

* Setthe log\sniff value to 0 to disable packet dumps when you
finish troubleshooting the server.

¢ The dump files are written in TCPDUMP format.

Troubleshooting the Network Connector Client

206

This section describes how you configure the Network Connector client to
create logs and packet dumps, for troubleshooting purposes.

( ) Tip
Both log and dump files can be written, read, and deleted while the
Network Connector is in session.

& Caution
It is recommended you do not enable dumps. They should be used for
advanced troubleshooting purposes only, since they create heavy,
accumulative dump files. The files are not deleted automatically, and may
reduce the server performance considerably.
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To enable logs and packet dumps on the Network Connector client:

1. On the endpoint computer, access the following Registry key:
My Computer\HKEY_LOCAL_MACHINE\SOFTWARE\WhaleCom\Client

2. Under the key you accessed in step 1, create a new Registry key:
NetworkConnector.

3. Under the key you created in step 2, create one or both of the
following values:

* In order to enable logging, create a DWORD value named 1log,
and set the value data according to the required log level. Log
level can be 1-4, where 4 is the most detailed log level.

The log file is created in the same location where the client
executable resides, as follows: C: \Program Files\Whale
Communications\Client Components\3.1l.0\whlioc.log

( ) Tip
Set the 1og value to 0 to disable logging when you finish troubleshooting
the client.

* In order to enable dumping of network packets, create a DWORD
value named log\sniff, and set the value data to one of the
following:

+ 1:enables logging of low level network traffic to and from the
virtual network.

+  2:enables logging of tunneled network traffic to and from the
virtual network.

*  3:enables logging of both low level and tunneled network
traffic to and from the virtual network.

The low level and tunneled traffic dumps consist of similar
information, but are not necessarily the same, since not all low
level traffic is tunneled, and vice versa.

The dump files are created in the same location where the client

executable resides, as follows: C: \Program Files\Whale
Communications\Client Components\3.1.0\whlioc.dmp

( ) Tip
* The log\sniff registry value is polled by the client executable
while running, and may be updated while the Network Connector is
in session.

* Setthe log\sniff value to 0 to disable packet dumps when you
finish troubleshooting the client.

¢ The dump files are written in TCPDUMP format.
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Chapter 8

Providing Access to Internal File
Systems

The Intelligent Application Gateway (IAG) provides two applications that
enable remote users to access file systems on the internal network:

*  The Local Drive Mapping applications provide access to Windows
shared network folders, as described in “Local Drive Mapping” on
page 209.

*  The File Access application provides access to Windows Network and
Novell NetWare file servers, as described in “File Access” on page 211.

Local Drive Mapping

The Local Drive Mapping application enables you to map internal
Windows shared network folders (shares) to network drives on remote
users’ local computers. Users can then connect to the shares directly from
the remote computer, and, depending on policy configuration, download
and upload files to and from those drives. Local Drive Mapping is
supported on endpoint computers that run Windows XP, Windows 2003,
and Windows 2000 operating systems.

é Note
We recommend that you enable this feature only for endpoints that
comply with your corporate endpoint policy.
For example: only endpoints where the latest update of the corporate
anti-virus program is running are allowed access to internal shares.
For details on how you determine endpoint policies for an application
refer to “Endpoint Policies” on page 93.

You can enable access to multiple shares, by adding multiple Local Drive
Mapping applications to the trunk, one for each share. For each share,
you can decide how it will be accessible to remote users:

+ As soon as users log into the portal homepage, the share is
automatically added to the Windows Explorer shares on the endpoint
computer (default option).

*  Via a link on the portal homepage.
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é Note
*  Once the drive is mapped on the endpoint computer, it is displayed
in Windows Explorer with the IP address of the local listener that is
used as the relay to the application server.

¢ If you define a share as a prerequisite application to another
application, the IAG automatically connects to the share prior to
launching this application. For details regarding prerequisite
applications, refer to “General Tab” on page 68.

Mapping Shares

This section describes how you map one share; repeat the procedure to
map multiple shares. In order to enable Local Drive Mapping on Windows
XP/2003, additional configuration is required, as described in “Windows
2003/XP Support” on page 210.

To map a share to a local network drive:

1. Using the Add Application Wizard, from the “Client/Server and
Legacy Applications” drop-down list, add the applicable “Local Drive
Mapping” application to the trunk.

Tip
For details, refer to “Creating an SSL VPN Portal” on page 28.

2. Define mapping parameters in the step “Server Settings”. For details,

click ) Help.

Once you add the application to the trunk and activate the
configuration, the share is accessible to remote users as soon as they
log into the portal homepage. The share is accessible either via

Windows Explorer, or as a link on the portal homepage, depending on
the configuration of the IAG.

Windows 2003/XP Support

Local Drive Mapping is supported on endpoint computers that run
Windows XP, Windows 2003, and Windows 2000 operating systems.
However, in order to enable Local Drive Mapping on Windows XP/2003,
you must also add the application “Local Drive Mapping Setup
(Windows XP/2003)” to the site, via the Add Application Wizard, and run
it once from the endpoint computer prior to launching the “Local Drive
Mapping” application.
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This setup disables SMB over TCP/IP. In order to enable Local Drive
Mapping on Windows XP/2003, users are required to run the setup
application only once, at the end of which the application prompts them to
restart the computer. In order to run this setup, users must be logged in
with Administrator privileges, to enable changes to the Registry.

Note
gi This setup may decrease SMB performance (no direct hosting), and may
impact applications that rely on SMB over TCP/IP.

We recommend that you set this application up as follows:

* In the Server Settings tab of the Add Application Wizard, do not
enable the option “Launch Automatically on Start”, else users will be
prompted to restart their computer each time they access the site.

* In the next step—Portal Link—activate the option “Add Link on
Whale Portal and Toolbar” and define the link settings, so that the
setup can be accessed via the portal homepage or the Whale toolbar.
Use the “Description” field to add a note telling users of Windows XP/
2003 they need only run this application once in order to enable
access to mapped drives.

* Do not define this application as a prerequisite application to a Local
Drive Mapping application, else users will be prompted to restart
their computer each time they access the mapped drive.

File Access

File Access is a web application that enables authorized remote users to
access, view, and download files from the organization’s Windows
Network and Novell NetWare file servers from any location, and to upload
files to the servers, using a browser. Via the portal, File Access presents
remote users with an Explorer-like view, from which all permitted file
folders can be accessed.

This section describes:

*  How File Access works, on page 212.

*  How you enable remote access to the File Access application, on
page 212.

*  Configuration of the File Access option in the Configuration program,
on page 220.
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How File Access Works

The File Access application enables you to define the domains, servers,
and shares which will be accessible to authorized remote users over the
Internet. The existing network resource definitions are used as the basis
for the File Access definitions, including:

*  Domains

*  Servers

*  Shares

+ Individual user permissions

After you define the enabled File Access resources, remote users are able
to view only the specific folders for which they already have access
permissions within the organization. These will invariably be a subset of
the cross-organization domains, servers, and shares, defined for File
Access. However, if the remote user has permission to access a certain
domain, server, or share, which was not defined as part of the File Access,
these locations will not be accessible regardless of such permission.

Enabling Remote Access to the File Access Application

This section describes how you set up the IAG to enable remote access to
the File Access application:

+ “Windows Domain Settings” on page 212 describes the steps you need
to take in order to enable access to Windows file servers.

“Novell NetWare Settings” on page 220 describes the steps you need
to take in order to enable access to Novell NetWare Servers.

é Note
If you wish to enable access to both types of servers, follow the
instructions provided in both sections.

Windows Domain Settings

Note
gi In order to configure the domain settings described here, you need to
have a working knowledge of Windows networking.

This section describes the Windows domain setup required in order to
share Windows Network resources through the File Access application,
and the trust relationships between the domains in a multiple-domain
environment.
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You can set up the IAG Windows domain using one of two options:

Define the IAG as a domain controller for a new Active Directory
domain, as described in “Setting Up the IAG as a Domain Controller”
on page 213.

Join the IAG to an existing Windows domain; for this setup, refer to
“Joining the IAG to an Existing Domain” on page 215.

Setting Up the IAG as a Domain Controller

In this setup, you configure the IAG as the domain controller for a new
Active Directory (Windows 2003) domain, in a new domain tree, in a new
forest. Follow the guidelines provided below for this type of configuration:

During the installation of the Active Directory on the IAG, make sure
to select the following options:

*+  Domain Controller for New Domain
*  New Domain Tree
* New Forest

At the IAG verify that, for the following Windows services, Startup
Type is set to Automatic:

*  Computer Browser (optional, for performance enhancement)
*  Daistributed Transaction Coordinator
* Workstation

Still at the IAG, on the Local Area Connection that is used to access
File Access resources, verify that a Client for Microsoft Networks is
installed and activated. For instructions, refer to “Installing a Client
for Microsoft Networks” on page 217.

Establish domain trust relationships between the IAG and every
domain (one or more) that holds File Access users. Users can be part
of a user domain or a resource domain. The File Access domain must
trust the domain or domains that hold the users, whereas the trusted
domains may not trust the File Access domain.

Grant local logon permissions on the IAG to all File Access users,
regardless of their privileges.

Best Practice

Create a group that will contain all File Access users from various
domains.
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Figure 37 on page 214 illustrates a sample File Access environment with
three domain-types:

*  File Access domain, consisting of the IAG.

*  User domain, holding all File Access users. Although it is
recommended that one domain holds all the File Access users, there

can be multiple user domains in this setup. Users can also be part of a
resource domain.

Resource domains, holding the shared resources that are enabled via
the File Access application.

Note the trust relationships between the domains in this setup.

Figure 37. Sample Environment, with IAG as New Domain
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Joining the I1AG to an Existing Domain

In this setup, you join the IAG to an existing Windows domain, which holds
all File Access users and resources. The following sections describe the

steps you need to take in order to set up the IAG for this type of
environment:

+ If you are joining the IAG to a domain that is not a native Active
Directory domain, that is, a Windows NT® 4.0 domain or an Active

Directory Mixed Mode domain, you need to go through both sets of
steps described below.

+ Ifyou are joining the IAG to a native Active Directory domain, that is,
a Windows 2000 or Windows 2003 domain, skip the first set of steps
and take the steps described in “Steps you need to take for all File
Access installations when joining a domain:” on page 217.

Figure 38 illustrates a sample File Access environment where the IAG
joins an existing domain.

Figure 38. Sample Environment, with IAG as Part of Domain
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Steps you need to take if you are joining the IAG to a Windows NT 4.0
domain or an Active Directory mixed Mode domain:

1. At the IAG, in the Windows desktop, click [Star], then select Programs >
Administrative Tools > Local Security Policy.

The Local Security Settings window is displayed.
2. In the Tree pane, select Local Policies > Security Options.
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3. In the right, Policy pane, set the Local Security Policy settings of the

policies listed in Table 22.

Tip

To edit a policy, double-click it; in the Local Security Policy Setting dialog
box, select the required setting and click [OK].

Table 22. Local Security Policy Settings

Parameter

Domain member: Digitally encrypt or sign secure channel data (always)

Domain member: Require strong (Windows 2000 or later) session key

Microsoft network client: Digitally sigh communications (always)

Microsoft network server: Digitally sigh communications (always)

Microsoft network server: Digitally sign communications (if client agrees)

Network Security: LAN Manager Authentication Level
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Note
gi If you change any of the Local Security Policy settings, you need to restart

the IAG in order for the change to go into effect.

Steps you need to take for all File Access installations when
joining a domain:

1.

At the IAG verify that, for the following Windows services, Startup
Type is set to Automatic:

+  Computer Browser (optional, for performance enhancement)
*  Distributed Transaction Coordinator
*  Workstation

Still at the IAG, on the Local Area Connection that is used to access
File Access resources, install a Client for Microsoft Networks. For
detailed instructions, refer to “Installing a Client for Microsoft
Networks” on page 217.

Join the TAG to the domain that holds the File Access users and
shared resources.

Grant local logon permissions on the IAG to all File Access users,
regardless of their privileges.

Best Practice

In the domain, create a group of all File Access users, and grant the group
local logon permissions on the IAG, regardless of each user’s privileges.

Installing a Client for Microsoft Networks

This section describes how you install a Client for Microsoft Networks on
the IAG during the domain setup.

Note
gi You might be required to provide the Windows Server 2003 Installation CD

during the course of this procedure.

To install a Client for Microsoft Networks:

1.

At the IAG, in the Windows desktop, click [Star], then select Settings >
Network Connections.

In the list of connections, select the Local Area Connection that is
used to access the File Access resources.

The Local Area Connection Status dialog box is displayed.
Click [Properties].
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4. Under the component list (“This connection uses the following
items”), check whether “Client for Microsoft Networks” is listed, and
do one of the following:

If “Client for Microsoft Networks” is listed, and the box next to it
is checked, you do not need to take any further steps. Click
to close the dialog box.

If “Client for Microsoft Networks” is listed, and the box next to it
1s unchecked, check the box, then click [OK]. You do not need to
take any further steps.

If “Client for Microsoft Networks” is not listed in the Local Area
Connection Properties dialog box, continue with the following steps.

5. In the Local Area Connection Properties dialog box, under the
component list, click [install...].
The Select Network Component Type dialog box is displayed.
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6. Verify that “Client” is selected in the list, and click [Add..].
The Select Network Client dialog box is displayed.
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7. Verify that “Client for Microsoft Networks” is selected in the list, and
click [OK]. If prompted, insert the Windows Server 2003 Installation CD.

The Select Network Client dialog box closes. In the Local Area Connection
Properties dialog box, “Client for Microsoft Networks” is listed.

8. Make sure that the box next to “Client for Microsoft Networks” is
checked, and click to close the dialog box.
The installation of the Client for Microsoft Networks is complete.

9. Reset the IAG, as prompted.
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Novell NetWare Settings

In order to share Novell NetWare Server resources through the File
Access application, you need to install a Novell® client on the IAG, as
described in this section.

<t

Note

While remote users interact with Novell NetWare Servers through the
File Access interface, temporary “virtual” users may be created on the
IAG, with the following name format:

whnwu_<hexadecimal_value>

Those users are deleted as soon as the “real” user closes the File Access
interface.

To set up the IAG to enable File Access to Novell NetWare Servers:

1. Install a Novell client on the IAG, using a Typical installation mode.
2.  When prompted, restart the IAG.
Access to Novell NetWare Servers can be enabled on the IAG.

Configuring File Access in the Configuration Program: Overview

220

The following sections describe the configuration of the File Access option
in the Configuration program.

cat

Note

The File Access application can only be configured and used via a Portal
trunk.

In order to configure the option, you go through the following stages:

*  You configure the File Access administration settings, including:

Remote users’ access to their Home folder and mapped drives,
and share permissions

Settings that determine how you log on to Novell Directories in
order to gain access to Novell NetWare Servers

Access permissions to Domains, Servers, Shares

Administration settings are described in “File Access Administration
Settings” on page 221. These settings apply to all trunks where File
Access is enabled.
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If the network includes Novell NetWare Services, and you wish to enable
remote access to NetWare Servers, you need to set up authentication with
the Novell Directory Service (NDS). For details, refer to “Configuring
Authentication with the Novell Directory Service” on page 231.

Add the File Access application to the trunk, as described in
“Creating an SSL VPN Portal” on page 28.

« If the trunk uses the default portal homepage supplied with the
IAG, a link to the File Access application is automatically added
to the page.

*  When using a custom homepage, you have to manually add the
link to the page. For details, refer to the Intelligent Application
Gateway Advanced Configuration guide, to “Using a Custom
Portal Homepage” on page 61.

Optionally, you can change the date format of files and folders, as will
be viewed on remote users’ browsers, as described in “Changing the
Date Format of Files and Folders” on page 234.

You can also configure the File Access application so that users are
not presented, in the end-user interface, with a folder tree on the left
pane. This prevents users from browsing to any folders other than the
one defined as the application URL or its subfolders. For details, refer
to “Hiding the Folder Tree in the End-User Interface” on page 234.

( ) Tip
You can customize the language definitions of the end-user pages, as

described in the Intelligent Application Gateway Advanced Configuration
guide, in “Changing File Access Language Definitions” on page 71.

File Access Administration Settings

You configure the File Access administration settings once, for all the
trunks where the File Access option is activated. Administration settings
include:

Configuring remote users’ access to their Home folder and to mapped
drives, and users’ view permissions to configured shares, described in
“Configuring Home Directory, Mapped Drives, and Share
Permissions” on page 223.

The settings that determine how you log on to Novell Directories in
order to gain access to Novell NetWare Servers, described in “Novell
Logon Settings” on page 227.

The domains, servers, and shares which are exposed to remote users
using File Access, as described in “Configuring Access to Domains,
Servers, and Shares” on page 229.
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Once you configure the administration settings in the File Access window,
the next time you open the window, the settings remain intact.

gi Note
In order to configure File Access administration settings, you must be a
member of the Administrators group of the IAG.

Accessing the File Access Window

This section describes how you access the File Access window, in order to
configure the global File Access administration settings.

To access the File Access window:

1. In the Configuration program, on the Admin menu, click File Access...
The Windows’ Enter Network Password dialog box is displayed.
2. Enter User Name and Password, then click [OK].

The network is browsed, and the File Access window is displayed,
showing all the domains in the network which are accessible from the
File Access host. Depending on the complexity of the network, this may
take a few seconds.

Figure 39. Sample File Access Administration Window
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Configuring Home Directory, Mapped Drives, and Share Permissions

This section describes how you use the File Access Configuration window
to configure the following access and view permissions for remote users,
as they use the File Access interface:

*  Home Directory: remote users’ access to their Home Directory.

+  Mapped Drives: remote users’ access to their mapped drives.
Mapped drives are defined by the users logon script, which is located
in the organization’s Domain Controller, in the NETLOGON directory.

File Access automatically supports batch files (.bat, .exe). For any
other scripts, such as JavaScript™ (. js) or Visual Basic® (.vbs), you
can do one of the following:

* “Wrap” each script within a separate batch file.

*  During the configuration of users’ access to mapped drives,
specify the script engine that will be used to run the user’s logon
script, as detailed in the configuration procedure.

é Note
Before you configure the Mapped Drives option, see the following
sections:

*  “Limitations of Mapped Drives” on page 225.
*  “Deleting User Profiles When Using Mapped Drives” on page 226.

+ Share Permissions: users’ permissions to view configured shares,
that is, whether users will view all the shares that are configured for
File Access, or only the shares for which they have access
permissions.

é Note
Share Permissions settings affect the Share level only; they do not affect
the way users view folders in a share.

To configure Home Directory, mapped drives, and share
permissions:

1. Access the File Access window, as described in “Accessing the File
Access Window” on page 222.

2. In the left pane of the File Access window, under General, click
Configuration.

The Configuration settings are displayed in the right pane.
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3. To configure access to the Home Directory, select one of the following
options:
*  Don’t Define User’s Home Directories: when this option is selected,
the Home Directory is not accessible to remote users. The “My
Home Directory” button and tree item are not displayed in the
browser.

*  Use Domain Controller Settings for Home Directories: the Home
Directory is accessible to remote users, through a “My Home
Directory” button and tree item. Home Directory path
information is taken from the domain controller.

*  Use the Following Template for Home Directories: the Home
Directory is accessible to remote users, through a “My Home
Directory” button and tree item. Home Directory path
information is taken from the template you define in the text
field. You can define the path to the template using one of two
methods:

+  Valid UNC path.
For example: \\server\share\dirl\dir2

+  Valid DFS path.
For example: domain\server\share\dirl\dir2

In either of those path types, you can use one or both of the
following variables: $domain% and $username%.

For example:

$domain%/users/%$username$
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Determine whether the browser will display the listing of the Home
Directory each time a remote users accesses File Access. This is
controlled by the option: User’s Home Directory Will be Displayed Every
Time File Access is Loaded.

To configure access to mapped drives, check the option Show Mapped

Drives. If the users logon script is not a batch file (.bat, .exe), or not
wrapped within a batch file, enter the full path of the script engine in
the field Script Engine.

é Note
*  Before you configure the Mapped Drives option, see “Limitations of

Mapped Drives” on page 225 and “Deleting User Profiles When
Using Mapped Drives” on page 226.

*  You can only specify one script engine type in the “Script Engine”
field.

By default, users view all the shares that you configure for File
Access. If you wish users to view only the configured shares for which
they have access permissions, check the option: Show only the shares a
user is permitted to access.

When you finish configuring users’ access to the Home Directory and
mapped drives, at the top right of the File Access window, click [Apply].

In order to configure remote users’ access to domains, servers, and

shares, refer to “Configuring Access to Domains, Servers, and Shares” on
page 229.

When you finish configuring administration settings, click at the
bottom of the File Access window.

Once you activate the configuration, remote users’ ability to access
their Home Directory and mapped drives, and to the shares configured
for File Access, is determined according to the definitions you
configured here.

Limitations of Mapped Drives

When defining mapped drives, please note the following:

File Access supports the mapping of drives G and up.

Due to a Windows API limitation, not all environment variables are
supported by the File Access option. If you use unsupported
environment variables in the users logon scripts, the remote user will
not be able to access the mapped drives as expected.
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In order to examine which environment variables are supported for a
typical user, take the following steps at the IAG:

*  Open a Command prompt, and impersonate the user by entering
this command: runas/user:<username> cmd.exe
Where <username> is the username as entered by the user during
login

* In the secondary command window that opens, representing the
user you defined, run the set command. The environment
variables that are displayed are the variables that are supported
by the IAG for this user.

Deleting User Profiles When Using Mapped Drives

Each time a remote user accesses mapped drives via File Access, the File
Access engine runs the user’s logon script. For each new user, the
operating system of the IAG creates and saves a user profile.

By default, user profiles are not deleted from the server, including old
profiles that are no longer used. This consumes disk space unnecessarily.
In addition, in environments where a large number of users access
mapped drives, if a 10,000 profile limit is reached, new profiles cannot be
created, and new users cannot access the drives.

This section describes how you can configure the IAG to delete user
profiles from the IAG when required. Note the following:

*  Only profiles of domain users are deleted; profiles of local users are
not deleted.

*  Least recently-used profiles are deleted first.

*  Profiles of users who are currently connected to one or more mapped
drives are not deleted.

To delete user profiles from the IAG:

1. Access the following customUpdate folder; if it does not exist, create it:
..\Whale-Com\e-Gap\von\conf\CustomUpdate

2. Copy the file userProfiles. ini from this folder:
..\Whale-Com\e-Gap\von\conf

Place it in the customUpdate folder you accessed in step 1. If such a file
already exists in the custom folder, use the existing file.

3. Configure the parameters in the file in the custom folder:
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Table 23. Deleting User Profiles-Configuration Parameters

Parameter Description

EnableProfileDeletion Determines whether user profiles are deleted
from the IAG or not.

HighWaterMark Number of profiles above which the deletion
process starts. Must be equal to or greater than
the LowWaterMark parameter.

LowWaterMark Number of profiles that are kept on the IAG once
the deletion process is complete. A minimum
number of 50 profiles must remain undeleted.

SleepPeriod After the number of minutes defined here, the
process checks whether the HighWaterMark has
been reached, and deletes excessive profiles as
required.

DoNotRemoveProfile Defines a user profile that is not deleted.
For example:
DoNotRemoveProfile = MyDomain\Admin

You can configure an unlimited number of profiles
that will be left out of the deletion process, by
configuring one DoNotRemoveProfile
parameter for each profile.

Novell Logon Settings

é Note
*  This section is only relevant if the network includes Novell NetWare
Services, and you wish to enable remote access to NetWare Servers.

¢  The settings you configure here are not related to the Novell
Directory server, which you can use for authentication and
authorizing.

In the following procedure, you determine the logon credentials that are
used during the configuration of users’ access to the Novell NetWare
Servers. Note that, during the configuration of the NetWare Servers, only
the servers and shares that are enabled to the user with which you log on
will be available in the File Access window.
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( ) Tip
The actual configuration of remote users’ access to the NetWare Servers
is described in “Configuring Access to Domains, Servers, and Shares” on
page 229.

To configure Novell logon settings:

1. Access the File Access window, as described in “Accessing the File
Access Window” on page 222.

2. In the left pane of the File Access window, under General, click Novell.
In the right pane, the Novell Logon settings are displayed.

Novel

Novell I:ogon Reset | Save | Logon |

Logon To Movell Netyare

© Using Windows User Narme.

& Using Following User Name and Password

TTsername:
Password:

Cloze

3. Select one of the following options:

*  Using Windows User Name: use the same credentials you used
when you logged onto the File Access window, as described in
“Accessing the File Access Window” on page 222.

*  Using the Following User Name and Password: enter credentials with
which to log on.

( ) Tip
Make sure the credentials you assign here enable you to view all the
NetWare Servers to which you wish to configure access, such as the
credentials of a Novell administrator.

4. Click [Save], then click [Logon].

The system logs you on to the Novell NetWare Services. When you
configure Novell NetWare Servers, the servers and shares that are
enabled to the user you define here are displayed in the File Access
window.
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5.

A

Go on to configure remote users’ access to domains, servers, and
shares, as described in the procedure that follows.

Note

and click [Logon].

¢ Only one set of credentials can be saved in the Novell Logon

window.

In order to log on to a different tree, enter the applicable credentials

*  Any time after the initial configuration, in order to modify the
configuration of remote users’ access to the NetWare Servers, you
need to log on to the Novell NetWare Services using the Novell
Logon window.

Configuring Access to Domains, Servers, and Shares

This section describes how you configure which domains, servers, and
shares are enabled for remote access. If the network includes Novell
NetWare Services, and you wish to enable remote access to NetWare
Servers, refer to “Novell Logon Settings” on page 227 before you proceed.

g) Tip

You can configure the File Access option so that users can only view the
shares for which they have access permissions. For details, refer to
“Configuring Home Directory, Mapped Drives, and Share Permissions”

on page 223.

To configure access to domains, servers, and shares:

1.

Access the File Access window, as described in “Accessing the File

Access Window” on page 222.
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( ) Tip
If you need to refresh the display at any time, for instance if there have

been changes in the domain structure since the last time you used the File
Access window, click [Refresh].

2. Inthe right pane of the File Access window, select the domains which
will be accessible to remote users through File Access, and click [Apply].

é Note
If the network includes Novell NetWare Services, the following services
are available for selection in the Domains window:

*  Novell® Directory Services®
*  NetWare Servers

You can use the File Access window to enable access to NetWare Servers
only; you cannot enable access to Novell Directory Services through the
File Access option.

3. In the left pane of the File Access window, click Servers.

The network is browsed. In the File Access window, all the servers in
the domains you selected are displayed, arranged under their
respective domains.

4. In the right pane of the File Access window, select the servers which
will be accessible to remote users through File Access, and click [Appiy].

5. In the left pane of the File Access window, click Shares.

The network is browsed. In the File Access window, all the shares that
are enabled on the selected servers are displayed, arranged under their
respective servers.

é Note
If you have previously configured shares in this screen to be accessible to
remote users, and have since clicked in either the Domains or the
Servers screen, all the shares in this screen appear unselected, including
shares that are accessible to remote users. In order to refresh the view,
click [Reset], then click [Refresh].

6. In the right pane of the File Access window, select the shares which
will be accessible to remote users through File Access, and click [Apply].
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Tip
If there are no shares in a selected server, the text “No shares on this
server” appears under that server name.

7. When you finish configuring administration settings, click at the
bottom of the File Access window.

Once you activate the configuration, remote users are able to access the
selected domains, servers, and shares through the File Access

interface, depending on their access permissions within the
organization.

Configuring Authentication with the Novell Directory Service

gi Note
This section is only relevant if the network includes Novell NetWare
Services, and you wish to enable remote access to NetWare Servers.

This section describes the steps you need to take in order to enable remote
access to NetWare Servers, including:

+  Configure a Novell Directory authentication server.

+  Assign the Novell Directory authentication server as one of the
trunk’s session authentication servers.

To enable remote access to NetWare Servers:

1. In the Configuration program, on the Admin menu, click
Authentication and User/Group Servers...

The Authentication and User/Group Servers dialog box is displayed.
x

1 whaleFileSharing
8 whalecom

Edit...
Femove

Help

[ s
I

Cloze

f

2. In the Authentication and User/Group Servers dialog box, click [Add..].
The Add Server dialog box is displayed.
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x
Type: | 8 acE =

I arme: I

IP/Host |

Pot: IEEDEI

Altemate [P/Host: I

Altenate Fort: |55UU

[~ Enable PIN Mode

[~ Use a Different Server for User/Group Suthorization

Selest Server: | Builk-ln Users/Groups j

Help 0k Cancel
_ teb | | |

3. From the “Type” drop-down list select “Novell Directory”, and define
the server. For details, click [Help].

4. When you finish defining the sever, click to close the Add Server
dialog box.
In the Authentication and User/Group Servers dialog box, the Novell
Directory server you defined is added to the list of authentication
servers.
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Authentication and User/Group Seryers x|

1 wihaleFileSharing
1 whalecom
Novell Directory —pm{ 53 Novell

Server Added to List Flemave

Edit...

Help

i
[ s
N

Cloze

d

Close the Authentication and User/Group Servers dialog box.

In the main window of the Configuration program, next to “Advanced
Trunk Configuration”, click to open the Advanced Trunk
Configuration window. Select the Authentication tab.

In the Authentication tab, in the top left area, click to the right
of the “Select Authentication Servers” list.

¥ Authenticate User on Session Login
Select Authentication Servers:
1) whalecom Add... Click this button...

Remave |
2| 3

The Authentication and User/Group Servers dialog box is displayed.
In the Authentication and User/Group Servers dialog box, select the
server you defined in step 3, then click [Select].

The Authentication and User/Group Servers dialog box closes. In the
Authentication tab, the Novell Directory server you defined is added to
the list of servers in the Authentication tab:

¥ Authenticate User on Session Login

Select Authentication Servers:

Novell D 8 whalecom Add...
ovell Director -
Y —3 |15 Novell =R |

Server Added to List
1| 3

Remote users access to Novell NetWare Servers is enabled.
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Changing the Date Format of Files and Folders

The date format of files and folders that remote users view on their
browsers is determined by the IAG where the File Access application is
installed, not by the user’s local computer.

By default, the format is: M/d/yyy. You can change the date format to
d/M/vyvyy, as described in this section.

To change the date format of files and folders:

1. At the IAG where the File Access application is installed, use the
Registry Editor to access the following location:
HKEY_USERS\ .DEFAULT\Control Panel\International

2. Change the Value data of SshortDate to d/M/vvyy.

%" Registry Editor 1Ol x|
Registry  Edit  View Favorites Help
(] HKEY_USERS | | Hame Type | pata |
=0 DEFALLT [3B]sLanguags REG 57 ENU
& AppEvents [ab]sList REG_SZ ,
~{10 Conscle [aB]sLengDate REG_57 deldd, MMMM dd, e
H"-gntnrcocl:;?;:ity sMonDecimtaISep REG_SZ .
D Appearance sMonGrouplng REG_SZ 30
2 Colars sMonThousandSep REG_SZ s
D Current sNativeDigits REG_SZ 0123456759
(] Custom Colors sNegativeSign REG_SZ -
. itivesi REG_SZ
REG_SZ diffeyy J
REG_SZ ,
: 5] International - sTime REG_SZ : =
TR il | il
|My ComputeriHEEY _IUSERSY, DEFAULTControl PaneliInternational 4

3. Restart the IAG.

When remote users view files and folders, the date format is the one
you set here.

Hiding the Folder Tree in the End-User Interface

By default, the end-users’ File Access interface presents users with a
folder tree in the left pane. The folder tree contains all the folders you
enable in the File Access administration window, as described in “File
Access Administration Settings” on page 221. If you wish to restrict users’
access to a specific folder, you can define the path of the folder as the
application URL, and disable the view of the folder tree. Users can then
access only the path that is defined as the application URL, including all
subfolders.

This procedure describes how you hide the folder tree if the trunk you are
configuring uses the default portal homepage supplied with the IAG. If
you use a custom homepage, refer to the Intelligent Application Gateway
Advanced Configuration guide, to “Adding Links to IAG Features on a
Custom Homepage” on page 66.
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To hide the folder tree in the end-user interface:

1. In the Configuration program’s configuration pane, double-click the

File Access application.

The Application Properties dialog box is displayed.

2. Select the Portal Link tab.

Application Properties (File Access)

@ Download/Upload “ Portal Link, |ﬂ Authorizatinnl 1 I ’I

¥ &dd Link on Partal and Taolbar

Partal &pplication Mame: IFiIe Access

Folder: I

Application URL:

Ihttp:a’.n"IocalhDst:.&utm’whalefilesharingx’

lcon LIRL: Iimagesf.-’-\pplcnns;’FiIe.-’-‘«ccess.gif

Short Description:

IEHpInre Y'our Files

Description:

[ Startup Page:
[ Open in New YWindow

@) telp

ok I Cancel |

3. In the “Application URL” field enter the following:

http://localhost:Auto/WhaleFileSharing/
?Path=<path>&ShowFolders=False

Where path is the full path of the folder users will access.

For example:

http://localhost:Auto/WhaleFileSharing/
?Path=EUROPE/NORWAY/Bergen&ShowFolders=False

gi Note
Parameter names and values are case sensitive.

4. Click [OK].
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Once you activate the configuration, end-users will not be presented
with a tree folder in the File Access interface. In this example, when
users access the File Access application, they will be presented with the
Bergen folder, and will be able to browse only this folder and its
subfolders.

Tip

@ The parameter ShowFolders can also be used with a Home Directory
definition. That is, users will be directly presented with their Home
Directory, and will be able to browse only the Home Directory and its
subfolders.
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Chapter 9

Monitoring and Control

This chapter describes the monitoring and control tools that are supplied
and supported by the Intelligent Application Gateway (IAG):

Event Logging is used to log IAG-related events. Events can be logged
by several reporters, including both IAG tools and third-party
network reporting solutions, as described in “Event Logging” on
page 237.

The Web Monitor enables anywhere, anytime snapshot viewing of
IAG events, as well as event filtering and analyzing. Where an IAG
High Availability Array is deployed, you can use the Web Monitor to
monitor all the IAG servers that are part of the Array. For details,
refer to “Web Monitor” on page 258.

You can monitor SSL connection attempts in the Windows Event
Viewer, as described in “SSL Event Monitoring” on page 301,

Event Logging

This section describes the IAG Event Logging, as follows:

The Event Logging mechanism is described in “Overview” on
page 238.

Although by default no configuration is required in order for the
Event Logging to work, and IAG-related events are logged and
reported with no user intervention, several configuration options are
available to you if you wish to adapt message reporting to your needs.
Those are listed in “Optional Event Logging Configuration Steps” on
page 239, and are described in detail in the subsequent sections.

For advanced troubleshooting purposes, you can temporarily disable
the Event Logging mechanism altogether, as described in “Disabling
Event Logging and Reporting” on page 258.

( ) Tip
You can troubleshoot warnings and errors that are reported by the Event

Logging mechanism, according to the message that is displayed when the
event occurs. Troubleshooting instructions are provided in Appendix A:
“Troubleshooting Event Logging Messages”.
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Overview

The IAG Event Logging mechanism logs and records IAG-related events to a
variety of tools and output formats. Using the event logs, you can gather
information about system usage, monitor user activities, be alerted about
security risks, troubleshoot the IAG, and assist remote users if they encounter
problems while accessing the internal resources protected by the IAG.

Event Categories

IAG-related events recorded by the Event Logging mechanism are
categorized as follows:

System events, including service startup and shutdown, and changes
to the configuration.

Security events, including login success or failure, security policy
violation or change, and password change

Session events, including the number of sessions that are open
through a trunk, session start or stop, and other session-related items

Event Logging Reporters

238 |

The events logged by the Event Logging mechanism can be used by
various reporters:

The built-in reporter enables you to log the events in a format that
can be used by the Web Monitor. In the Web Monitor, you can use the
Event Query window to query the events logged by the reporter and
to filter events according to type, time, and more.

Tip
For a description of the Event Query window of the Web Monitor, see
“Event Query” on page 295.

The RADIUS reporter reports events to a RADIUS Accounting server,
either any external RADIUS Accounting server, or a Windows
RADIUS Accounting server installed on the TAG.

The Syslog reporter reports events to an external industry-standard
Syslog server.

The mail reporter sends email messages regarding specific events via
an SMTP server.

Note
gi The built-in reporter is activated and configured by default. In order to

use any of the other reporters, you have to activate and configure them,
as described in the corresponding sections.
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Event Logging Messages

Event logging messages are defined in a message definitions file. All the
applicable IAG interfaces are configured to send the relevant message
when required.

For example:

+ A message is sent each time the configuration is changed in the
Configuration program.

A message is sent whenever a user logs into the IAG site.

Tip
Use the messages to troubleshoot warnings and errors. For details, refer
to Appendix A: “Troubleshooting Event Logging Messages”.

If required, you can edit the default messages, define additional
messages, or send messages from your own interfaces, such as custom
authentication pages.

Optional Event Logging Configuration Steps

The following Event Logging configuration options are available to you, if
required:

*  General event logging parameters, which are related to the Web
Monitor, are described in “Configuring General Settings” on
page 240.

+  Configuration of the built-in reporter is described in “Configuring the
Built-In Reporter” on page 242.

*  Configuration of the RADIUS reporter is described in “Configuring
the RADIUS Reporter” on page 243.

+  Configuration of the Syslog reporter is described in “Configuring the
Syslog Reporter” on page 244.

*  Configuration of the mail reporter is described in “Configuring the
Mail Reporter” on page 245.

é Note
The built-in reporter is activated and configured by default. In order to
use any of the other reporters, you have to activate and configure them,
as described in the corresponding sections.
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+  Editing the default messages that are recorded by the Event Logging
mechanism, defining additional messages, and sending messages
from your own interfaces, such as custom authentication pages, are
described in “Message Configuration” on page 249.

Configuring General Settings

This section describes how you configure general Event Logging settings.

To configure general event logging settings:
1. In the Configuration program, on the Admin menu, click Event Logging...

The Event Logging dialog box is displayed.

B Event Logging x|

General | Buitn | RADIUS | Syslog | Mail |

Gueue Size: |5EI
Max Report Besults: |2EIEIEI

Configure Monitor Lsers

ok I Cancel |

2. Use the General tab to configure general settings, as described in
Table 24, “General Tab Parameters”, on page 241.
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Table 24. General Tab Parameters

Parameter Description

Queue Size Number of events that are displayed in the Event Viewer
window of the Web Monitor, as follows:

* Number of events that are displayed each time a user
opens the Event Viewer window.

*  Maximal number of events that are added to the
message-list between refreshes.
For example: if the queue size is 50, and the refresh
rate is 15 seconds, after a refresh, no more that 50
events are added to the event list in the 15 seconds that
elapse until the next refresh. If, in this setup, 60 events
are received between refreshes, only the last 50 will be
displayed in the event list.

For a description of the Event Viewer window, refer to
“Event Viewer” on page 293.

Max Report Results Maximal number of events that can be fully displayed in the
Web Monitor when you generate a query, as follows:

* Session Monitor - Statistics window: if the number of
query results exceeds the number defined here,
“Duration” is not displayed.

* Application Monitor - Statistics window: if the number
of query results exceeds the number defined here,
“Duration” and “Total Accesses” are not displayed.

* User Monitor - Statistics window: if the number of
query results exceeds the number defined here, the
results are not displayed. The user is notified
accordingly.

* Event Report window: if the number of query results
exceeds the number defined here, the number of
results defined here is displayed.

For details, refer to “Web Monitor” on page 258.

Configure Monitor Opens the computer’s Windows Local Users and Groups
Users Manager and enables you to configure additional Web
Monitor users. For details, refer to “Enabling Web Monitor
Access from Computers Other Than the IAG” on
page 261.
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Configuring the Built-In Reporter

242 |

The built-in reporter enables you to save events into a log file. You can
then use the Web Monitor to query the event log and to filter events
according to type, time, and other parameters. For more information, see
“Event Query” on page 295.

A new event log file is saved every day. Event log files are periodically
deleted from the IAG, as part of the log file cleanup, described in “Log File
Cleanup” on page 313.

By default, the built-in reporter is activated, and log files are saved to the
Logs\Events folder under the IAG installation path. You can use in the
Built-In tab of the Event Logging dialog box to change the default settings.

To configure the built-in reporter:

1. In the Configuration program, on the Admin menu, click Event Logging...
The Event Logging dialog box is displayed.

E Event Logging 3 x|

General Buitin | RADIUS | Sysiog | Mail |

v Enable
Locatian: IE:'\WhaIe-Cnm'\e-G aphLogs\Events _l

ok I Cancel |

2.  Use the Built-In tab to configure the settings of the built-in reporter.

gi Note
*  If you disable the built-in reporter, you will not be able to query logs
in the Web Monitor.

¢ Itis recommended that the location where the log files are saved is
on the IAG.
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Configuring the RADIUS Reporter

The RADIUS reporter logs event information to a RADIUS Accounting
server. This information can then be exported in a format that any
standard reporting utility can read, and visual statistics about the users
and applications can be generated.

Tip
You can install a Windows RADIUS Accounting server on the IAG, and
log the information there.

To configure the RADIUS reporter:

1. In the Configuration program, on the Admin menu, click Event Logging...
The Event Logging dialog box is displayed.
2.  Select the RADIUS tab, and check the “Enable” option.

B Event Logging x|

Generall Builtln  RADIUS |S_l,lslog| b il I

—Iv Enable
IP/Host |

Fort: I1 213

Alternate IPHost: I

Alkernate Port: I1 313

Secrat Key: I

ak I Cancel |

3. Define the RADIUS Accounting settings, as follows:

Table 25. RADIUS Tab Parameters

Parameter Description
IP/Host IP address or hostname of the RADIUS Accounting server
Port Port number of the RADIUS Accounting server
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Table 25. RADIUS Tab Parameters (Cont’d)

Parameter Description

Alternate IP/Host IP address or hostname of the alternate RADIUS
Accounting server

Alternate Port Port number of the alternate RADIUS Accounting server

Secret Key Secret key that will be used to encrypt and decrypt the

user password

4. Click [OK].

IAG-related events are saved to the RADIUS Accounting server you
defined here.

Configuring the Syslog Reporter

The Syslog reporter enables you to export system and security information
from the IAG to an external industry-standard Syslog server, thus
providing a greater level of network integration.

To configure the Syslog reporter:

1. In the Configuration program, on the Admin menu, click Event Logging...
The Event Logging dialog box is displayed.
2. Select the Syslog tab, and check the “Enable” option.

E Event Logging x|

General | Buitdn | RADIUS  Syslog | Mail |

v Enable
IP/Host: |

Part: |5'I 4

ak I Cancel
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3. Define the Syslog settings, as follows:

Table 26. Syslog Tab Parameters

Parameter Description
IP/Host IP address or hostname of the Syslog server
Port Port number of the Syslog server

4. Click [OK].

IAG-related events are saved to the Syslog server you defined here.

Configuring the Mail Reporter

The mail reporter enables you to send email messages about selected
event via an SMTP server. In order to configure the mail reporter, you
have to take the following steps:

*  Enable the reporter, and configure the following:

+  SMTP server information, including IP/Host, port, and, if
required, user credentials

*  Mail details including the fields of the email messages issued by
the mail reporter, and a list of recipients for the messages

The way in which you enable and configure the mail reporter is
described in “Enabling the Mail Reporter to Send Messages” on
page 246.

* By default, even when the mail reporter is activated, none of the
messages that are handled by the Event Logging mechanism are sent
to this reporter, since it should only be used to report specific—urgent
or extremely important—IAG-related events. You therefore have to
determine which of the messages should be sent by email, and
manually configure them, as described in “Configuring which
Messages are Sent by the Mail Reporter” on page 247.
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Enabling the Mail Reporter to Send Messages

This section describes how you enable the mail reporter to send event
messages via the SMTP server.

Note

gi Even when the mail reporter is enabled and configured, the SMTP server
will not send event-related messages until you define which messages are
sent to the mail reporter, as described in “Configuring which Messages
are Sent by the Mail Reporter” on page 247.

To enable the mail reporter to send messages:

1. In the Configuration program, on the Admin menu, click Event Logging...
The Event Logging dialog box is displayed.
2. Select the Mail tab, and check the “Enable” option.

B Event Logging x|

General | Buitdn | RADIUS | Syslog Mail |

—Iv¥ Enable
IP/Host:

|
Fort: |25
|

From:

Tao

Subject: IMaiI Fram &G System

User: I

FPazzward: I

Confirm Passward: I

ok I Cancel

3. Define the following settings:
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Table 27. Mail Tab Parameters

Parameter Description

IP/Host IP address or hostname of the SMTP server

Port Port number of the SMTP server

From email address that appears in the email “From” field

To email addresses to which you wish to send event logging email
messages

Subject Text that appears in the email “Subject” field

User User name used to log into the SMTP server, if required

Password Password used to log into the SMTP server, if required

Confirm Password ~ Confirmation of the password used to log into the SMTP
server, if required

4. Click [OK].

5. Go on to configure which of the IAG-related events will be sent to the
recipients you configured here, as described in “Configuring which
Messages are Sent by the Mail Reporter” on page 247.

Configuring which Messages are Sent by the Mail Reporter

By default, the mail server does not send any messages to the email
recipients, even if this option is enabled in the Event Logging dialog box,
so that the recipients are not flooded with all of the event logging
messages.

This procedure describes how you configure the messages that will be sent
by mail to the recipients you configured in “Enabling the Mail Reporter to
Send Messages” on page 246.

Note
gi Message configuration is implemented in an XML file. In order to edit it,
you need to have a working knowledge of XML technology.

To configure the messages that will be sent by mail:

1. Create a custom message definitions file, as described in “Configuring
Event Messages in the Message Definitions File” on page 249. If such
a file already exists, use the existing file.
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2. For each message that you wish to send to the SMTP server, under
the <Reporters> element, add a new <Reporter> element with the
value mail, as follows:

<Reporter>mail</Reporter>

For details regarding the reporting elements, refer to “<Reporters>"
on page 256. For the full syntax of the message definitions file, refer
to “Event Logging Message Definitions File” on page 250.

For Example:

To send an email message each time the number of concurrent
authenticated sessions that can be opened through a trunk is
exceeded, access the message “Number of Max Concurrent Sessions
Exceeded”, and add the Mail reporter, as shown in the example that
follows. Note that, for the clarity of the example, some of the event
parameters were removed from the sample code.

<Message>
<Id>15</Id>
<Severity>Warning</Severity>
<Type>Session</Type>
<Name>AuthenticatedMaxExceeded</Name>
<Desc>Number of Max Concurrent Sessions Exceeded</Desc>
<DynamicDesc>VGhlIGlheGltYWwgbnVtYmVyIG9</DynamicDesc>
<Params>
<Param>
<Name>MaxValue</Name>
</Param>
</Params>
<Reporters>
<Reporter>mail</Reporter>
<Reporter>syslog</Reporter>
<Reporter>builtin-log</Reporter>
</Reporters>

</Message>

3. When you finish editing the file, still at the IAG, access the

Configuration program. Click ?} to activate the configuration, select

the option “Apply changes made to external configuration settings”,
and click [Activate >].

Once the configuration is activated, the messages you configured here
are reported to the SMTP server and sent to the recipients you
configured in “Enabling the Mail Reporter to Send Messages” on
page 246.
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Message Configuration

Note
gi Message configuration is implemented in an XML file. In order to edit it,

you need to have a working knowledge of XML technology.

This section describes the following:

How you edit the default message definitions file, in order to change
the default event messages or to create additional, custom messages,
in “Configuring Event Messages in the Message Definitions File” on

page 249.

The syntax of the definitions file, in “Event Logging Message
Definitions File” on page 250.

In order to send a custom event message, or in order to send event
messages from custom interfaces, you need to configure the page from
where you wish to send the message. For details, refer to “Event
Messages Application Interface” on page 257.

Configuring Event Messages in the Message Definitions File

This procedure describes how you configure the message definitions file,
which holds the definitions of all event messages.

To configure messages in the message definitions file:

1.

Access the following customUpdate folder; if it does not exist, create it:
..\Whale-Com\e-Gap\von\conf\CustomUpdate

Copy the file MessageDefinition.xml from this folder:
..\Whale-Com\e-Gap\von\conf

Place it in the customUpdate folder you accessed in step 1. If such a file
already exists in the custom folder, use the existing file.

In the MessageDefinition.xml file, change the existing messages, or
configure additional messages, as required. For a description of this
file, refer to “Event Logging Message Definitions File” on page 250.

Note
gi If you add new messages to the file, or if you wish to send messages from

custom scripts, you also need to configure the functions that will send the
messages, as described in “Event Messages Application Interface” on
page 257.
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4. When you finish editing the file, still at the IAG, access the

Configuration program. Click ?;3 to activate the configuration, select
the option “Apply changes made to external configuration settings”,
and click [Activate >].

Once the configuration is activated, the messages you configured here
are reported to the applicable reporter or reporters.

Event Logging Message Definitions File

Note

gi This section describes the message definitions file. For instructions on the
steps you need to take in order to edit the file, refer to “Configuring
Event Messages in the Message Definitions File” on page 249. Do not
make changes to the default file supplied with the IAG.

The message definitions file, MessageDefinition.xml, holds the
definitions of all event messages under the root <Messages> element.
Each message is defined in a dedicated <Message> sub-element. You can
edit existing messages, or define new messages, according to the
description and guidelines in “<Message>" on page 250.

& Caution
0 Element names are case-sensitive.

*  Be sure to follow the guidelines provided here. Message definitions
that do not follow these guidelines may result in wrong or missing
reports.

o In version 2 of the file, introduced in version 3.5, a new element was
added under each <Param> element: <Binary>, described on
page 255. If you are editing a version 2 file, and you copy into it
custom elements which were originally created or edited in a version
1 file, be sure to add one <Binary> element under each <Param>
element you copy into the new file.

<Message>

Description

Defines an Event Logging message.

Usage

An unlimited number of <Message> elements can be nested under the
root <Messages> element.
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Child Elements

<Message> must contain one each of the following elements:

<Id>, described on page 251.
<Severity>, described on page 252.
<Type>, described on page 252.
<Name>, described on page 253.
<Desc>, described on page 253.
<DynamicDesc>, described on page 253.

In addition, <Message> can contain one each of the following optional
elements:

<Params>, described on page 254.

<Reporters>, described on page 256.

é Note
If no reporters are defined for a message, the message is not sent to any

of the Event Logging reporters. It is only sent to the Web Monitor, where
it can be viewed in the Event Viewer, but cannot be queried in the Event
Query window.

[<Message>| > [<Id>]

<ild>

Description

Unique message ID.

For the default messages, do not change the message ID.

For custom messages, use ID 10000 and up.

Usage

One and only one <Id> element must be nested under <Message>.

Child Elements

None.
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[<Message>] > [<Severity>]

<Severity>

Description

Message severity. Must be one of the following:

* Information: informative message denoting a normal event that
might be of interest, such as user login or log out.

*  Notice: normal but significant condition, such as users changing their
password.

*  Warning: events that might be problematic, but don’t result in
malfunction. For example: an unauthorized access attempt.

*  Error: a significant problem, such as a failure to read the
configuration.

Usage

One and only one <Severity> element must be nested under <Message>.

Child Elements

None.

[<Message>| > [<Type>|

<Type>

Description
Message type. Must be one of the following:

+  System: system events, such as service startup and shutdown and
changes to the configuration.

*  Security: security events, including login success or failure, security
policy violation or change, and password change.

+  Session: session events, including session start or stop, number of
sessions, and other session-related events.

Tip

In the IAG Event Manager, in the Event Viewer and the Event Report, this
parameter is displayed in the “Category” column.

Usage
One and only one <Type> element must be nested under <Message>.

Child Elements
None.
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[<Message>| > [<Name>]

<Name>

Description

Message name. Must contain only alphanumeric characters.

Usage
One and only one <Name> element must be nested under <Message>.

Child Elements

None.

[<Message>| > [<Desc>|

<Desc>

Description

Short description of the message. Must contain only alphanumeric
characters and spaces.

Tip
In the IAG Event Manager, in the Event Viewer and the Event Report, the
short description is displayed in the “Type” column.

Usage
One and only one <Desc> element must be nested under <Message>.

Child Elements
None.

[<Message>| » [<DynamicDesc>|

<DynamicDesc>

Description
Long description of the message. This description must be encoded using
Base64 encoding, and must not contain the CR/LF (carriage return/line
feed) character.

( ) Tip
To view encoded text, or to encode text that you enter in this element,
open the file in the Editor program. For details, refer to the Intelligent
Application Gateway Advanced Configuration guide, to “Editor” on page 40.
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You can include one or more parameters in the long description, as
follows:

*  Define a parameter using a <Param> element. For details, refer to
“<Params>" on page 254.
* Include a parameter in the message using the following format:

[$<parameter_name>%]
Where <parameter_name> is the named assigned to the parameter in
the <Name> sub-element of <Param>.

For example: to add a User Name parameter to the description of a
successful login message, define a parameter named UserName, and
include it in the message as follows:

User [%UserName%] logged in successfully.

Usage

One and only one <DynamicDesc> element must be nested under
<Message>.

Child Elements

None.

|<Message> |

<Params>

> | <Params> |

Description

Defines optional parameters that can be used as follows:

*  As part of the long description of the message, in the <DynamicDesc>
element. For details, see “<DynamicDesc>" on page 253.

* In the Web Monitor, in the Event Query window, to query events by
trunk name and session ID. For information on querying events in
the Web Monitor, refer to “Event Query” on page 295.

é Note
You cannot use custom parameters as query parameters in the Event
Query.

Usage

One and only one <Params> element can optionally be nested under
<Message>.
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Child Elements

<Params> can contain an unlimited number of <Param> elements,
described on page 255.

[<Message>| » [<Params>] > [<Param>]

<Param>

Description

Child element of <Params>. Defines a single parameter. For a description
of parameter usage, refer to “<Params>" on page 254.

Usage

An unlimited number of <Param> elements can be nested under
<Params>.

Child Elements

<Param> must contain one each of the following elements:

+ <Name>, described on page 255.

*  <Binary>, described on page 255.

[<Message>| » [<Params>] > [<Param>] > [<Name>|

<Name>

Description

Child element of <Param>. Defines the parameter name.

Usage

One and only one <Name> element must be nested under <Param>.

Child Elements

None.

[<Message>| » [<Params>] > [<Param>] > [<Binary>|

<Binary>

Description

Child element of <Param>. Determines whether the parameter value is
binary or not, where:

* 1:value is binary

*  0:value is non-binary
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Usage
One and only one <Binary> element must be nested under <Param>.

Child Elements
None.

[<Message>| » [<Reporters>]

<Reporters>

Description

Defines the reporter or reporters to which the message is sent. You can
define any of the following reports:

*  builtin-log: IAG’s built-in reporter, described in “Configuring the
Built-In Reporter” on page 242.

* radius-accounting: reporting to a RADIUS Accounting server, as
described in “Configuring the RADIUS Reporter” on page 243.

Note

gi Only the messages that are configured by default to report to the
RADIUS reporter can be sent to the RADIUS Accounting server. No
other messages can be sent to the RADIUS server, regardless of the
configuration of this reporter.

*  syslog: reporting to a Syslog server, as described in “Configuring the
Syslog Reporter” on page 244.

*  mail: sending an email message about the event, as described in
“Configuring the Mail Reporter” on page 245.

Usage

One and only one <Reporters> element can be nested under <Message>.

Child Elements

<Reporters> can contain up to four <Reporter> elements, described on
page 255, one for each reporter.

[<Message>| > [<Reporters>| > |<Reporter>|

<Reporter>

256

Description

Child element of <Reporters>. Defines a single reporter to which the
message 1s sent. For a description of the reporters you can configure here,
refer to “<Reporters>" on page 256.
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Usage

Up to four <Reporter> elements can be nested under <Reporters>, one for
each reporter.

Child Elements

None.

Event Messages Application Interface

By default, all the applicable IAG interfaces are configured to send the
relevant event message when required. If, however, you configure custom
messages in the message definitions file, or if you wish to send messages
from custom interfaces, such as a custom Login script, in order to send the
message, you need to configure the page where you wish to send the
message, as described in this section.

To configure message interface:

1. In the page from where you wish to send the message, add the
following function:
SetMessage <Message_ID>,<Optional_param_ list>

Where:

*  <Message_ID> is the unique message ID defined in the message
definitions file, in the <Id> element, described on page 251.

* <Optional_param_list> holds the definition of message
parameters, as follows:

* If no parameters are defined in the message: null

+ If the message contains one or more parameters:
Array (<message_param>, <message_param>..)
Where <message_param> is the parameter you define in the
message definitions file, in the <Param> element, described
on page 255.

2. If the message contains one or more parameters, for each parameter
you need to create an object in the file, where the name of the
parameter is identical to the name you use in the function you define
in step 1.

Tip
You can see a sample function call in the following page:

..\Whale-Com\e-Gap\von\InternalSite\samples\set_message.asp

3. Ifyou are adding the function to your own page, such as your own
login page, you need to include the following file in the page:

..\Whale-Com\e-Gap\von\InternalSite\inc\MonitorMgr.inc
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Disabling Event Logging and Reporting

This section describes how disable and re-enable event logging and reporting.

é Note
Disable event logging and reporting for advanced troubleshooting
purposes only, and be sure to re-enable it as soon as you finish
troubleshooting the system.

To disable event logging and reporting:
+ At the IAG, run the following command:

..\Whale-Com\e-Gap\utils\MonitorMgr\MonitorMgrUtil.exe -sms 0
Events are no longer logged to the Event Logging mechanism, and
event messages are not sent to any of the configured reporters.

To re-enable event logging and reporting:
* At the IAG, run the following command:

..\Whale-Com\e-Gap\utils\MonitorMgr\MonitorMgrUtil.exe -sms 1
Events are logged to the Event Logging mechanism, and event
messages are sent to the configured reporters.

Web Monitor

258

The Web Monitor is a monitoring and reporting web application that
enables you to view IAG-related events both from within the organization
and from remote locations, using a web browser. Access from remote
locations is fully secured by the IAG Application Aware security
mechanisms, such as URL Inspection positive-logic rulesets, out-of-the-
box character definitions, policy compliance, and session timeouts. In
sites where an IAG High Availability Array is deployed, you can monitor
each of the TAG servers within the array from a single Web Monitor.

A constantly updating snapshot of system, administrative, and remote
user activities can be used to assist users online and troubleshoot any
problems they may encounter while accessing the internal network via
the IAG. You can zoom into a user’s session in real-time, and pinpoint
errors and situations that hinder usability. Remote access via the SSL
VPN portal provides you with secure anytime, anywhere monitoring of
system and user activities, and enables you to render users assistance
while away from the office. Logs and queries are used to analyze usability
variations and trends over time.
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For example: a user notifies you that they cannot log into an application.
When you zoom into the user’s session you find that the application’s
Access policy requires that the Attachment Wiper is installed on the
endpoint computer, but the user’s computer does not comply with this
policy. You can instruct the user to download and install the Whale Client
Components when they next access the site. Thereafter, they are able to
access the application smoothly.

Note
gi The Web Monitor application is protected by the Windows Local Users

and Groups management tool. By default, access to the application is
disabled, and you need to configure the user or users that are allowed to
access it, as described in “Enabling Web Monitor Access from Computers
Other Than the IAG” on page 261.

This section:

Describes how you access the Web Monitor, including the
configuration steps required in order to enable access from computers
other than the TIAG, and the list of supported browsers, in “Accessing
the Web Monitor” on page 260.

Describes the general Layout of the Web Monitor screen, in “Web
Monitor Layout” on page 264.

Provides you with helpful tips for using the Web Monitor, in “Tips for
Using the Web Monitor” on page 265.

Provides detailed explanations of the Web Monitor windows and
views, and operations you can perform in the Web Monitor, as follows:

+  “Session Monitor - Current Status” on page 266

+  “Session Monitor - Active Sessions” on page 268

+  “Session Monitor - Statistics” on page 271

*  “Application Monitor - Current Status” on page 275
*  “Application Monitor - Active Sessions” on page 278
*  “Application Monitor - Statistics” on page 279

*  “User Monitor - Current Status” on page 285

+  “User Monitor - Active Sessions” on page 287

+  “User Monitor - Statistics” on page 288

+  “Event Viewer” on page 293

+  “Event Query” on page 295

Support for sites running an IAG High Availability Array, in “Web
Monitor High Availability Support” on page 298.
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Accessing the Web Monitor

260

You can access the Web Monitor from the web browsers listed in “Web
Monitor Browser Support” on page 264, as follows:

*  From the IAG:

In the Configuration program, click on the toolbar, or, on the
Admin menu, click Web Monitor...

Or,

In the Windows desktop, click [Start], then point to Programs > Whale
Communications IAG > Additional Tools > Web Monitor.

*  From any computer that is on the same network as the IAG. The Web
Monitor application can be accessed via port 50002 on the IAG.
For example: if the IP address of the IAG is 192.168.1.45, enter the
following URL at the browser’s Address bar: http://
192.168.1.45:50002

*  Remotely, via the IAG SSL VPN portal. To enable remote access via
the portal, at the Configuration program, use the Add Application
Wizard to add the Web Monitor application to the trunk (the
application is part of the Built-In Services group). Once you add the
application to the trunk, access the Authorization tab of the
Application Properties dialog box and define the users that are
authorized to access the application. By default, no users are
authorized to access the application. For details, refer to
“Defining Authorization for Portal Applications” on page 38.

In order to enable access to the Web Monitor from computers other than
the TAG, you need to configure the user or users that are allowed to access
it, as described in “Enabling Web Monitor Access from Computers Other
Than the IAG” on page 261.
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Enabling Web Monitor Access from Computers Other Than the IAG

é Note

This section describes how you enable access to the Web Monitor
application from computers other than the |AG; this configuration
procedure is required for users who access this application both locally,
from within the organization, and remotely, via the portal homepage. In
addition, in order to enable remote access to the Web Monitor
application via the portal homepage, you must also configure
authorization for this application, as described in “Defining Authorization
for Portal Applications” on page 38.

The Web Monitor application is protected by the Windows Local Users
and Groups management tool. During the installation of the IAG, a
dedicated group is created in the Windows Local Users and Groups
Manager, on the IAG. This group is used for authentication against the
Web Monitor application.

The group’s default settings are:

*  Group name: Web Monitor Users
*  One user is defined as a member of this group: IAG Administrator

By default, this user is disabled. In order to enable access by this user to
the Web Monitor, you need to enable the user’s account and assign a
password, as described in the procedure that follows. You can also use the
Local Users and Groups Manager to add other users, from other groups
and other domains, as members of the Web Monitor Users group, who are
allowed to access the application.

Note

gi In an IAG High Availability Array, you must assign the same users to the
Web Monitor Users group on all the IAG servers that are part of the
Array. For details, refer to “Web Monitor High Availability Support” on
page 298.

To grant the IAG Administrator user access to the Web Monitor:

1. In the Configuration program, access the Local Users and Groups
Manager.
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( ) Tip
You can quickly access the Local Users and Groups Manager via the
Configuration program: select Admin > Event Logging, and in the Event
Logging dialog box, in the General tab, click the link “Configure Monitor
Users™.

2. In the Local Users and Groups Manager, from the tree in the left
pane, under Local Users and Groups, select Users. Note that, in the
right pane, the IAG Administrator user is disabled, as indicated by a
red X next to the user’s name:

IAG Administrator is disabled

"Hi usergroup - [Console Root'Local Users and Groups (Local),Users]

Bﬁ] File  Action Yiew Favorites Window  Help | - |ﬁ'|1|
o |am BB 2
D Console Rook Mame / | Full Mame | Diescription ;I
E‘& Local Users and Grau @dministrator ’ Built-in account For administering the computer,l’cJ
@ Users Built-in account For guest access ko the compute
[0 Groups ( QIAG Adrinistrator Inteligent Application Gateway Administrator  Local administrators bo manage the Inkeligent A
Trkmermeak Cmeb e 3 Buiilk im mmmmaamk Frv s irema s mmmmm s ke Tebmwee T
1] || K1 ] f

3. In the right pane of the Local Users and Groups Manager, right-click
the IAG Administrator user and select Properties.

The IAG Administrator Properties dialog box is displayed.

e-Gap Administrator Properties ﬂ E
Remate control I Terminal Services Profile I Dialin I
General | Member Of I Prafile I Environment I Sessions
@ 145G Administrator
FEull name:

Description: Local administrators to manage the Inteligent Applic

™ User must change password at nest logon
™ User cannat change password

[™ Password never expires

[V Account is disabled

™| Sccount is lacked out

QK I Cancel | Lpply |

4. Uncheck the option “Account is disabled”, then click to close the
dialog box.
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In the right pane of the Local Users and Groups Manager, the IAG
Administrator user is now enabled:

IAG Administrator is now enabled

"Hi usergroup - [Console Root'Local Users and Groups (Local)Users]

Bﬁ] File  Action Wiew Favorites Window  Help |_|ﬁ'|1|

- anB @

D Console Rook -
E& Local Users and G
L4 Users

ame | Full Marne | Description | -
L $ Administrator’ Built-in account For administering the compute. .
L% Built-in account for guest access to the comp,

EIAG Administrator ) Inteligent Application Gateway Administrator  Local administrators to manage the Inteligent. ..

-
a1 " i Builboir smecnnb For amanuracne accace ko Trka _I

5. Assign a password for the IAG Administrator user: in the right pane
of the Local Users and Groups Manager, right-click the IAG
Administrator user and select Set Password.

The Set Password dialog box is displayed.
6. Use the Set Password dialog box to assign a password.

The IAG Administrator user can now access the Web Monitor, using
the password you assigned here.

g) Tip

In order to enable access to the Web Monitor by additional users, access

the Web Monitor Users group, under Users, and define as many users as
required.
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Web Monitor Browser Support

You can access the Web Monitor using the following browsers:

Operating System Supported Browsers

Windows 2000 * Internet Explorer 6.0

* Mozilla family: Netscape Navigator 7.1.x, 7.2.x; Mozilla
1.7.x; Firefox 1.0.x and higher

Windows XP /2003 * Internet Explorer 6.0, 7.0

Mozilla family: Netscape Navigator 7.1.x, 7.2.x; Mozilla
1.7.x; Firefox 1.0.x and higher

Mac OS X * Mozilla family: Netscape Navigator 7.1.x, 7.2.x; Mozilla 1.7.x;
Firefox 1.0.x and higher; Camino 0.83 and higher

*  On computers running Mac OS X, you cannot access the Web Monitor directly
from the portal homepage. Access is possible from any computer that is on the
same network as the IAG, via port 50002 on the |IAG, as described in “Accessing
the Web Monitor” on page 260.

Web Monitor Layout

The Web Monitor is displayed in a web browser. The browser window is
divided into two panes:

* In the menu, on the left, a list of links enables you to select the Web
Monitor window that you wish to view. The links are grouped as
follows:

*  Session Monitor, including Current Status, Active Sessions, and
Statistics.

*  Application Monitor, including Current Status, Active Sessions,
and Statistics.

+  User Monitor, including Current Status, Active Sessions, and
Statistics.

+  Event Viewer.
+  Event Query.

*  High Availability Array, in sites that deploy an IAG High
Availability Array.

The windows are described in detail in the sections that follow.

264 Chapter 9: Monitoring and Control
Web Monitor



D

Tip
The selected view is highlighted.

¢ Click [Troubleshooting] for troubleshooting guidelines and instructions
for Warning and Error messages.

In the right pane, the Web Monitor window that you selected in the
left pane 1s displayed.

Figure 40. Sample Web Monitor Window
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Tips for Using the Web Monitor

Where times are displayed, such as in the Statistics windows, it is the
time on the IAG, not the remote user’s computer. The current time on
the IAG is displayed at the top right corner of the screen. For

example: Server time: 02/23/2006 17:40

To generate reports in Microsoft Excel® format, click . You can
then use Excel to manipulate the data according to your needs. For
example: calculate the number of users that were concurrently
logged onto a trunk at peak time, or create charts that will present
comparisons, patterns, and trends of system usage.

In the Current Status, Active Sessions, and Event Viewer windows,

you can instantly refresh the data by clicking {\’:, .

A “lead user” is the user who accessed the site. For example: when a
user logs in to the site using one set of credentials, and is then
required to enter different credentials when accessing a specific
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application, the lead user is the user who logged in to the site. In
unauthenticated trunks, the lead user is the first user added during
the session with the site.

* A user name is always displayed using the following syntax:
<domain_name>\<user_name>

+ In tables, you can specify a sort order by clicking the column heading
by which you want to sort the data.

* In line charts, used in the Statistics and monitor over time windows,
you can highlight a line in the chart by clicking it in the legend. For
example: clicking a trunk name highlights the chart-line
representing that trunk.

*  Some of the Web Monitor defaults, such as refresh rates, the display
of graphics, and the appearance of charts, are customizable. For
details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Customizing the Web Monitor Windows” on
page 72.

Session Monitor - Current Status

266

This window provides online display of all the sessions that are currently
open via all the trunks of the IAG you are monitoring:

* At the top part of the window, a column chart displays each trunk in
a separate column, and shows the total number of sessions that are
currently open through the trunk, that is, both authenticated and
unauthenticated sessions.

* At the bottom part of the window, active trunks and open sessions are
listed in a tabular format, including the number of authenticated and
unauthenticated sessions. Clicking the number of total sessions opens
the trunk’s Session Monitor - Active Sessions window, described in
“Session Monitor - Active Sessions” on page 268.

+ By default, the window refreshes the data every 15 seconds. If
required, you can customize the refresh rate, as described in the
Intelligent Application Gateway Advanced Configuration guide, in
“Customizing the Web Monitor Windows” on page 72.

*  You can also monitor session behavior over time, for a selected trunk
or for all active trunks. In the table at the bottom of the window, click
|~ next to the trunk you wish to monitor, or next to “All Trunks”,
respectively. The Session Monitor Over Time window is displayed, as
described on “Session Monitor Over Time” on page 267.

You can use the different displays to compare activity between trunks,
and analyze trends and variations over time.
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Figure 41. Sample Session Monitor - Current Status Window
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Session Monitor Over Time

The Session Monitor Over Time window is displayed when you click I~

in the Session Monitor - Current Status window. Use 1t to monitor session
behavior over time, for a selected trunk or for all active trunks.

Session behavior is displayed in a line chart, showing both authenticated
and unauthenticated sessions, and the total number of sessions, at pre-
defined intervals.

* By default, the window refreshes the data at 10-second intervals. If
required, you can customize the refresh rate, as described in the
Intelligent Application Gateway Advanced Configuration guide, in
“Customizing the Web Monitor Windows” on page 72.

+  Use the paging controls to scroll to the period of time you wish to

monitor: QG 12 OD .
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Figure 42. Session Monitor Over Time
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Session Monitor - Active Sessions

268

The Session Monitor - Active Sessions window provides a detailed
snapshot of the currently-open sessions for each trunk. Use it for online
user-access tracking and troubleshooting.

Current
session is

highlighted

You select which trunk to display at the top left corner of the window.

The parameters that are provided for each session are listed in
Table 28, “Parameters of the Session Monitor - Active Sessions”, on
page 269.

By default, the window refreshes the data every five minutes. If
required, you can customize the refresh rate, as described in the
Intelligent Application Gateway Advanced Configuration guide, in
“Customizing the Web Monitor Windows” on page 72.

Figure 43. Sample Session Monitor - Active Sessions Window
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Table 28. Parameters of the Session Monitor - Active Sessions

Parameter

Session ID

Lead User

Repository

Started At
Duration

Authenticated

Description

Unique session ID.

Clicking the session ID opens the Session Details window,
described in “Session Details” on page 270.

User who initiated the session.

Authentication repository of the user who initiated the
session.

Date and time when the session was started.
Duration of the session.

Indicates whether the session is authenticated or
unauthenticated.

A session is unauthenticated when:

* The user’s identity is unknown, such as prior to the
completion of the login process.

* The session is suspended before it is closed.

The following example describes a sample life cycle of a
session, in a trunk where the Automatic Scheduled Logoff
option is activated, and the Logoff Scheme is triggered
every 60 minutes:

* As soon as a user accesses the site, an unauthenticated
session is established.

* Once the user is authenticated, the session’s status
changes to “authenticated”.

* 60 minutes later, the Scheduled Logoff is triggered, the
session’s status changes to “unauthenticated”, and the
user is prompted to re-authenticate.

* The user re-authenticates within the required
timeframe, and the session is authenticated again.

*  When the user finishes working with the site and logs
off, the status of the session changes to
“unauthenticated”. After a pre-defined period of time,
the session closes. It is no longer displayed in the
Session Monitor - Active Sessions window.
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Table 28. Parameters of the Session Monitor - Active Sessions (Cont’d)
Parameter Description

Events Clicking £8) generates a report of events related to the
session. The report is displayed in the Event Reports
window, described in “Event Report” on page 297.

Terminate Clicking 9 terminates the session. A message prompts

you to verify the termination; once you do, the status of
the session changes to “unauthenticated”:

Authenticated

K

Note: You cannot terminate the current session, or
unauthenticated sessions.

Session Details

The Session Details window is displayed when you click a session’s ID in
any of the Web Monitor’s Active Sessions windows. It provides in-depth
session information, divided into the following tabs:

*  The General tab provides general information about the session and
about the users that are currently logged in to the session. Note the
following:

+  For information about privileged sessions, refer to the Intelligent
Application Gateway Advanced Configuration guide, to “Default
and Privileged Session Settings” on page 137.

*  The lead user is the user who initiated the session.

*  The Applications tab lists all the applications for which the session
users are authorized, and, for each application, whether users are
allowed to access it or only view it, and whether it is launched or not.

*  The Endpoint Information tab provides information about the
endpoint computer from where the session was initiated, including:

*  Whale Client Components that are installed on the computer.
For information about the Whale Client Components, refer to
“Whale Client Components” on page 147.

*  Other software that is installed on the computer, which is related
to the interaction of the computer with the IAG, such as anti-
virus software or browser version.
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+ IP address and domain of the endpoint computer, and whether it
is an IAG Certified Endpoint. For information about Certified
Endpoints, refer to “Certified Endpoints” on page 118.

ol .
The information provided in the Endpoint Information tab is similar to the

information that is provided to the end-user, on the endpoint computer,
in the System Information window.

*  The Parameters tab lists all the session parameters, including the
type and value of each parameter. You can view a list of all the
session’s parameters, or only parameters of a selected type.

Figure 44. Sample Session Details Window
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Session Monitor - Statistics

This window enables you to view and analyze both the history and the
current status of the IAG sessions, such as the number of concurrent
sessions in a trunk, and compare them to the trunk’s limitations, as
defined by the Concurrent Sessions settings.

*  Use the query form to submit a query, as described in “Session
Monitor - Statistics Window: Query Form” on page 272.

*  The window then displays the query results, as described in “Session
Monitor - Statistics Window: Query Results” on page 273.
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Session Monitor - Statistics Window: Query Form

272

When you first access the Session Monitor - Statistics window, the query
form is displayed. Use this form to define the query:

*  Select the trunk or trunks for which to generate the query.
*  Define the period of time for which to generate the query:

*  Select a pre-defined period, such as “Today” or “Last Month”, at
the top of the “Period” area.

Or,
*  Define start and end dates at the bottom of the “Period” area.

*  Define the interval at which data is sampled, at the bottom right of
the “Period” area. The intervals that are available for selection
depend on the selected period. For example: if the selected period is
a day, only an “Hour” interval can be defined; for a period of a week,
you can select an interval of either an hour or a day.

By default, the maximal number of intervals that can be queried is
1,500. If required, you can change this value, as well as the number of
intervals that are displayed on a single page in the default view, as
described in the Intelligent Application Gateway Advanced
Configuration guide, in “Customizing the Web Monitor Windows” on
page 72. Note, however, that a value of over 1,500 intervals is not
recommended and may slow down the monitor’s performance
considerably.

+  Select the query type:

* % Sample Chart: the number of concurrent sessions is
sampled at the end of each interval.

*  ~/ Peak Chart: the number of concurrent sessions reported is

the highest number of sessions that were open during the
interval period.

Once you submit the query, the results are displayed in the window, as
described in “Session Monitor - Statistics Window: Query Results” on
page 273.
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Figure 45. Session Monitor - Statistics Window: Query Form
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After you submit a query, when you return to the query form from the
“query results” view, you can click [Showlastresults| to display the results of
the last query submitted, regardless of any changes you might have made

in the query form.

Session Monitor - Statistics Window: Query Results

Query results are displayed in the Session Monitor - Statistics window
after you submit a query in the query form, as described in “Session
Monitor - Statistics Window: Query Form” on page 272.

+ At the top of the window, query details are displayed, including
period, interval, and query type, as you defined in the query form. If
query results are available only for a part of the defined period, this is
also indicated, under the “Period” field.

*  Query results are displayed in two views:

*  Aline chart displays the number of concurrent sessions for each
of the trunks in the query. The color that represents each trunk
on the chart is indicated in the legend, to the left of the trunk
name.

+  The table, at the bottom of the window, displays information on
each of the trunks that were queried, as described in Table 29,
“Session Monitor - Statistics Window: Query Results”, on
page 274.

*  You can view the data that is displayed in the chart in a tabular

format by clicking |Z]=[H|.

+  Use the paging and zooming controls to focus the view on the period
of time you wish to monitor: @@ 1 QO & o .
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g) Tip

*  When you zoom out to the smallest view, the window displays the
entire period that is queried, up to the pre-defined interval limit.

* When you zoom in to the largest view, the window displays 10
intervals; to view additional intervals, use the paging controls.

*  To return to the query form, click [Showgqueryform].

Figure 46. Session Monitor - Statistics Window: Query Results
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Table 29. Session Monitor - Statistics Window: Query Results

Parameter
Trunk Trunk name.

Concurrent Sessions

Description

Minimal and maximal number of sessions that were

concurrently open through the trunk during the query

period.
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Table 29. Session Monitor - Statistics Window: Query Results (Cont’d)

Parameter

Duration

Concurrent Sessions
Settings

View

Description

The average and maximal duration of the sessions that
were open through the trunk during the query period.

Note: If the number of results exceeds the number of
“Max Report Results”, as defined in the Configuration
program, in the General tab of the Event Logging dialog
box (described in “Configuring General Settings” on
page 240), “Duration” is not reported.

Settings that are defined for the trunk in the Configuration
program, in the Session tab of the Advanced Trunk
Configuration window:

* Threshold: the threshold above which each new session
that opens generates a report, as defined in the
“Concurrent Sessions Threshold” field of the Session
tab.

Limit: maximal number of sessions that can be open
through the trunk at the same time, as defined in the
“Max Concurrent Sessions” field of the Session tab.

For details, refer to the Intelligent Application Gateway

Advanced Configuration guide, to “Session Configuration”

on page 133.

Clicking E adds the display of concurrent sessions

threshold and limit to the chart; clicking ﬂ removes the
display from the chart.

Application Monitor - Current Status

This window provides a view of all the applications that are enabled for
access via the IAG, in all trunks.

The parameters that are provided for each application are described
in Table 30, “Parameters of Application Monitor - Current Status
Window”, on page 277.

You can select whether to display applications in a folder view or not

by clicking | L or 4 at the top of the window, respectively. If no
folders are defined, the button is disabled.
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* By default, the window refreshes the data every 15 seconds. If
required, you can customize the refresh rate, as described in the
Intelligent Application Gateway Advanced Configuration guide, in
“Customizing the Web Monitor Windows” on page 72.

*  You can also use the Application Monitor to:

*  View the status of an application or any number of selected
applications. Select the application or applications you wish to
view, and click [J;; on the toolbar at the top of the window. A
column chart is displayed, showing the current status of the
selected applications. By default, you can view the status of up to
15 applications. If required, you can change this value, as
described in the Intelligent Application Gateway Advanced

Configuration guide, in “Customizing the Web Monitor Windows’

on page 72.

)

The refresh rate of the window is synchronized with that of the
Application Monitor window.

*  Monitor an application or any number of selected applications
over time. Select the application or applications you wish to
monitor, and click |~ on the toolbar at the top of the window.
The Application Monitor Over Time window is displayed, as
described in “Application Monitor Over Time” on page 277.

Figure 47. Sample Application Monitor - Current Status Window

Application Moniter - Current Status

a1~

Server time: 03/14:2006 18:04 Q

% (@[]

Hame &
v ¥ portal (s)

¥ [C)whale Portal /
¥ veb Monitor
M % whale Portal

v I Whale Portal / Client /
s
W & outiaok
W gU Telnet

¥ L Whale Portal /Web /
M5 Myieh
# T2 owa 2003 spiisp2

Type

Wb Monitor
Whale Portal

FTF (Fassive Mode)
Qutlook (Corporatefiarkaroup Mode)
Telnet

weh
Microsoft Outlook Web Access 2003 SP1/SP2

Group

Pee €

Accesses

(SN

(=T =T =]

[l=Ta g =]

276 Chapter 9: Monitoring and Control

Web Monitor




Table 30. Parameters of Application Monitor - Current Status Window

Parameter Description

Name Application name, as defined in the Configuration
program, in the General tab of the Application Properties
dialog box, and the icon representing the application.

Note: Applications are listed under the trunk where they
are configured.

Type Internal application type.
Group The group to which the application belongs.
ID This field is optional, and is not displayed by default. You

can enable the display of this field in the file that controls
the Web Monitor preferences, in the parameter
“showAppID”. For details, refer to the Intelligent
Application Gateway Advanced Configuration guide, to
“Customizing the Web Monitor Windows” on page 72.

Application ID, as displayed in the Configuration program,
in the General tab of the Application Properties dialog box.

Accesses Number of users currently accessing the application.

Clicking the number of accesses displays the trunk’s
Application Session Monitor - Active Sessions window,
described in “Application Monitor - Active Sessions” on
page 27/8.

Application Monitor Over Time

The Application Monitor Over Time window is displayed when you click
|~ in the Application Monitor - Current Status window. Use it to

monitor application behavior over time, for any selected number of
applications.

Application behavior is displayed in a line chart, showing the number of
accesses for each selected application.

* By default, the window refreshes the data at 10-second intervals. If
required, you can customize the refresh rate, as described in the
Intelligent Application Gateway Advanced Configuration guide, in
“Customizing the Web Monitor Windows” on page 72.
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*  Use the paging controls to scroll to the period of time you wish to

monitor: &G 12 O -

Figure 48. Application Monitor Over Time
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Application Monitor - Active Sessions

This window provides a detailed snapshot of the currently-open sessions
for each application. Use it for online user-access tracking and

troubleshooting.

*  You select which trunk and application to display at the top part of

the window.

*  The parameters that are provided for each session are listed in
Table 31, “Parameters of Application Monitor - Active Sessions

Window”, on page 279.

+ By default, the window refreshes the data every five minutes. If
required, you can customize the refresh rate, as described in the

Intelligent Application Gateway Advanced Configuration guide, in
“Customizing the Web Monitor Windows” on page 72.

Figure 49. Sample Application Monitor - Active Sessions Window
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Table 31. Parameters of Application Monitor - Active Sessions Window

Parameter

Session ID

Lead User

Repository

Application Started At
Application Duration

Events

Description

Unique session ID.

Clicking the session ID opens the Session Details window,
described in “Session Details” on page 270.

User who initiated the session.

Authentication repository of the user who initiated the
session.

Date and time when the application was launched.

Length of time during which the application was active.

Clicking &) generates a report of the session’s application-
related events. The report is displayed in the Event Reports
window, described in “Event Report™ on page 297.

Application Monitor - Statistics

This window enables you to view and analyze both the history and the
current status of a selected application or any number of applications,
such as the number of concurrent accesses to the application.

*  Use the query form to submit a query, as described in “Application
Monitor - Statistics Window: Query Form” on page 279.

* The window then displays the query results, as described in
“Application Monitor - Statistics Window: Query Results View” on

page 281.

Application Monitor - Statistics Window: Query Form

When you first access the Application Monitor - Statistics window, the
query form is displayed. Use this form to define the query:

*  Define the period of time for which to generate the query:

+  Select a pre-defined period, such as “Today” or “Last Month”, at
the top of the “Period” area.

Or,

*  Define start and end dates at the bottom of the “Period” area.
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*  Define the interval at which data is sampled, at the bottom right of
the “Period” area. The intervals that are available for selection
depend on the selected period. For example: if the selected period is
a day, only an “Hour” interval can be defined; for a period of a week,
you can select an interval of either an hour or a day.

By default, the maximal number of intervals that can be queried is
1,500. If required, you can change this value, as described in the
Intelligent Application Gateway Advanced Configuration guide, in
“Customizing the Web Monitor Windows” on page 72. Note, however,
that a value of over 1,500 intervals is not recommended and may slow
down the monitor’s performance considerably.

*  Select the query type:

* /™ Sample Chart: the number of concurrent sessions is
sampled at the end of each interval.

*  ~/ Peak Chart: the number of concurrent sessions reported is

the highest number of sessions that were open during the
interval period.

+  Select the application or applications for which to generate the query.
By default, you can view query results for up to 15 applications. If
required, you can change this value, as described in the Intelligent
Application Gateway Advanced Configuration guide, in “Customizing
the Web Monitor Windows” on page 72.

Once you submit the query, the results are displayed in the window, as
described in “Application Monitor - Statistics Window: Query Results
View” on page 281.

Figure 50. Application Monitor - Statistics Window: Query Form
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After you submit a query, when you return to the query form from the
“query results” view, you can click to display the results of
the last query submitted, regardless of any changes you might have made
in the query form.

Application Monitor - Statistics Window: Query Results View

Query results are displayed in the Application Monitor - Statistics
window after you submit a query in the query form, as described in
“Application Monitor - Statistics Window: Query Form” on page 279.

At the top of the window, query details are displayed, including
period, interval, and query type, as you defined in the query form. If
query results are available only for a part of the defined period, this is
also indicated, under the “Period” field.

Query results are displayed in two views:

* Aline chart displays the number of concurrent accesses to each of
the applications in the query. The color that represents each
application on the chart is indicated in the legend, to the left of
the application name and icon.

*  The table, at the bottom of the window, displays information on
each of the applications that were queried, as described in
Table 32, “Application Monitor - Statistics Window: Query
Results”, on page 282.

You can view the data that is displayed in the chart in a tabular
format by clicking m

Use the paging and zooming controls to focus the view on the period
of time you wish to monitor: &€ 110 D .

g) Tip

*  When you zoom out to the smallest view, the window displays the
entire period that is queried, up to the pre-defined interval limit.

*  When you zoom in to the largest view, the window displays 10
intervals; to view additional intervals, use the paging controls.

*  To return to the query form, click [Showgqueryform].
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Figure 51. Application Monitor - Statistics Window: Query Results View
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Table 32. Application Monitor - Statistics Window: Query Results

Parameter

Application

Trunk

Concurrent Accesses

Description

Application name.

Clicking the application name displays the Application
Access Details window, described in “Application Access

Details” on page 283.

Trunk through which the application is enabled.

the application during the query period.

Chapter 9: Monitoring and Control
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Table 32. Application Monitor - Statistics Window: Query Results (Cont’d)

Parameter Description

Duration The average and maximal duration of accesses to the
application during the query period.

Note: If the number of results exceeds the number of
“Max Report Results”, as defined in the Configuration
program, in the General tab of the Event Logging dialog
box (described in “Configuring General Settings” on
page 240), “Duration” is not reported.

Total Accesses Total number of accesses to the application during the
query period.

Note: If the number of results exceeds the number of
“Max Report Results”, the number of total accesses is not
reported.

Application Access Details

The Application Access Details window is displayed when you click an
application name in the Application Monitor - Statistics window, in the
Query Results view. It provides information on the application usage, as
listed in Table 33, “Application Access Details—Parameters”, on

page 284.
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Figure 52. Sample Application Access Details Window

2N https:/fwww.myweb.com - Application Access Details - Microsoft Internet Explorer

/Application Access Details

Application: & Whale Portal
Trunk: portal (5}
Period: 0372172006 00:00:00 - 0272172006 12:00:00
Interval: Hour
EHIEH =
Lead User Accesses Last Accessed Duration

Average Max Min Total
whalecarmiamirm 1 032172006 11:33:95 | 00:37:51 00:37:51 00:37:51 00:37:51
whalecarmeddien 2 0372102006 11:36:08 | 00:13:48 00:33:41 00:03:55 00:37:36
whalecarmezy 2 0372172006 12:18:21 | 00:30:06 00:35:30 00:24:42 a1:00:12
whalecormga_admin | 1 0372172006 11:35:44 | 00:36:02 00:36:02 00:36:02 00:36:02
whalecarmrachel 1 0372172006 11:30:08  00:31:38 00:31:38 00:31:38 00:31:38
wehalecormiruti a 0372172006 12:38:14  00:18:05 00:32:29 000z 01:30:27
wehalecarmiyariim 2 0372102006 11:33:51 | 00:20:26 00:37:55 00:02:58 00:40:53

@‘I Cone

é a Inkernet

Parameter

Lead User

Accesses

Last Accessed

Table 33.

Application Access Details—Parameters

Description

User who initiated the session from where the application
was accessed.

Clicking the + sign next to the Lead User name, or clicking
the name itself, expands the display and lists all of the
user’s accesses to the application during the query period,
where the user name is the name used to access the
application.

Clicking _:‘ or E|_=‘ expands and collapses the display for
all users, respectively.

Number of times the user accessed the application during
the query period.

Time when the application was last accessed by the user,
during the query period.
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Table 33. Application Access Details—Parameters

Parameter Description

Duration Duration of accesses to the application by the user,

including average, maximal, and minimal duration, and the
total access time.

User Monitor - Current Status

The User Monitor - Current Status window provides online display of all
the users that are currently connected to the IAG you are monitoring:

At the top part of the window, a column chart is displayed. For each
trunk, two columns represent the following:

*  Number of authenticated sessions that are currently open
through the trunk.

*  Number of authenticated unique users currently using the trunk.
For example: if a user opens two concurrent sessions with the
trunk, two sessions are counted, but only one unique user.

At the bottom part of the window, the information is presented in a
tabular format. Clicking the number of authenticated sessions opens
the trunk’s User Monitor - Active Sessions window, described in
“User Monitor - Active Sessions” on page 287.

By default, the window refreshes the data every 15 seconds. If
required, you can customize the refresh rate, as described in the
Intelligent Application Gateway Advanced Configuration guide, in
“Customizing the Web Monitor Windows” on page 72.

You can also monitor user behavior over time, for a selected trunk or
for all active trunks. In the table at the bottom of the window, click

|~~ next to the trunk you wish to monitor, or next to “All Trunks”,
respectively. The User Monitor Over TIme window is displayed, as
described in “User Monitor Over Time” on page 286.
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Figure 53. Sample User Monitor - Current Status Window
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User Monitor Over Time

The User Monitor Over Time window is displayed when you click I~ in

the User Monitor - Current Status window. Use it to monitor user
behavior over time, for a selected trunk or for all active trunks.

User behavior is displayed in a line chart, showing both authenticated
sessions and authenticated unique users, at pre-defined intervals.

* By default, the window refreshes the data at 10-second intervals. If
required, you can customize the refresh rate, as described in the
Intelligent Application Gateway Advanced Configuration guide, in
“Customizing the Web Monitor Windows” on page 72.

+  Use the paging controls to scroll to the period of time you wish to

monitor: QO 12 QD .
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Figure 54. User Monitor Over Time
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User Monitor - Active Sessions

This window provides a detailed snapshot of the currently-open sessions
for each user. Use it for online user-access tracking and troubleshooting.

*  You select which trunk to display at the top part of the window.

*  The parameters that are provided for each session are listed in
Table 34, “Parameters of the User Monitor - Active Sessions
Window”, on page 287.

+ By default, the window refreshes the data every five minutes. If
required, you can customize the refresh rate, as described in the
Intelligent Application Gateway Advanced Configuration guide, in
“Customizing the Web Monitor Windows” on page 72.

Figure 55. Sample User Monitor - Active Sessions Window
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Table 34. Parameters of the User Monitor - Active Sessions Window

Parameter Description

Lead User User who initiated the session.
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Table 34. Parameters of the User Monitor - Active Sessions Window (Cont’d)

Parameter Description

Session ID Unique session ID.

Clicking the session ID opens the Session Details window,
described in “Session Details” on page 270.

Repository Authentication repository of the user who initiated the
session.

Started At Date and time when the session was started.

Duration Duration of the session.

Events Clicking &) generates a report of events related to the

session. The report is displayed in the Event Reports
window, described in “Event Report™ on page 297.

Terminate Clicking €3 terminates the session; the session is no longer
displayed in the User Session List.
Tip: Once you terminate a session, the status of the
session in the Session Monitor - Active Sessions window
changes to “unauthenticated”:

Authenticated

b4

For details, refer to “Session Monitor - Active Sessions” on
page 268.

Note: You cannot terminate the current session.

User Monitor - Statistics

288

This window enables you to view and analyze both the history and the
current status of the users of the IAG, such as average session duration
for each user, or the currently active sessions.

*  Use the query form to submit a query, as described in “User Monitor -
Statistics Window: Query Form” on page 289.

+  The User Monitor - Statistics window then displays the query results,
as described in “User Monitor - Statistics Window: Query Results
View” on page 290.
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User Monitor - Statistics Window: Query Form

When you first access the User Monitor - Statistics window, the query
form is displayed. Use this form to define the query:

Select the trunk for which to generate the query.

Define the period of time for which to generate the query:

Select a pre-defined period, such as “Today” or “Last Month”, at
the top of the “Period” area.

Or,

Define start and end dates at the bottom of the “Period” area.

Define the lead user or users for which to generate the query. Note
the following:

Enter the user name using the following syntax:
<domain_name>\<user_ name>

You can use the asterisk wildcard (*) at the end of the search
string to define a group of users. For example: to enter a query
for all users of a domain named “ActiveDirectory”, enter the
following in the “Lead User” text box: ActiveDirectory\*

Lead User

|ActiveDirectnnﬂ* Tip: You can use the asterisk wildcard () atthe end ofthe string.

The search is case-sensitive.

Once you submit the query, the results are displayed in the window, as
described in “User Monitor - Statistics Window: Query Results View” on
page 290.

Figure 56. User Monitor - Statistics Window: Query Form

User Monitor - Statistics (7))

Trunks Period

Week | Month | Quarter | Year
 Today  Last24 Hours © Yesterday
Start date: |03/21/2006 00:00:00 E End date: [03i21/2006 13:04:41 H

Lead User

Tip: You can use the asterisk wildcard (%) at the end of the string.

Submit | Showlast results | Reset |
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g) Tip

After you submit a query, when you return to the query form from the

“query results” view, you can click [Showlastresults] to display the results of
the last query submitted, regardless of any changes you might have made
in the query form.

User Monitor - Statistics Window: Query Results View

290

Query results are displayed in the User Monitor - Statistics window after
you submit a query in the query form, as described in “User Monitor -
Statistics Window: Query Form” on page 289.

At the top of the window, query details are displayed, including the
query period, lead user or users, and trunk or trunks, as you defined
in the query form. If query results are available only for a part of the
defined period, this is also indicated, under the “Period” field.

Query results are displayed in a table. The information that is
provided for each user is described in Table 35, “User Monitor -
Statistics Window: Query Results”, on page 291.

The number of results that can be displayed in the window is
determined in the Configuration program, in the General tab of the
Event Logging dialog box, in “Max Report Results” (described in
“Configuring General Settings” on page 240). If the number of results

exceeds the number of “Max Report Results”, no results are
displayed.

Figure 57. User Monitor - Statistics Window: Query Results View

User Monitor - Statistics Server time: 0321/2006 16:38 )
Query Details
Period: 0372172006 00:00:00 - 03/21/2006 16:35:00 Lead User: w* Trunk: portal (8)
Show query form

ag) o 5
Lead User & Average Session Duration Total Session Duration Accesses
whalecormarmirm 01:02:14 01:02:14 1
whalecormeddien 00:41:50 02:05:30 3
whalecomiezy 01:02:05 02:04:11 2
whalecormiga_admin 005517 02:4543 ]
= whalecomirachel 00:47:00 03:55:00 5

Application 4 Mumber of Last Access Avarage Total

Accesses Duration  Duration

5 hwveh E) 03212006 15:41:56 00:31:39 01:34:58

9 Owa 2003 splispz 3 0302102006 15:42:20 005754 02:53:42

= Web Maonitor 1 0372172006 12:58:05 003341 00:33:41

User Access Date ¥ Duration
whalecomtrachel 03i2112006 12:58:05 00:33:41

s Whale Portal 8 03i21/2006 16:26:48 00:29:31 02:27:36
whalecomiruti 004318 05:46:30 i
whalecomiyarivim ao41:11 02:03:24 3
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g) Tip

To return to the query form, click [Showqueryform].

Table 35. User Monitor - Statistics Window: Query Results

Parameter

Lead User

Average Session
Duration

Total Session Duration

Accesses

Description

User who initiated the session.

Clicking the + sign next to the user name, or clicking the
name itself, displays a list of all the applications that the
user accessed during the query period. For each
application, user access details are provided.

Clicking : or [ : expands and collapses the display for
all users, respectively.

Once a user’s view is expanded, clicking an application
name, or clicking the + sign next to the application name,
displays details regarding all of the user’s accesses to the
specific application.

Average duration of the user’s sessions during the query
period.

Total duration of the user’s sessions during the query
period.

Number of times the user accessed the site during the
query period.

Clicking the number of accesses displays the User’s
Application Access Statistics window, described in “User’s
Application Access Statistics” on page 291.

User’s Application Access Statistics

The User’s Application Access Statistics window is displayed when you
click a number of accesses in the “Accesses” column, in the User Monitor -
Statistics Query Results window. It provides information on the
application usage, as listed in Table 36, “User’s Application Access
Statistics—Parameters”, on page 292.
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Figure 58. Sample User’s Application Access Statistics Window

A https:/fwww.myweb.com - User's Application Access Statistics - Microsoft Internet Explorer

User's Application Access Statistics

Lead User: whalecomiruti

Trunk: portal (S)

Start Date: 03/21/2006 00:00:00

End Date: 0372172006 13:04:41

EHIEH| [x€]
Session ID Session Start Date Session End Date Duration

Current session
is highlighted ———»

3F4CZ0EA-13BA-4D7D-LO0D-A333562977E4 0312142006 12:23:38 Active 00:41:02
= SOESSEE4-ESB0-4250-272B-CEALE7EZCDES 0312142006 12:38:08 Active 00:26:32

542344231443 -4C85-30E9-2D2DCOLEDEEE 0312142006 11:48:26 0312142006 12:22:03 00:32:37
DCCESRO7-RLAZ-46D3-SAAC-FOETETI4039 0312142006 12:21:37 0312142006 12:24:03 00:02:26
EICEFO42-44DD-4B51-3132-B3D0SCESDELE 0312142006 11:30:12 0312142006 12:32:33 01:02:21

& Done 2 & Intemst

Table 36. User’s Application Access Statistics—Parameters

Parameter Description

Session ID Unique session ID.

Clicking the + sign next to the session ID, or clicking the ID
itself, displays a list of all the applications the user accessed
during the query period. For each application, user access
details are displayed.

Clicking _:‘ or E|_=‘ expands and collapses the display for
all sessions, respectively.

Once a session’s view is expanded, clicking an application
name, or clicking the + sign next to the application name,
displays details regarding all of the user’s accesses to the
specific application during the session.

Session Start Date Date and time when the session was started.

Session End Date Date and time when the session was ended.

For sessions that are currently active, “Active” is displayed.

Duration Duration of the session, from the time it was started until
the time when the query was generated.
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Event Viewer

Using the event logs in the Event Viewer, you can view system, session,
security, and application events and gather information about user and
system activities. The Event Viewer window presents you with a
constantly updating snapshot of recent events that occurred in the IAG
you are monitoring.

Figure 59. Sample Event Viewer

Event Viewer - All Events Server time: 03212006 16:55 @),

@ =

Severity Time ¥ 1D Type Category Trunk Description
i) Information | 03/21/2006 16:49:48 | 2 User Remaoved from Session Session poral (5] User"whalecomiga_admin”,

. Source P92 168 2.51" was
C||Ck the |D removed fram session
. 050D185C-T0F5-4CD2-8B28-
number to view OBABABAFICFS, trunk
“portal" (gsecure=1), reason "User

troubleshooting Requss®

i) Information | 03(21/2006 16:49:48 | B1 Session Stopped Session portal (5) Session 05001 85C-TOFS-4C02-
H H H BB28-0BABAGAFGCFS was
information for this e

"portal" (secure=1), Source [P

message. Applicable 192,168,251
. i) Information | 0312112006 16:45:46 | 61 | Session Stopped Session | portal (S) | Session CCOZCCDD-7678-41E6-
for Warnlng and AB18-DS0DYBAGEEDE was
stopped in trunk
“portal" (secure=1), Source [P
Error messages. —_— 921662147

W 85 | Web Monitor Logout Security A Usger"whalecomirut’ logged out of
the Web Monitar.

A waming 0342142006 16 14 User Login Failed Security portal (S) | The following user failed o og
into trunk"portal’ (secure=1):
Uger:whalecomirachel, Source |P:
182.168.2.147, Authentication
Server. whalecom, Error: Invalid
Credentials Session:
CC02CCDD-TET8-41EG-AGTE-
DA0D9BARBE0DE

A Waming 021/200616:42:13 | 14 User Login Failed Security portal (5] The following user failed o [og
into trunk "portal’ (secure=1}:
User: whalecomirachel; Source IP:
107 1A 2 147 Authenticatinn

By default, the window refreshes the data every 15 seconds. If required,
you can customize the refresh rate, as described in the Intelligent
Application Gateway Advanced Configuration guide, in “Customizing the
Web Monitor Windows” on page 72.

The number of events that are displayed each time you open the Event
Viewer window, and the maximal number of events that are added to the
event list between refreshes, is determined in the Configuration program,
in the General tab of the Event Logging dialog box, in “Queue Size”. For
details, refer to “Configuring General Settings” on page 240.

+  To view all events, in the left pane of the Web Monitor window, from
the “Event Viewer” group, click [Al.

*  To view only the events that are related to a single category—system,
security, session, or application—click the corresponding link from
the “Event Viewer” group. For example: to display only session-
related events, click [Session].
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Parameter

Severity

Time

Type

Category

Figure 60. Selecting Which Events to View

Click to view all the events

Click to view a single category L& Security
\E Session

—— g an

44 System

@} Application

Table 37. Event Parameters

Description

Event severity can be one of the following:

Information: informative message denoting a normal
event that might be of interest, such as user login or log
out.

Notice: normal but significant condition, such as users
changing their password.

Warning: events that might be problematic, but don’t
result in malfunction. For example: an unauthorized
access attempt.

Error: a significant problem, such as a failure to read the
configuration.

Time when the event occurred.

Message ID.

Tip: For Warning and Error messages, click the ID number
to view troubleshooting information for the message.

Short description of the event.

Events are categorized as follows:

System events, such as service startup and shutdown
and changes to the configuration.

Security events, including login success or failure,
security policy violation or change, and password
change.

Session events, including session start or stop, number
of sessions, and other session-related events.

Application events, such as access to the application.
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Table 37. Event Parameters

Parameter Description
Trunk Name of the trunk where the event was generated.
Description Long description of the event.

Event Query

In the Event Query window, you can query events that are recorded by
the built-in reporter of the Event Logging mechanism.

*  For a description of the Event Logging mechanism, see “Event
Logging” on page 237.

*  For a description of the built-in reporter, including configuration
instructions, see “Configuring the Built-In Reporter” on page 242.

é Note
If you disable the built-in reporter, you cannot generate Event Query
reports.

Use this window to define and submit a query, as follows:

*  Select the trunk or trunks for which to generate the query.
*  Define the period of time for which to generate the query:

+  Select a pre-defined period, such as “Today” or “Last Month”, at
the top of the “Period” area.

Or,
*  Define start and end dates at the bottom of the “Period” area.

*  You can filter the query by one or more of the following event
parameters: category, severity, and type. For a description of the
parameters, refer to Table 37, “Event Parameters”, on page 294.
When you narrow the query to a specific parameter, only the related
items are listed for the other parameters. For example: if, in the
“Category” list, you select “Security”, only security-related severities
and message-types are displayed in the other lists.

+ At the bottom part of the Event Query window, you can expand the
“Advanced Options” area and use it to filter the query by the
following:

+  Session ID: specific session.
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*+ Lead User: according to user name. You can use the asterisk
wildcard (*) at the end of the search string to define a group of
users. For example: to enter a query for all users of a domain
named “ActiveDirectory”, enter the following in the “User” text
box: ActiveDirectory\*

*  Old Trunks: define a query on old trunks, that is, trunks that
are no longer defined in the Configuration program. Trunk
names are comma-separated; HT'TPS trunks are denoted by (s).
For example: MyTrunk, MyTrunk (S).

You can select whether the query includes the trunks that are
selected in the “Trunks” list by enabling or disabling the option
Include trunks selected in the “Trunks” list above, respectively.

é Note
Generating Event Query reports uses system resources and might affect
system performance. Depending on the size of the logs and on the query
you define, report generation may take up to a few minutes. It is
therefore important that you fine-tune the query as much as possible,
especially the date range.

Once you submit the query, the results are displayed in the Event Report
window, described in “Event Report” on page 297.

Figure 6l. Event Query

Event Query Server time: 03/23/2006 19:58 ")/
Trunks Period

Week | Month | Quarter | Year
portal (3) %ay  Last 24 Hours  © Yesterday

Start date-IUEIZSIEUUE ooooon [ End date-IUEIZSIEUUE 195400 [

Message Filter

Category Severity Tyne

Application Errar Administrative Passwaord Change

Security Infarmation Application Access Policy Violation

Session Motice Application Accessed

System ¥Warning Application Authentication Failed |

Advanced Options

Reset |
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Event Report

The Event Report window is displayed when a report is generated by one
of the following:

*  When you generate a report in the Event Query window, as described
in “Event Query” on page 295.

* When you click £ in one of the Active Sessions windows.

The Event Report window is divided into two main areas:

+  The top part of the window displays the following:
*  Period for which the query was generated.
*  Where applicable, filtering criteria such as “Categories”.
*  Trunk or trunks for which the query was generated.

*  Number of events that were found for the selected criteria. When
the report is generated from within one of the Active Sessions
windows, it is filtered by session ID.

* Advanced options, when used.
*  The main part of the window displays a list of reported events.

*  The parameters that are reported for each event are identical to
the parameters of the Event Viewer, and are described in
Table 37, “Event Parameters”, on page 294.

*  The maximal number of results that are displayed in the window
1s determined in the Configuration program, in the General tab of
the Event Logging dialog box, in “Max Report Results”. For
details, refer to “Configuring General Settings” on page 240.
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Figure 62. Sample Event Report

3 https:/fwww.myweb.com - Event Report - Microsoft Internet Explorer

Event Report
Query Details
Period: 02/21/2006 00:00:00 - 03/21/2006 16:59:00
Lead User: wr
Click the ID number || | Trunks: portl (3)
237 results were found
to view
: £
troubleshooting ]
. . . Severity Time ¥ 1D Type Category Trunk Description
Informatlon fOr' thIS i) Information | 032172006 16:57:18 & Application Application portal () | Application “Wihale Portal was exited
A | b| Exited Trunk: poral; Secure=1; User Mame:
i whalecomiruti; Session D
message. PP Icable E0112476-E557-47E8-ABB2-
i F725545753A1
for Warnlng and i)\nformatiun 03/21/2006 16:49:48 2 User Session partal {(5) User*whalecomiga_admin®, Source
Remaved from IP"192.168.2.51" was removed fram
Error messages' —] Session session 0500185C-T0F5-4C02-

8B28-0BABAIAFICFS, trunk

“portal' {(secure=1), reason "User
Reguest'.
L\‘ Warning 03212006 16:42 14 User Login Security portal (8) | The fallowing user failed to log into

Failed trunk "portal” (secure=1). User.
whalecomirachel, Source IP:
182.168.2.147; Authentication Server.
whalecarn; Error: Invalid Credentials
Session: CCO2CCDD-TRT8-41E6-
AG1B-DS0DYBASBEDE

L\‘ Warning 032172006 16:42:13 | 14 User Login Security portal (8) | The fallowing user failed to log into
Failed trunk "portal” (secure=1). User.
whalecomirachel, Source IP: -
& Done S @ Internet

Web Monitor High Availability Support

In sites where an IAG High Availability Array is deployed, you can
monitor all the IAG servers that are part of the array from a single Web
Monitor, whether you access the Monitor from within the organization or
remotely. When you access the Web Monitor on one of the IAG servers
that are part of the Array, the Monitor automatically maps itself to all the
IAG servers in the Array.
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Tip

The list of IAG servers that are part of the Array is defined in the
Configuration program, in the High Availability dialog box:

High Availability

Enter station name

|

& 1861 local
‘:_4 Compitt
% Complint

g

For a full description, refer to the Intelligent Application Gateway High
Availability Configuration guide.

Accessing IAG Servers in the Array

In sites that deploy a High Availability Array, when you first access the
Web Monitor application, the High Availability Array window is
displayed, listing the Intelligent Application Gateway servers:

& Web Monitor

High Availability Array

Please select one of the following e-Gap servers:

® SR2.INT
* SR3.INT

(7]

Clicking the server you wish to monitor opens the main window of the
Web Monitor.

Once the main window of the Web Monitor is displayed, access to the IAG

servers that are part of the Array is enabled via a “High Availability

Array” link on the menu of the Web Monitor browser window; clicking the
link displays the High Availability Array window again.
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g Current Status
Active Sessions
(& statistics

g Current Status
Active Sessions
(& statistics

g Current Status
Active Sessions
(& statistics

| Event Viewer |
[ an
44 system
@ Security

E Session
“ngh AVaI'ablllt)’ &% Application

Array” link enables [BventQuery
access to all IAG T,
servers in the Array

If you cannot access an IAG server that is part of the Array via the
applicable link, verify the following:

*  The server is up and running.

*  The server is accessible from the server where you are using the Web
Monitor.

*  You assigned the same users to the IAG Monitor Users group on all
the IAG servers that are part of the Array. For details, refer to
“Enabling Web Monitor Access from Computers Other Than the IAG”
on page 261.

Tip

g) If access to the |AG fails while you are accessing the Web Monitor
remotely, via the SSL VPN portal, and the failure is due to user
authentication problems, the following message is displayed in the Event
Viewer: “Login-On-The-Fly Failed”.

Analyzing History Reports Once an IAG Server is Removed from the Array

300

Once you remove an IAG server from the High Availability Array, you are
no longer able to query reports of events that were recorded on the server
while it was still part of the Array. You can, however, copy the required
logs onto one of the IAG servers which are part of the Array, and query
the reports there, using the Event Query.
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To query reports of an IAG server that is removed from the Array:
1. At the IAG server whose reports you wish to query, access the
location where the logs of the Built-In reporter are saved:

*  The location is defined in the Built-In tab of the Event Logging
dialog box, as described in “Configuring the Built-In Reporter” on
page 242.

* By default, the logs are saved in the following location:
..\Whale-Com\e-Gap\logs\Events

Log files are saved under this folder in the following format:

<computer_name>.BuiltinLog.default.<time_stamp>

For example:

On a computer named “compl”, a log file that was created on
November 24, 2005 at 09:06:19 is named:

compl.BuiltinLog.default.24.11.05-09-06-19.1og

2.  Copy the relevant file or files to one of the IAG servers that are part of
the Array, placing them in the location where the logs of the Built-In
reporter are saved on that computer, and rename the files so that

<computer_name> 1s the name of the computer where you are placing
the file.

For example:

If you are placing the file described in step 1 on a computer named
“comp2”, rename the file as follows:

comp2.BuiltinLog.default.24.11.05-09-06-19.1og
If such a file already exists, change the time stamp as well.

You can now query the events logged in the file or files you copied on
the IAG server where you copied the files, in the Event Query.

SSL Event Monitoring

You can set the Registry settings of the IAG so that SSL connection
attempts are reported in the Windows Event Viewer. You can select to
view errors, warning, and informational and success events, or any
combination of these event-types.

For details and instructions, see the following Microsoft article:

http://support.microsoft.com/kb/260729/EN-US/

Note
gi Make sure to restart the IAG after you make changes to the Registry.
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Chapter 10

Troubleshooting

This chapter describes the following troubleshooting procedures:

“Backup & Restore Utility” on page 303 provides instructions on how
to back up and restore the configuration settings of the Intelligent
Application Gateway (IAG).

“Error Logging and Process Tracing” on page 307 describes how you
run the IAG centralized logging and tracing mechanisms.

“Log File Cleanup” on page 313, describing the log file cleanup for
IAG and IIS log files, and the manner in which they are implemented.
This section also provides instructions for configuring the log file
cleanup process and for excluding IIS log files from the cleanup
process.

“Support Utilities” on page 319 describes how you run support
utilities tests.

“Restarting the Web Service in the IIS” on page 321 is required
during some of the procedures relating to the IAG filter.

Backup & Restore Utility

The Backup & Restore utility is comprised of the Backup utility, and the
Restore utility. During backup, the IAG Backup & Restore utility uses the
Windows makecab.exe utility to archive the necessary files and Registry
values in a .cab file. It uses the Windows extract.exe utility to restore
them.

We recommend that you create backups as follows:

Run the Backup utility directly after the initial IAG configuration, to
back up the IAG’s configuration settings.

Following the initial backup, make sure to run the utility each time
you modify the configuration settings, in order to ensure that the
backup is updated at all times.

Copy the backup file to a separate location whenever you make major
changes to the configuration.

By default, the backup is created under the IAG installation path:
..\whale-Com\e-Gap\Backup
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( ) Tip
If you do not see the backup file in this location, the default path may have
been changed. Contact technical support for assistance in identifying the
current path.

The name of the backup file that is created in the defined backup
folder is:

whlbackup.<host_name>.cab
Where host_name is the name of the IAG.

Instructions for using the Backup & Restore utility are provided in:
+  “Backing up the Configuration” on page 304
+  “Restoring the Configuration” on page 305

Tip

Each time you run the Backup & Restore utility, a log is created in the this
file: ..\Whale-Com\e-Gap\Logs\whlbackup.log

Backing up the Configuration

You can backup the configuration in one of the following methods:

*  From within the Configuration interface, as described in “Backing up
the Configuration in the Configuration Program” on page 304

* By running a Console application in a Command line, as described in
“Running the Backup Utility as a Console Application” on page 305

Note

gi The BackUp utility can be run as-is, using the default settings, or can be
configured. If you need to configure the utility, contact technical support
for further details.

Backing up the Configuration in the Configuration Program

You can select to back up the configuration settings each time you
activate the configuration in the Configuration program.

To back up the configuration in the Configuration program:

1. In the Configuration program, when you click ?:} to activate the
configuration, the following is displayed:
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Configuration I
[

) 7] Activate Configuration

‘wie recommend that wou back up the configuration zettings directly after the initial configuration. Following the
initial backup, make sure to back up the configuration settings each time you modify
them, in order to ensure that the backup iz updated at all times.

[T Back up configuration after activation
If pou have made manual changes to any of the external configuration settings, such as changes to XML files or

ta Registry settings, select this option to apply the changes before activation. Selecting this option will reload the
canfiguration far all trunks.

[ Apply changes made to extemal configuration settings

Flease press the <Activater button to begin,

Cancel |

2.  Select the option “Back up configuration after activation”, then click
[Activate >].

The IAG configuration is activated, and backed up.

Running the Backup Utility as a Console Application

You can run the Backup utility as a Console application, in a Command line.

é Note
If you back up the configuration in a Command line, you will only be able
to restore it using a Command line. and not via the Configuration
interface.

To run the Backup utility as a Console application:
* At the IAG, open a Command line and type:

whlbackup.exe -b
The IAG configuration is backed up.

Restoring the Configuration

Once you back up the IAG configuration using the Backup utility, you can
use the Restore utility to restore the configuration settings into an
installed TAG. You can restore the configuration using one of the following
methods:

*  From within the Configuration interface, as described in “Restoring
the Configuration in the Configuration Program” on page 306

* By running a Console application in a Command line, as described in
“Running the Restore Utility as a Console Application” on page 306
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é Note

If you backed up the configuration in a Command line, you should restore

it using a Command line; you can not restore it using the Configuration
interface.

Before you restore the backup, make sure that the IAG that was backed

up and the IAG to which you are restoring the configuration settings are
compatible, as follows:

Both IAG servers use the same passphrase.

The same application shuttles are installed on both servers.

Restoring the Configuration in the Configuration Program
To restore the configuration in the Configuration program:

1. In the Configuration program, on the Admin menu, click Restore from
Backup.

2. Click ?;} to activate the configuration
The IAG configuration settings are restored from the backup file, as
defined in the file whlbackup.ini.
Running the Restore Utility as a Console Application

You can run the Restore utility as a Console application, in a Command line.

To run the Restore utility as a Console application:

1. At the IAG, open a Command line and type:
whlbackup.exe -r

2. Still at the TAG, activate the configuration by clicking ?} in the
Configuration program.

The IAG configuration settings are restored from the backup file, as
defined in the file whlbackup.ini.

306 Chapter 10: Troubleshooting
Backup & Restore Ultility



Error Logging and Process Tracing

The error logging and tracing mechanisms are used for error logging and
for tracing of a variety of IAG processes. The error server, which controls
the centralized logging and tracing mechanisms, serves two purposes:

* Tracing: the error server can trace the activities of each process that
1s defined to report to it, and create a trace log file, which can be used
for debugging purposes. When required, and depending on the
aspects of the IAG you need to examine, technical support will
Instruct you to run a trace, including details of the processes you need
to include in it.

*  The manner in which you define traces is described in “Error
Server and Trace Configuration File” on page 307.

The trace log file is described in “Error Server Trace and Log
Files” on page 311.

*  Error logging: the error server receives error reports from the
processes that are connected to it, and logs them—as well as its own
errors—in error logs. The log files are described in “Error Server
Trace and Log Files” on page 311.

Error Server and Trace Configuration File

The behavior of the trace mechanism, and of the error and trace log files,
are controlled by the configuration file, trace.ini, located under:

..\Whale-Com\e-Gap\Common\Conf

This file contains the following configurable parameters of the error
server mechanism, which can be edited as required:

+ Individual traces that the error server logs, as described in
“Individual Trace Sections” on page 308.

*  General trace and error log file parameters, as described in “General
Trace Configuration Section” on page 310.

Warning

Edit only the individual and general trace sections of the configuration file.
Do not make changes to any other sections of the file.

The manner in which the changes you make to the trace configuration file
are activated is described in “Trace Activation” on page 311.
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Individual Trace Sections

In order to create a trace, you configure a Trace section in the trace.ini
configuration file. Each individual trace section can hold one or more of
the parameters described in the following table, depending on the trace
level and individual trace parameters.

Table 38. trace.ini file—Individual Trace Parameters

Parameter Description

Trace Defines the elements that will be traced. Traces can be defined
at different levels of granularity, including processes, instances,
reporters, and classes. The parameters you need to define will
be provided by technical support.

trace-level Determines whether the trace is active, as well as the trace’s
log level:

* The level none indicates that the trace is not active.

* Any level other than none indicates that the trace is active,
and determines the log level. Available log levels are:
light, medium, heavy, and xheavy.

refresh¥® Refresh period of the trace, in seconds. After each refresh
period, the process checks for changes in the configuration file:

* If a new trace was added or an inactive trace activated for
this process, the error server activates it.

* If any of the parameters in this trace were changed since the last
refresh, the process applies the new parameters to the trace.

max_size¥* Maximum size of the trace log file, in bytes.

report_errors Select whether to report errors, which are reported in the
error log, in the trace log as well.

*  This parameter can be defined in individual traces as well as in the general [Trace]
section. If it is not defined here, the value in the general [Trace] section applies.

Trace Templates

Following are sample templates you can use in order to create a trace, as
defined in the trace.ini configuration file. These are samples only, and
therefore appear in the file as comments, preceded by the number sign (#).
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The last sample section, # [Tracel, lists additional parameters that can
either be applied to the individual trace section, or, if a parameter is not
configured for the trace, be applied from the general [Trace] section of
the file, as described in “General Trace Configuration Section” on

page 310.

[Trace\<process-name>\<instance-name>\<reporter-name>]
*=<trace-level>

<class-name>=<trace-level>

[Trace\<process-name>\<reporter-name>]
*=<trace-level>

<class-name>=<trace-level>
[Trace\<process-name>]

<instance-name>=<trace-level>
refresh=<refresh-time-in-seconds>
max_size=<max-trace-file-size-in-bytes>

report_errors=<yes/no>

#

#

#

#

#

#

#

#

#

# *=<trace-level>
#

#

#

#

#

# [Trace]

# refresh=<refresh-time-in-seconds>

# max_size=<max-trace-file-size-in-bytes>
#

report_errors=<yes/no>

Sample Individual Trace

The following example shows a trace that is configured for the Whale
Manager Service process, with an extra-heavy trace level, and a refresh
rate of two seconds. The maximum file size is 10 MB, and the trace is
configured to log error reports in the error log.

[Trace\whlegapd]
*=xheavy
refresh=2
max_size=10000000

report_errors=yes
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General Trace Configuration Section

The general configuration section, [Trace], at the end of the trace.ini
configuration file, holds general parameters that apply to all the configured
individual traces, unless these trace parameters are configured in the
individual trace sections. Some of the parameters also apply to the error
log files. The general parameters are described in the following table.

Table 39. trace.ini file—General Configuration Parameters

Parameter

refresh®

max_size™*

high_water
low_water

instances_kept

report_errors

Description Affected
Files
Refresh period, in seconds. trace.ini

After each refresh period, the process checks
for changes in the configuration file:

* If any new traces relevant to this process
were added or activated since the file was
last checked, the process starts tracing them.

¢ Ifany of the parameters in the existing traces
were changed since the last refresh, the
process applies the new parameters.

Maximum file size, in bytes. Error log
files
Trace log
files

Log file cleanup parameters. N/A

Note: These parameters are defined in the
Configuration program, and should not be
changed in the configuration file. For
instructions on configuring these parameters,
see “Configuring Log File Cleanup Parameters”
on page 317.

Select whether to report errors, which are Trace log
reported in the error log, in the trace log files  files
as well.

*  |f this parameter is configured in both the individual and the general [Trace]
sections, the individual settings take precedence.
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Sample trace.ini General Configuration Section

[Trace]

refresh = 60
max_size = 1468006
high_water = 100
low_water = 50

instances_kept = 3

report_errors = yes

é Note
The high_water, low_water, and instances_kept parameters are
derived from Configuration program definitions.

Trace Activation

When the IAG processes are activated, each of the processes examines the
trace configuration file. At this time, any changes in the file relevant to
that process, such as new traces or changes to existing traces, are
activated. In addition, the general parameters and the log file cleanup
parameters (defined in the Configuration program) are implemented at
this time.

Thereafter, the processes examine the configuration file and activate any
relevant changes at the defined refresh intervals.
Error Server Trace and Log Files

This section describes the trace and log files that are created by the Error
Server, including:

*  The file location and naming conventions, on page 311.

+  The file size and the number of files retained on the server, on
page 312.

File Location and Naming

é Note
The file timestamps, as well as the timing of the events inside the files, are
derived from the local computer’s clock.
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Trace Files

For every active trace, the error server creates a trace log file under:
..\Whale-Com\e-Gap\Logs

In the following format:
<Server_Name>.<Process_Name>.<Instance_Name>.<Time_Stamp>.log
Where:

*  <Server_Name> represents the name of the server from which the log
file originated.

*  <Process_Name> represents the name of the reporting process.
Process names, as defined by the TAG.

* <Instance_Name> represents the name of the reporting instance.
*  <Timestamp> represents the log file creation time and date.

For example:

The name of a trace file created by the server “whlsrv”, by the “service”
instance of the Whale Manager Service on October 1, 2005, at 12:47:46 is:

whlsrv.whlegapd.service.01.10.05-12-47-46.1og

Error Log Files

The error log files are created under:

..\Whale-Com\e-Gap\Logs\<Server_Name>whlerrsrv.error.<Time_Stamp>.log

Where <Timestamp> represents the time and date when the file is created.
For example, the name of an error log file created on September 25, 2005,
at 20:28:08, is:

whlerrsrv.error.25.09.05-20-28-08.1og

Size and Quantity of Files

312

Trace Files

The error server writes the reported events into the trace log file, until the
log file reaches the maximum file size allowed. The error server then
creates a new trace log file, and logs events in the new file. The maximum
file size can be defined as follows:

*  The default maximum file size is set in the general [Trace] section of
the trace configuration file, as described in “General Trace
Configuration Section” on page 310.
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*  You can set a maximum file size for individual traces, which overrides
the default maximum file size, as described in “Individual Trace
Sections” on page 308.

If the maximum file size is configured in both the individual traces and
the general [Trace] section, the individual settings take precedence.

In order to preserve disk space, the trace log files are periodically cleaned
up, as described in “Log File Cleanup” on page 313.

Tip
The trace log of a process is not deleted when a process is stopped.

Error Log Files

Entries are written into the error log file until the file reaches the
maximum file size allowed. The error server then creates a new log file,
and logs errors in the new file. The maximum file size is defined in the
general [Trace] section of the trace configuration file, as described in
“General Trace Configuration Section” on page 310.

In order to preserve disk space, the error log files are periodically cleaned
up, as described in “Log File Cleanup” on page 313.

Log File Cleanup

The cleanup of log files prevents a buildup of old log files, that can in time
fill up the available disk space on the IAG. During cleanup, old log files of
the following types are deleted:

+  TAG log files, including:
+  Event logs
*  Error logs

*  Trace logs
+  IIS log files.

Note

gi IS log files can be excluded from the log file cleanup process, as described
on page 318.

This section provides the following:

* A list of the configurable log file cleanup parameters, which control
when a cleanup starts and stops, on page 314
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* A description of how the log file cleanup process works, and of how
the cleanup parameters are implemented, on page 314

* Instructions for configuring the cleanup parameters, on page 317

* Instructions for excluding IIS log files from the log file cleanup
process, on page 318

Log File Cleanup Parameters

The following log file cleanup parameters can be configured in the
Configuration program:

Table 40. Log File Cleanup Parameters

Parameter Description

Start Cleanup ~ Total size, in megabytes, of IAG and IIS log files that can be kept on
at... MB the disk, before the IAG starts a log file cleanup process.*

Tip: Set this value according to the disk space you can allocate for
this purpose.

Stop Cleanup Total size, in megabytes, of IAG and IIS log files that are kept on the
at... MB disk after the log file cleanup process. *

Number of Optimal number of files retained after the log file cleanup process,
Undeleted Files  as follows:

* Event, trace, and IS log files—the number of files retained for
each individual trace *

¢ Error log files—the number of files retained is twice the number
configured here

Tip: The ratio between undeleted error log files and other log files
is hardcoded and cannot be changed.

*  The deletion of IS log files can be excluded from the log file cleanup process
altogether, as described on page 29.

How the Log File Cleanup Process Works

314

The log file cleanup process starts when one of the following occurs:

*  The number of log files, including IAG event, error, and trace log files,
and IIS log files, exceeds 2,048. This parameter is hard-coded and
cannot be changed.
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*  The total size of all the IAG event, error, and trace log files, and IIS
log files, exceeds the “Start Cleanup at ... MB” value.

é Note
*  The log file cleanup process is started only under one of the two
conditions described above. Cleanup does not start when there is a
disk overflow; if there is no more space on the disk, the error server
stops writing error and trace logs onto the disk, without notification.
It is therefore important to configure the “Start Cleanup at ... MB”
parameter according to the disk’s capacity.

¢ IS log files can be excluded from the log file cleanup process, as
described on page 29.

Once the log file cleanup starts, the log files, are deleted, starting with the
oldest files, according to the file modification time (not according to the
file’s timestamp). Files are deleted until the total size of the files left on
the disk reaches the value defined in “Stop Cleanup at ... MB”. For each
type of file, the cleanup process leaves a number of files undeleted, as
determined by the value defined in “Number of Undeleted Files”.

If, by deleting the files as described above, the total size of undeleted files
1s down to the value defined in “Stop Cleanup at ... MB”, the log file
cleanup is complete. If, however, after leaving the number of files defined
in “Number of Undeleted Files” the size still exceeds the “Stop Cleanup
at ... MB” parameter, the cleanup process ignores the “Number of
Undeleted Files” value and deletes more files, starting with the oldest file,
until the total size of the log files in the IAG is reduced to the “Stop
Cleanup at ... MB” value.

Figure 63 describes the flow of the log file cleanup mechanism:
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Figure 63. Log File Cleanup Mechanism
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Configuring Log File Cleanup Parameters

You can change the default values of the log file cleanup parameters,
including:

*  The minimum and maximum amount of disk space allocated to the log
files, including IAG event, error, and trace log files, and IIS log files.

+  The number of files you wish to retain.

gi Note
You can exclude IS log files from the cleanup process, as described on
page 318.

To configure log file cleanup parameters:

1. In the Configuration program, on the Admin menu, click Advanced
Configuration...

The Advanced Configuration window is displayed.

Advanced Configuration |

— Host Address Tranzlation

Unique |dentifier; I\A-"hale

Encryption Key: I52B2DD23E&BEEASE9EEFBSCE54B4599?

— Default Web Site Ports Log File Cleanup

HTTF Port; IEEIEH Start Cleanup at: 100 ME
HTTPS Port: IEDD2 Stop Cleanup at; |5':' ME

Mumber of Lndeleted Files: |3

ok I Cancel |

2. In the Log File Cleanup area, change one or more of the default
values as required, as described in Table 40, “Log File Cleanup
Parameters”, on page 314.

Click [0OK].
The Advanced Trunk Configuration window closes.

3. In the main window of the Configuration program, click f  to save
el
and activate the configuration.

The log file cleanup process will start and stop at the defined total size
of files values, and the error log server will retain the defined number
of log files.
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Excluding IIS Log Files from the Log File Cleanup Process

If you do not want the IIS logs to be calculated in the computation of the
space allocated for log files, and do not want IIS log files to be deleted
during the log file cleanup process, proceed as described below.

To exclude the IIS log files from the log file cleanup process:

1. At the IAG, use the Registry Editor to access the following Registry key:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\whlerrsrv
\Parameters\

Tip
If the Parameters Registry key does not exist under ..\whlerrsrv\,
you must create it.

2. Create a new DWORD value: NoIISLogClean.

3. Change the Value data of NoIISLogClean to 1, as shown in the
example below:

& Reqistry Editor =10l x|
Registry Edit  View Favorites Help
{:l whizgapd ;I Mame Tvpe | Data |
EH:' whlerrsry (DeFauIt) REG_SZ (value not set)

f {:l Security

iMallSLogClean REG_DW.,. 0x00000001 (1)

a Parameters
-2 Winacpi

-0 wintgrt —
-0 winsack -
1 | 3
|My ComputertHKEY _LOCAL_MACHIMEYSYSTEMYW urrentControlSet) ServiceshwhlerrsrviParameters i

4. Restart the Whale Log Server service, as follows:

*  In the Windows Control Panel double-click Settings > Control
Panel > Administrative Tools, then double-click Services.

*  Right-click the Whale Log Server and select Restart.
The Restart Other Services dialog box is displayed.
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Restart Other Services

wihen \Whale Log Server restarts, theze ather zervices will
alzo restart,

Wwhale File Sharing Service

whorld 'Wide Web Publishing Service
whale S ezzionbdgr

‘wihale Uszerkdar

w'hale b onitorkd gr

Do pou veant to restart these services?

Yes Ho

Tip

@ When you stop the Whale Log Server service, a number of other
dependent services are also stopped. When you use the Restart
command, the Whale Log Server service is automatically stopped and
restarted, as are all the dependent services. For this reason, it is
recommended that you use the Restart command and not the Stop
command. If you do stop the service with the Stop command, make sure
to manually start it and all the dependent services that were stopped.

5. Click to restart all listed services.

The Whale Log Server service and all other services in the list are
stopped, and are then restarted automatically.

1IS log files will not be computed in the calculation of space defined in
the trace.ini configuration file, and will not be deleted by the log file
cleanup process on the IAG.

Support Utilities

The Support Utilities are a set of command line utilities designed for
diagnostics purposes, which technical support may ask you to run in order
to help to diagnose problems.

The utilities include:

*  Pre-defined Support Utilities tests, which you can run to examine the
system configuration, IAG functionality, and other data, in order to
enhance diagnosing problems. For instructions on how to run these
tests, see “Running Support Utilities Tests” on page 320.
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The Data Collection utility, which collects and packs files of different
types to be sent to technical support for offline diagnostics purposes.
For instructions on how to run the Data Collection Utility, see
“Running the Data Collection Utility” on page 321.

Running Support Utilities Tests

320

Before running the tests, note the following:

For some of the tests, you may need to stop the Web service of the IIS,
as described in “Restarting the Web Service in the IIS” on page 321.

For information on the available tests and commands, you can use
the following commands from the Command prompt:

*+  Typewhltest --list for a list of the available tests
*+  Type whltest -hfor a list of the command options
If you used the -N or -n command options, alarms and warnings are

displayed as pop-up messages during tests. In the message box:

. & indicates an alarm. Alarms should be handled immediately,
as they indicate serious IAG problems.

. @ indicates a warning. Warnings contain information you may
need to take into consideration, but which does not necessarily
have an immediate effect on the operation of the IAG.

After viewing the message box, click in the message box to
continue running the tests.

To run a Support Utilities test:

1.

On the IAG, open a Command prompt and enter the command string,
in this format:

whltest [<option><option>..] [<name><name>...]

Where <option> indicates a required test option, and
<name> contains the name of the test you wish to run.

For example: whltest -n system
where one test (system) is run with one option (-n).

Press <Enter>.

The test is run, according to the parameters you entered in the
command line. A log file is created whenever a test is run, containing
any alarms or warnings, as well as general information gathered
during the tests. The log file is named according to the IAG trace
mechanism log file conventions, described in “File Location and
Naming” on page 311.
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é Note
For security reasons, it is recommended that you delete the Support

Ultilities log files after viewing them (including deletion from the Windows
Recycle Bin), since they are not encrypted and contain the results of
various sensitive tests.

Running the Data Collection Utility

The Data Collection utility can be configured to collect any files required,
as well as to automatically run any or all of the Support Utilities tests. If
required, you will be instructed by technical support on how to do so.

To run the Data Collection utility:

1.

On the IAG, open a Command prompt and type:
whlcollect
Press <Enter>.

The utility is run, and an archive file is created. This may take a few
minutes.

The resulting file is named: <hostname> whlcollect.cab.
It is stored in: ..\whale-Com\e-Gap\Backup.

Encrypt the file created by the Data Collection utility, using an
encryption utility such as PGP®.

Send the encrypted file to technical support.

é Note
For security reasons, it is recommended that you delete the original and

encrypted data collection files after viewing them (including deletion from
the Windows Recycle Bin).

Restarting the Web Service in the IS

The following procedures describe how you stop the Internet Information
Server (ILS) on the IAG, then restart the Web service, in order to reload
the Web filters, filter extensions, and filter libraries, as required during
some of the procedures described in this Guide.

Note
gi During this procedure, you stop the IIS, then re-start the Web service.

If any other services on the IAG, such as FTP or SMTP, are using the IS,
you have to start them as well.
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Stopping the IIS

This procedure describes how you stop the IIS, as well as what steps to
take in case the standard procedure does not stop it.

To stop the IIS:
*  On the IAG, open a Command prompt and type:

net stop iisadmin /y
Press <Enter>.

The following messages are displayed in the Command prompt:

crosoft Windows [Version 5.2.377@1
(C> Copyright 1985-2003 Hicrosoft Corp.

C:~Documents and Settings“Administrator>net stop iisadmin -~y
The following services arve dependent on the IIS Admin Sewrvice serwvice.
Stopping the II§ Admin Service service will alse stop these services.

Whale File Sharing Service
World Wide Weh Publishing Serwice
HITP S8L

Whale File Sharing Service service is stopping.
Whale File Sharing Service service was stopped successfully.

World Wide Web Publishing Service service is stopping.
World Wide Webh Publishing Service service was stopped successfully.

HITP 85L sewrvice is stopping.
HTITP S55L service was stopped successfully.

IIS Admin Service service is stopping.
IIS Admin Service service was stopped successfully.

C:sDocuments and Settings~Administrator

The IIS is stopped. You now have to re-start the Web service, as
described in “Starting the Web Service in the IIS” on page 323.

If the IIS does not stop, take the following steps:

1. Still on the IAG, open the Windows Task Manager and select the
Processes tab.

2. Verify that the process inetinfo.exe, which runs the IIS, is listed in
the Image Name column:
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E windows Task Manager M=l E3
File Options Wiew Help

#pplications Processes |Perfnrmance|

Image Mame | PID | CPL | CPU Time | Mem Usage |;|
Acrobat.exe 2208 on 0:01:25 62,932 K
acrokray exe 1560 on 0:00:00 4,352 K
Adobelm_Cleanup 944 00 0:00:00 1,316 K
Adobelm_Cleanup 2040 00 0:00:00 1,312 K
Adobelmsyc.exe 2068 00 0:00:00 1,296 K
CM_camera.exe 1712 on 0:00:02 2,920 K
CSRS5.EXE 135 00 0:00:49 4,484 K
droZk.exe 1508 02 0:06:46 10,532 K
Eudora.exe 556 on 0:02:37 7164 K
explorer.exe 1348 on 0:00:34 &4, 444 K

FrameMaker . exe 1596 o1 0:02:45 21,140k
hidsery exe 552 1008

inetinf: &

LSASS.EXE

gk, exe 992 00 0:00:00

mskask, exe 620 00 0:00:00
msksc.exe S00 un] 0:00:21
nod3zkrn. exe 584 0l 0:00:35 ,
nod3zkui.exe 1556 on 0:00:01 2,485 K LI
End Frocess |
[Frocesses:52 |CPU Usage: 4% [Mem Usage: 433344k § 1131750k

This is an indication that the IIS is still running.

3. Back in the Command prompt, type:
kill w3wp
Press <Enter>.
The following message is displayed in the Command prompt:

INDOWS'\system32,cmd.exHe

C:“Documents and Settings“Administrator>kill w3up_exe
SUCCESS: Sent termination signal to the process "wlwp.exe' with PID 2756.

C:»Documents and Settings“\Administrator>_

The IIS is stopped. You now have to re-start it, as described in the
following procedure.

Starting the Web Service in the IIS
To start the Web service in the IIS:
* In the Command prompt on the IAG, type:

net start w3svc
Press <Enter>.

The following messages are displayed in the Command prompt:
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Microsoft Windows [Wersion 5.2.37981
¢G> Copyright 1985-2P03 Microsoft Corp.

C:sDocuments and Settings“Administrator>net start wisvc
The Yorld Wide Webh Publishing Service serwvice is starting.
The lorld Wide Web Publishing Service service was started successfully.

C:\Documents and Settings“Administrator>*P_

The Web service in the IIS is started and the filters are reloaded.
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Appendix A

Troubleshooting Event Logging
Messages

This appendix describes how you troubleshoot events that are reported by
the Intelligent Application Gateway (IAG) Event Logging mechanism,
according to the message that is displayed when the event occurs.
Troubleshooting instructions are provided for Error and Warning
messages.

Warning #4: Service Shutdown

Symptoms

A Windows service running on the IAG was stopped.

Cause

A Windows service that is required in order to run the IAG is not started.

Resolution

Start the relevant service on the IAG:

1. In the Windows Control Panel double-click Administrative Tools, then
double-click Services.

2. Select and right-click the applicable service, then select Start.
Warning #8: IAG Configuration Login Failed

Symptoms

When attempting to log in to the Configuration program, the login fails
and the following message is displayed: “Incorrect Password”.

Cause

Incorrect password used.
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Resolution

Log in using the correct password. If you forgot the password, you can
assign a new password for the Configuration program as follows:

1. At the IAG, access the Service Policy Manager.

In the Service Policy Manager, on the Admin menu, click Change
Passwords...

3. In the Change Password dialog box, activate the option “Use same
password for all applications”, then enter the passphrase and the new
password, and click

é Note
¢ The password must contain at least six digits.

*  Changing the password in this manner is global, and affects the
Service Policy Manager, as well.

Warning #11: Concurrent Sessions Threshold Reached

Symptoms

None.

Cause

This is a warning that the threshold of the number of sessions that can be
open through the site at the same time was reached. When the threshold
is reached, this message is logged whenever a new session is established,
until the number goes below the threshold again. Once the maximal
number of sessions that can be open through the site at the same time is
reached, new sessions can no longer be established.

Resolution

If this event occurs on a regular basis, do one of the following:

+  Verify that the defined threshold is not too low.

* Increase the number of sessions that can be open through the site,
and raise the threshold accordingly.

You define those settings at the IAG, in the Configuration program, as
follows:

1. Open the Advanced Trunk Configuration window of the relevant
trunk, and access the Session tab.

2. Modify the required settings in the “Concurrent Sessions Threshold”
and “Max Concurrent Sessions” fields, respectively.
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Warning #12: Concurrent Unauthenticated Sessions Threshold Reached

Symptoms

None.

Cause

This is a warning that the threshold of the number of unauthenticated
sessions that can be open through the site at the same time was reached.
When the threshold is reached, this message is logged whenever a new
unauthenticated session is established, until the number goes below the
threshold again. Once the maximal number of unauthenticated sessions
that can be open through the site at the same time is reached, additional
unauthenticated sessions can not be established.

Resolution

If this event occurs on a regular basis, do one of the following:

*  Verify that the defined threshold is not too low.

* Increase the number of unauthenticated sessions that can be open
through the site, and raise the threshold accordingly.

You define those settings at the IAG, in the Configuration program, as
follows:

1. Open the Advanced Trunk Configuration window of the relevant
trunk, and access the Session tab.

2. Modify the required settings in the “Concurrent Unauthenticated
Sessions Threshold” and “Max Concurrent Unauthenticated
Sessions” fields, respectively.

Warning #14: User Login Failed

Symptoms

A remote user attempts to access the site. Access is denied, and the
following message is displayed in the browser window: “Failed to
authenticate”.
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Cause

The failure can be caused by:

*  Wrong credentials entered by the remote user, such as wrong user
name or password, the user selecting the wrong Directory
(authentication server) in the login page, and more.

+  Authentication server is not configured correctly in the Configuration
program. For example:

* Invalid IP/host value or invalid port.
*  Server access credentials are not strong enough.

*  Groups/users search in the authentication server is defined
inaccurately, thus the IAG cannot find a unique instance of the
user name.

+  Authentication server is not running.
« Authentication server is not reachable from the IAG.

The cause of the login failure is reported in the message, in the “Error”
field.

Resolution

Depending on the type of error, do one or more of the following:

+ At the IAG, verify the configuration of the authentication server:
1. In the Configuration program, on the Admin menu, click
Authentication and User/Groups Servers.

2. In the Authentication and User/Group Servers dialog box, select
the relevant server, and click [Edit.]. For details on each of the
parameters in the Edit Server dialog box, click [Help].

+  Verify that the authentication server is running.

+  Verify that the authentication server is reachable from the IAG. If
not, check the following:

*+  Network connections

*  Verify the configuration of the ISA firewall rule that enables the
connection from the IAG to the application server. For details,
examine the ISA logs and alerts, and if necessary consult ISA
troubleshooting.
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Warning #15: Number of Max Concurrent Sessions Exceeded

Symptoms

A remote user attempts to log in to the site. Access is denied, and the
following message is displayed in the browser window: “There are too
many users on the web site at the moment. Please try to access the site
again in a few minutes.”

Cause

The maximal number of authenticated sessions that can be open through
the site at the same time was reached.

Resolution

If this event occurs on a regular basis, increase the number of sessions
that can be open through the site:

1. Inthe Configuration program, open the Advanced Trunk Configuration
window of the relevant trunk, and access the Session tab.

2. In the “Max Concurrent Sessions” field, increase the number of
sessions that can be open through the site simultaneously.

Warning #16: Number of Max Concurrent Unauthenticated Sessions
Exceeded

Symptoms

A remote user attempts to access the site. Access is denied, and the
following message is displayed in the browser window: “There are too
many users on the web site at the moment. Please try to access the site
again in a few minutes.”

Cause

The maximal number of unauthenticated sessions that can be open
through the site at the same time was reached.

Resolution

If this event occurs on a regular basis, increase the number of
unauthenticated sessions that can be open through the site:

1. Inthe Configuration program, open the Advanced Trunk Configuration
window of the relevant trunk, and access the Session tab.

2. Inthe “Max Concurrent Unauthenticated Sessions” field, increase the
number of unauthenticated sessions that can be open through the site
simultaneously.
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Warning #17: Request Too Long

Symptoms

A remote user requests a page. The request is denied, and a message is
displayed in the browser window, informing the user what part of the
request is too long: URL, method, HTTP version, or Header section.

Cause

The request is invalid since part of it is too long, as indicated in the
message. The allowed length is:

+  URL: 2,083 bytes

+  Method: 32 bytes

+  HTTP version: 16 bytes

*  Header section: 2,048 bytes

Resolution

Check the browser that was used to request the page.
Warning #18: Invalid Request Version

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “Invalid HTTP request
version”,

Cause
The browser on the remote computer sent the request using an invalid
HTTP protocol version.

Resolution

Verify that the browser that was used to request the page is configured to
use HTTP version 1.1 or 1.0. For example, in Internet Explorer 6.0, take
the following steps:

1. On the Tools menu, click Internet Options...

In the Internet Options dialog box, select the Advanced tab. Under
“HTTP 1.1. Settings”, verify that the option “Use HTTP 1.1” is
selected.
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Warning #19: Attempt to Sneak Source IP Data

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “An attempt to sneak source
IP was detected”.

Cause

The request contains a header or parameter that is identical to the header
or parameter that is configured as the “Source IP key” header or
parameter for this application. This could be an attempt to sneak data to
the application server, using this header or parameter.

Resolution

In order to avoid a situation where the header or parameter is used in
“legal” requests, make sure you assign it a unique name, that will not be
used for any other purpose. If the header or parameter name is unique,
when it 1s used in a request, it is an indication that this is a malicious
request, that should be blocked.

To define the “Source IP key” header or parameter for this application,
take the following steps in the Configuration program:

1. Open the Application Properties dialog box for this application and
access the Web Settings tab.

2.  Under the option “Source IP key”, assign a unique header or
parameter name.

For details, refer to “Web Settings Tab” on page 73.
Warning #20: Attempt to Sneak Negotiate Header

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “An attempt to sneak
authorization info was detected”.

Cause

The request contains a “negotiate” authorization header.

Intelligent Application Gateway 331
User Guide



Resolution

If you wish to cancel the blocking of “negotiate” authorization headers,
take the following steps in the Configuration program:

1. Open the Advanced Trunk Configuration window of the relevant
trunk, and access the URL Inspection tab.

2.  Uncheck the option “Block “Negotiate” Authorization Header”.

é Note
A “negotiate” authorization header sent by clients may contain
malformed code, which could cause denial of service and browser
crashes. This vulnerability was announced in Microsoft’s Security Bulletin
MS04-011, as ASN.1 “Double Free” Vulnerability - CAN-2004-0123.

Warning #22: Login On-The-Fly Failed

Symptoms

A remote user attempts to add authentication credentials on-the-fly, for
example, in order to access an application that requires different
credentials than those used to access the site. The attempt fails, and the
following message is displayed in the browser window: “Failed to
authenticate”.

Cause

The failure can be caused by:

*  Wrong credentials entered by the remote user, such as wrong user
name or password, the user selecting the wrong Directory
(authentication server) in the login page, and more.

* Authentication server is not configured correctly in the Configuration
program. For example:

* Invalid IP/host value or invalid port.
*  Server access credentials are not strong enough.

*  Groups/users search in the authentication server is defined
inaccurately, thus the IAG cannot find a unique instance of the
user name.

* Authentication server is not running.
+ Authentication server is not reachable from the IAG.

The cause of the login failure is reported in the message, in the “Error”
field.
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Resolution

Depending on the type of error, do one or more of the following:

Verify configuration of the authentication server on the IAG:

1.

Access the Configuration program, and on the Admin menu, click
Authentication and User/Groups Servers.

In the Authentication and User/Group Servers dialog box, select
the relevant server, and click [Edt.]. For details on each of the
parameters in the Edit Server dialog box, click [Help].

Verify that the authentication server is running.

Verify that the authentication server is reachable from the IAG. If
not, check the following:

Network connections

Verify the configuration of the ISA firewall rule that enables the
connection from the IAG to the application server. For details,
examine the ISA logs and alerts, and if necessary consult ISA
troubleshooting.

Warning #23: Application Form Authentication Failed

Symptoms

A remote user attempts to access an application. The attempt fails.

Cause

Despite the fact that, in the Configuration program, the application is
configured to automatically reply to the application server’s
authentication request (HTML form), the login attempt failed. This can be
caused by one of the following:

The credentials that were used for the authentication were not
accepted by the application. This can be due to one of the following
reasons:

The authentication server used for the login does not contain the
user credentials that are required by the application.

Incorrect configuration of the Form Authentication Engine for
this application.

The browser used by the remote user is not supported by the IAG; for
a list of supported browsers refer to “Supported Browsers” on page 19.
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Resolution

Take the following steps:

+  Verify that the correct authentication server is used to reply to the
login request:

1. In the Configuration program, access the application and open
the Application Properties dialog box.

2. Access the Web Settings tab. Verify that the authentication
server that is selected for the option “Automatically Reply to
Application-Specific Authentication Requests” contains the user
credentials required by the application.

For details, refer to “Application Authentication” on page 74.

*  Verify the configuration of the Form Authentication Engine for this
application. For details, refer to the Intelligent Application Gateway
Advanced Configuration guide, to Appendix C: “Form Authentication
Engine”.

Warning #24: Application Authentication Failed

Symptoms

A remote user attempts to access an application. The attempt fails, and
the following message is displayed: “You do not have permissions to view
this Directory or page using the credentials you supplied.”

Cause

The application is configured to automatically reply to the application’s
authentication request (HTTP 401 request). The credentials supplied by
the authentication server are not accepted by the application.

Resolution

In the Configuration program, verify the configuration of the
authentication server for this application:

1. Open the Application Properties dialog box and access the Web
Settings tab.

2. Under the option “Automatically Reply to Application-Specific
Authentication Requests”, verify that the selected authentication
server 1s valid for this application.

For details, refer to “Web Settings Tab” on page 73.
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Warning #25: Failed to Send Message

Symptoms

The IAG’s Event Logging mechanism failed to send a message to a
reporter, even though, in the Message Definitions file, the message is
configured to be sent to this reporter, and the reporter is activated in the
Configuration program.

Tip
For a description of the Message Definitions file, refer to “Event Logging
Message Definitions File” on page 250.

Cause
*  Reporter is not configured correctly in the Configuration program.
*  Reporter’s server is not running.

*  Reporter’s server is not reachable from the IAG.

Resolution

+  Verify configuration of the reporter: in the Configuration program: on
the Admin menu, click Event Logging, and, in the relevant tab, check
the values of the reporter’s parameters, such as the server’s address
or user credentials. For details, refer to “Optional Event Logging
Configuration Steps” on page 239.

+  Verify that the reporter’s server is running.

*  Verify that the reporter’s server is reachable from the IAG. If not,
check the following:

*+  Network connections.

*  Verify the configuration of the ISA firewall rule that enables the
connection from the IAG to the application server. For details,
examine the ISA logs and alerts, and if necessary consult ISA
troubleshooting.

Warning #26: URL Changed

Symptoms

During URL verification, the IAG filter changes the URL. The remote
user’s experience is not affected.
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Cause

The requested URL contains an illegal sequence of characters. For
example: multiple slashes.

Resolution

Take the following steps in the Configuration program:

1. Open the Advanced Trunk Configuration window of the relevant
trunk and access the URL Inspection tab.

2. In the “Out-Of-The-Box Security Configuration” area, edit the
application’s Legal Characters list to include the character that
caused the error, as reported in the message, in the “Reason” field.

For details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “URL Inspection Tab—Out-Of-The-Box
Security Configuration” on page 147.

Error #29: Failed to Read Configuration

Symptoms

The message is logged after you activate the Configuration program. The
IAG is not functioning as expected, or is not functioning at all. Remote
users might experience problems while working with the site, or might
not be able to access the site at all.

Cause

Problem with the configuration files of the module that failed. This might
be caused by one or more of the following:

+  Files were not modified through customUpdate folders.

+  Files were modified through customupdate folders, but the
configuration settings are wrong.

+  File incompatibility during system upgrade.

Resolution

Verify that all modifications to the module’s default settings are
performed according to the instructions provided in the IAG’s
documentation-set.
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Warning #31: Global Out-Of-The-Box Rules

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “You have attempted to
access a restricted URL. The URL is blocked by the application’s Out-Of-
The-Box Security Rules.”

Cause

The requested URL contains an illegal character, according to the
definition of the trunk’s global out-of-the-box security configuration.
Resolution

If you wish to cancel the enforcement of global out-of-the-box security
rules for this trunk, in the Configuration program, take the following
steps:

1. Open the Advanced Trunk Configuration window of the relevant
trunk and access the URL Inspection tab.

2. In the “Out-Of-The-Box Security Configuration” area, uncheck the
option “Check Global Out-Of-The-Box Rules”.

é Note
This option is global, and affects all the applications in the trunk.

For details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “URL Inspection Tab—OQOut-Of-The-Box Security
Configuration” on page 147.

Warning #33: Invalid Request

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “The page cannot be
displayed”.

Cause

The request is invalid, possibly since it contains too many headers. This
could be caused by an IIS bug on the requesting client.

Resolution

Check the browser used to request the page.
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Warning #34: Download Policy Size Violation

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Download policy, the requested download is not allowed.”

Cause

The response failed since the size of the transfer data renders it a
download, and the application’s Download policy forbids downloads to the
requesting endpoint.

Resolution

In the Configuration program, do one of the following:

« If, for this application, you wish responses of this size to be considered
regular responses, and not downloads, increase the size of data above
which a response is considered a download, as follows:

1. Open the Application Properties dialog box and access the
Download/Upload tab.

2. In the “Downloads” area, increase the size defined in “Identify by
Size”.

For details, refer to “Download/Upload Tab” on page 82.

+ If you wish to cancel the identification of downloads by size for this

application, take the following steps:

1. Open the Application Properties dialog box and access the
Download/Upload tab.

2. In the “Downloads” area, uncheck the option “Identify by Size”.

é Note
If none of the options in the “Downloads” area are activated, no
downloads from the application are blocked, regardless of the settings of
the application’s Download policy.

+ If you wish to enable downloads from the application to the
requesting endpoint, edit the application’s Download policy.

* The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.
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Warning #35: Download Policy File Extension Violation

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Download policy, the requested download is not allowed.”

Cause

The response failed since its extension renders it a download, and the
application’s Download policy forbids downloads to the requesting
endpoint.

Resolution

In the Configuration program, do one of the following:

If, for this application, you wish responses with this extension to be
considered regular responses, and not downloads, edit the
application’s downloads Extension List, as follows:

1. Open the Application Properties dialog box and access the
Download/Upload tab.

2. In the “Downloads” area, edit the Extension List accordingly.

For details, refer to “Download/Upload Tab” on page 82.

If you wish to cancel the identification of downloads by extensions for

this application, take the following steps:

1. Open the Application Properties dialog box and access the
Download/Upload tab.

2. In the “Downloads” area, uncheck the option “Identify by
Extensions”.

é Note
If none of the options in the “Downloads” area are activated, no

downloads from the application are blocked, regardless of the settings of
the application’s Download policy.

If you wish to enable downloads from the application to the
requesting endpoint, edit the application’s Download policy.

* The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.
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Warning #36: Download Policy Violation - No Content-Type

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Download policy, the requested download is not allowed.”

Cause

The response header does not contain a content-type. Responses without
content-type are rendered a download, and the application’s Download
policy forbids downloads to the requesting endpoint.

Resolution
At the IAG, do one of the following:

+ If you wish downloads without content-type to be considered regular
responses, and not downloads, create the following Registry key:

* Location: ..\Whale-Com\e-Gap\Von\UrlFilter

+  DWORD Value name: AllowResponseWithoutContentType
+  DWORD Value data: 1

After you create the key, access the Configuration program, activate
the configuration, and select the option “Apply changes made to
external configuration settings”.

+ If you wish to enable downloads from the application to the
requesting endpoint, edit the application’s Download policy in the
Configuration program.

*  The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.

Warning #37: Download Policy Content-Type and Extension Violation

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Download policy, the requested download is not allowed.”
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Cause

The response failed since its content-type and extension render it a
download, and the application’s Download policy forbids downloads to the
requesting endpoint.

Resolution
At the IAG, do one of the following:

If you wish responses with this content-type to be considered regular
responses, and not downloads, take the following steps:

1. Access the file that holds the definitions of file extensions and the
associated content-types:

..\Whale-Com\e-Gap\von\conf\content-types.ini

In this file, identify the extension associated with this content-
type. If the file does not contain this content-type, add the
appropriate extension/content-type pair to the file.

2. In the Configuration program, edit the application’s downloads
Extension List so that the extension associated with this content-
type is not considered a download. The list is defined in the
Application Properties dialog box, in the Download/Upload tab, in
the “Downloads” area. For details, refer to “Download/Upload
Tab” on page 82.

If you wish responses with this extension to be considered regular
responses for this application, and not downloads, edit the
application’s downloads Extension List accordingly, as described in
step 2, above.

If you wish to cancel the identification of downloads by extensions for
this application, uncheck the option “Identify by Extensions” in the
“Downloads” area of the Download/Upload tab.

é Note
If none of the options in the “Downloads” area are activated, no

downloads from the application are blocked, regardless of the settings of
the application’s Download policy.

If you wish to enable downloads from the application to the
requesting endpoint, edit the application’s Download policy in the
Configuration program.

*  The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.
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Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.

Warning #38: Download Policy Content-Type Violation

342

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Download policy, the requested download is not allowed.”

Cause

The response failed since its content-type renders it a download, and the
application’s Download policy forbids downloads to the requesting
endpoint.

Resolution
At the TAG, do one of the following:

+ If you wish responses with this content-type to be considered regular
responses, and not downloads, take the following steps:

1.

Access the file that holds the definitions of file extensions and the
associated content-types:

..\Whale-Com\e-Gap\von\conf\content-types.ini

In this file, identify the extension associated with this content-
type. If the file does not contain this content-type, add the
appropriate extension/content-type pair to the file.

In the Configuration program, edit the application’s downloads
Extension List so that the extension associated with this content-
type is not considered a download. The list is defined in the
Application Properties dialog box, in the Download/Upload tab, in
the “Downloads” area. For details, refer to “Download/Upload
Tab” on page 82.

+  If you wish to cancel the identification of downloads by extensions for
this application, uncheck the option “Identify by Extensions” in the
“Downloads” area of the Download/Upload tab.

cat

Note

If none of the options in the “Downloads” area are activated, no
downloads from the application are blocked, regardless of the settings of
the application’s Download policy.
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+ If you wish to enable downloads from the application to the
requesting endpoint, edit the application’s Download policy in the
Configuration program.

*  The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.

Warning #39: Download Policy Violation - File Extension Unmatched

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Download policy, the requested download is not allowed.”

Cause

The response failed since its content-type does not match the file
extension. This was discovered while checking whether the response is a
download according to its file extension, since the application’s Download
policy forbids downloads to the requesting endpoint.

Resolution

Do one of the following:

+ If you wish this extension/content-type pair to be considered a match,
take the following steps:

1. At the IAG, access the file that holds the definitions of file
extensions and the associated content-types:

..\Whale-Com\e-Gap\von\conf\content-types.ini

2. At the application server, access the file that holds the extension/
content-type definitions.

3. Verify that the association of extensions and content-types is
consistent for both files. If you find discrepancies between the
files, edit the file on the IAG to match the application server’s
file.

4. At the IAG, in the Configuration program, verify that the
application’s downloads Extension List is configured so that the
extension used here is not considered a download. The list is
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defined in the Application Properties dialog box, in the
Download/Upload tab, in the “Downloads” area. For details, refer
to “Download/Upload Tab” on page 82.

+ If you wish to cancel the identification of downloads by extensions for
this application, uncheck the option “Identify by Extensions” in the
“Downloads” area of the Download/Upload tab.

é Note
If none of the options in the “Downloads” area are activated, no
downloads from the application are blocked, regardless of the settings of
the application’s Download policy.

+ If you wish to enable downloads from the application to the
requesting endpoint, edit the application’s Download policy in the
Configuration program.

*  The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.

Warning #40: Download Policy URL Violation

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Download policy, the requested download is not allowed.”

Cause

The response failed since this URL is defined as a download URL for this
application-type, and the application’s Download policy forbids downloads
to the requesting endpoint.

Resolution

In the Configuration program, do one of the following:

*  In order for this request not to be considered a download for this
application-type, take the following steps:

1. Open the Advanced Trunk Configuration window and access the
Global URL Settings tab.
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2. In the “URL Settings” area, click next to “Download
URLs”.

3. In the Download URLs Settings dialog box, remove the
corresponding rule.

For details, refer to the Intelligent Application Gateway Advanced

Configuration guide, to “Download URLSs” on page 153.

+ If you wish to cancel the identification of downloads by URLs for this
application, take the following steps:

1. Open the Application Properties dialog box and access the
Download/Upload tab.

2. In the “Downloads” area, uncheck the option “Identify by URLs”.

é Note
If none of the options in the “Downloads” area are activated, no
downloads from the application are blocked, regardless of the settings of
the application’s Download policy.

+ If you wish to enable downloads from the application to the
requesting endpoint, edit the application’s Download policy.

*  The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.

Warning #41: Upload Policy URL Violation

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Upload policy, the requested upload is not allowed.”

Cause

The request failed since this URL is defined as an upload URL for this
application-type, and the application’s Upload policy forbids uploads from
the submitting endpoint.

Tip
The portion of the URL that caused the failure is indicated in the message,
in the “URL” parameter.
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Resolution

In the Configuration program, do one of the following:

*  In order for this request not to be considered an upload for this
application-type, take the following steps:

1. Open the Advanced Trunk Configuration window and access the
Global URL Settings tab.

2. In the “Upload URLSs” list, access the corresponding rule, and do
one of the following:

+  Ifrequired, click [Edit.], and use the Edit Upload URLs dialog box
to change the URL or the method, as applicable.

+  If you wish this URL to be considered an upload only if it
contains attachments, in the Edit Upload URLs dialog box,
activate the option “Check for Attachments in Content”.

+  If the URL failed on parameters, in the Edit Upload URLs
dialog box, either configure the rule so that parameters are not
checked, or change the method that is used to check
parameters, as applicable.

+ Ifyou wish the URL to always be considered a regular request,
and not an upload, remove it from the “Upload URLs” list.

For details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Upload URLSs” on page 155.

+ If you wish to cancel the identification of uploads by URLs for this
application, take the following steps:

1. Open the Application Properties dialog box and access the
Download/Upload tab.

2.  In the “Uploads” area, uncheck the option “Identify by URLs”.

Note

gi If none of the options in the “Uploads” area are activated, no uploads to
the application are blocked, regardless of the settings of the application’s
Upload policy.

+  If you wish to enable uploads from the submitting endpoint to the
application, edit the application’s Upload policy.

*  The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.
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Warning #42: Upload Policy Size Violation

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Upload policy, the requested upload is not allowed.”

Cause

The request failed since the size of the transfer data render it an upload,
and the application’s Upload policy forbids uploads from the submitting
endpoint.

Resolution

In the Configuration program, do one of the following:

+ If you wish requests of this size to be considered regular requests, and
not uploads, increase the size of data above which a request from this
application is considered an upload:

1.

Open the Application Properties dialog box, and access the
Download/Upload tab.

In the “Uploads” area, increase the size defined in “Identify by
Size”.

For details, refer to “Download/Upload Tab” on page 82.

+ If you wish to cancel the identification of uploads by size for this
application, uncheck the option “Identify by Size” in the “Uploads”
area of the Download/Upload tab.

cat

Note

If none of the options in the “Uploads” area are activated, no uploads to
the application are blocked, regardless of the settings of the application’s
Upload policy.

+ If you wish to enable uploads from the requesting endpoint, edit the
application’s Upload policy.

The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.
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Warning #43: Upload Policy File Extension Violation

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Upload policy, the requested upload is not allowed.”

Cause

The request failed since its extension renders it an upload, and the
application’s Upload policy forbids uploads from the submitting endpoint.

Resolution

In the Configuration program, do one of the following:

+ If, for this application, you wish requests with this extension to be
considered regular requests, and not uploads, edit the application’s
uploads Extension List, as follows:

1. Open the Application Properties dialog box and access the
Download/Upload tab.

2. In the “Uploads” area, edit the Extension List accordingly.

For details, refer to “Download/Upload Tab” on page 82.

+ If you wish to cancel the identification of uploads by extensions for

this application, take the following steps:

1. Open the Application Properties dialog box and access the
Download/Upload tab.

2. In the “Uploads” area, uncheck the option “Identify by
Extensions”.

Note

gi If none of the options in the “Uploads” area are activated, no uploads to
the application are blocked, regardless of the settings of the application’s
Upload policy.

+ If you wish to enable uploads from the submitting endpoint to the
application, edit the application’s Upload policy.

*  The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.
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Warning #44: Failed to Create Parameter List

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “You have attempted to
access a restricted URL. The URL you are trying to access contains an
illegal parameter.”

Cause

The URL query string or the POST data parameters of the requested URL
are 1llegal, due to one of the following reasons:

*  They contain an illegal character, according to the definition of the
application’s Out-Of-The-Box Security Configuration.

*  The IAG filter failed to construct a legal parameter list from the URL
query string or from POST data parameters. For example: a
parameter that contains only a value, with no name.

Resolution

Use the Configuration program to determine whether the failure was
caused by an illegal character or by an illegal parameter list:

1. Open the Application Properties dialog box, and access the Web
Settings tab.

2.  Uncheck the option “Check Out-Of-The-Box Rules”. For details, refer
to “Web Settings Tab” on page 73.

3. Request the URL again, and observe whether the request is accepted
or not:

+ If the request does not fail this time, it is an indication that the
failure was caused by an illegal character.

+ If the request fails again, it is an indication that the failure is
caused by the filter failing to construct a legal parameter list
from the URL query string or from POST data parameters.

According to the reason of the failure, take the steps listed below to
resolve the problem. Before you do so, in the Web Settings tab, check
the option “Check Out-Of-The-Box Rules”, so that it is activated
again.
If the failure was caused by an illegal character, take the
following steps:

1. On the IAG, activate a trace that will record the IAG filter activities:
a) Access the following file:

..\Whale-Com\e-Gap\common\conf\trace.ini
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b) Add the following section to the file:
[Trace\WhlFilter \WHLFILTRULESET]
*=xheavy
Save the file.
2. Use a browser to request the URL again.
3. Locate the log file of the trace you activated, in the following location:
..\Whale-Com\e-Gap\logs
The log file is named as follows:
WhlFilter.default.<Time_Stamp>.log
4. In the trace log file, find the following warning message:

WARN: CanonicalizeEscapeChar(): Check allowed characters
after escape list in Param. String=<FailedString> failed

Where <Failedstring> is a parameter that contains one or more
illegal characters, which caused the failure.

Tip
For more information on the tracing process, see “Error Logging and
Process Tracing” on page 307.

5. At the Configuration program, open the Advanced Trunk
Configuration window and access the URL Inspection tab.

6. In the “Out-Of-The-Box Security Configuration” area, edit the
application’s rule so that the list of Legal Characters includes all the
characters found in the parameter that caused the error. For details,
refer to the Intelligent Application Gateway Advanced Configuration
guide, to “URL Inspection Tab—Out-Of-The-Box Security
Configuration” on page 147.

7. When you are finished with the tracing, de-activate the trace you
activated in step 1, by deleting or commenting-out the trace
definition.

If the failure was caused by an illegal parameter list, take the
following steps:

1. At the Web Monitor, look at the description of the Warning message.
In the “Parameter List” field, check whether all parameters are
“legal”, that is, each parameter consists of a parameter name/
parameter value pair.

2. If one or more of the parameters are “illegal”’, check the requesting
browser.
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Warning #45: Bad Parameter in URL

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “You have attempted to
access a restricted URL. The URL you are trying to access contains an
illegal parameter.”

Cause

The requested URL was rejected by a URL Inspection rule since one of its
parameters renders the request invalid.

Resolution

Take the following steps in the Configuration program:

1. Open the Advanced Trunk Configuration window, and select the URL
Set tab.

2. In the URL List, select the rule that caused the failure, according to
the details provided in the message.

3. In the Parameter List, edit the rule of the parameter that caused the
error.

For details about the configuration of rulesets, refer to the Intelligent
Application Gateway Advanced Configuration guide, to “Configuring a
Ruleset in the URL Set Tab” on page 164.

Warning #46: Mandatory Parameter Missing from URL

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “You have attempted to
access a restricted URL. The URL you are trying to access contains an
illegal parameter.”

Cause
The requested URL was rejected by a URL Inspection rule since a
mandatory parameter is missing from the URL.

Resolution

Take the following steps in the Configuration program:

1. Open the Advanced Trunk Configuration window, and select the URL
Set tab.
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2. In the URL List, select the rule that caused the failure, according to
the details provided in the message.

3. In the Parameter List, select the rule of the parameter that caused
the error. In the “Existence” column select “Optional”, so that the
missing parameter is optional, not mandatory.

For details about the configuration of rulesets, refer to the Intelligent
Application Gateway Advanced Configuration guide, to “Configuring a
Ruleset in the URL Set Tab” on page 164.

Warning #47: POST without Content-Type not Allowed

Symptoms

A remote user requests a page. The request is denied, and the following
message is displayed in the browser window: “The upload is blocked since
the request does not contain a Content-Type header.”

Cause

The request does not contains a Content-Type header, and the method
used in the request is POST. According to the configuration of the IAG,
POST without a Content-Type header is not allowed.

Resolution

In order to allow POST requests without a Content-Type header for this
application, take the following steps in the Configuration program:

1. Open the Application Properties dialog box for this application, and
select the Web Settings tab.

2. Check the option “Allow POST without Content-Type”.
For details, refer to “Web Settings Tab” on page 73.

Warning #48: Application Out-Of-The-Box Rule

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “You have attempted to
access a restricted URL. The URL is blocked by the application’s Out-Of-

The-Box Security Rules.”

Cause

The requested URL contains an illegal character, according to the
definition of the application’s out-of-the-box security configuration.
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Resolution

In the Configuration program, do one of the following:

+ If you wish the character that caused the error to be considered a
legal character for this application, take the following steps:

1. Open the Advanced Trunk Configuration window of the relevant
trunk and access the URL Inspection tab.

2. In the “Out-Of-The-Box Security Configuration” area, edit the
application’s Legal Characters list to include the character that

caused the error, as reported in the message, in the “Reason”
field.

For details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “URL Inspection Tab—Out-Of-The-Box
Security Configuration” on page 147.

+ If you wish to cancel out-of-the-box security checks for this
application, take the following steps:
1. Open the Application Properties dialog box, and access the Web
Settings tab.
2. Uncheck the option “Check Out-Of-The-Box Rules”.

For details, refer to “Web Settings Tab” on page 73.
Warning #49: Unknown Application

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “You are not authorized to
access this application. For assistance, please contact your system
administrator.”

Cause

Wrong configuration of the application in the Configuration program.

Resolution

Take the following steps in the Configuration program:

1. Use the Application Properties dialog box to locate the application,
according to the server configuration in the Web Servers tab.

2. Verify the configuration of the server’s addresses, paths, and ports for
this application.

For details, refer to “Web Servers Tab” on page 71.

Intelligent Application Gateway 353
User Guide



Warning #50: Method not Defined

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “The page cannot be
displayed. Ruleset configuration invalid.”

Cause

The URL Inspection rule defined for this URL does not specify a method.

Resolution

Take the following steps in the Configuration program:

1. Open the Advanced Trunk Configuration window, and access the
URL Set tab.

2. In the URL List, access the rule that caused the request to fail, and,
in the “Methods” column, assign a method or methods for this URL.

For details about the configuration of rulesets, refer to the Intelligent
Application Gateway Advanced Configuration guide, to “Configuring a
Ruleset in the URL Set Tab” on page 164.

Warning #5l: Invalid Method

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “You have attempted to
access a restricted URL. You are trying to access the URL using an illegal
method.”

Cause

According to the configuration of the application’s URL Inspection ruleset,
the method used to send the request is not valid for requested URL.

Resolution

Take the following steps in the Configuration program:

1. Open the Advanced Trunk Configuration window, and access the
URL Set tab.

2. In the URL List, access the rule that caused the request to fail, and,
in the “Methods” column, assign the appropriate method for this URL.

For details about the configuration of rulesets, refer to the Intelligent
Application Gateway Advanced Configuration guide, to “Configuring a
Ruleset in the URL Set Tab” on page 164.
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Warning #52: Data not Allowed with Method

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “You have attempted to
access a restricted URL. WebDAV methods are not allowed.”

Cause

The request uses a WebDAV method, while attempting to send data to the
application. According to the configuration of the application, such
requests are not allowed.

Resolution

Take the following steps in the Configuration program:

1. Open the Application Properties dialog box for this application, and
select the Web Settings tab.

2. Activate the option “Allow WebDAV Methods”.
For details, refer to “Web Settings Tab” on page 73.

Warning #53: File Upload Forbidden

Symptoms

A remote user requests a page. The request is denied, and the following
message is displayed in the browser window: “According to your
organization’s Upload policy, the requested upload is not allowed.”

Cause

The request failed since when it contains attachments it is considered an
upload URL, and the application’s Upload policy forbids uploads from the
submitting endpoint.

Resolution

In the Configuration program, do one of the following:

*  In order for this request not to be considered an upload for this
application-type, take the following steps:

1. Open the Advanced Trunk Configuration window and access the
Global URL Settings tab.
2. Inthe “URL Settings” area, click next to “Upload URLs”.

3. In the Upload URLs Settings dialog box, remove the
corresponding rule.
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For details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Upload URLs” on page 155.

+ If you wish to cancel the identification of uploads by URLs for this
application, take the following steps:
1. Open the Application Properties dialog box and access the
Download/Upload tab.
2. In the “Uploads” area, uncheck the option “Identify by URLs”.

Note

gi If none of the options in the “Uploads” area are activated, no uploads to
the application are blocked, regardless of the settings of the application’s
Upload policy.

+ If you wish to enable uploads from the submitting endpoint to the
application, edit the application’s Upload policy.

*  The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.

Warning #54: Failed XML Integrity Verification

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “The page cannot be
displayed. The request failed the XML Integrity verification.”

Cause

The request failed the inspection of XML integrity in HTTP data.

Resolution

If you wish to cancel the inspection of XML integrity in HTTP date for this
application, take the following steps in the Configuration program:

1. Open the Application Properties dialog box for this application, and
select the Web Settings tab.

2.  Uncheck the option “Check XML Integrity”.
For details, refer to “Web Settings Tab” on page 73.
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Warning #55: Parameters not Allowed with URL

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “You have attempted to
access a restricted URL. The URL you are trying to access contains an
illegal parameter.”

Cause

According to the configuration of the application’s ruleset, the requested
URL is not allowed to contain parameters.

Resolution

Take the following steps in the Configuration program:

1. Open the Advanced Trunk Configuration window, and select the URL
Set tab.

2. In the URL List, access the rule that caused the failure, according to
the details provided in the message. In the “Parameters” column
select either “Handle” or “Ignore”, so that parameters are not
rejected. Note that, if you set the value of “Parameters” to “Handle”,
you also have to define the parameters for this URL.

For details about the configuration of rulesets, refer to the Intelligent
Application Gateway Advanced Configuration guide, to “Configuring a
Ruleset in the URL Set Tab” on page 164.

Warning #57: Unrecognized Application

Symptoms

A remote user requests a page. The request is denied, and the following
message is displayed in the browser window: “You are not authorized to
access this application. For assistance, please contact your system
administrator.”

Cause

Wrong configuration of the application in the Configuration program.

Resolution

Take the following steps in the Configuration program:

1. Use the Application Properties dialog box to locate the application,
according to the server configuration in the Web Servers tab.
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2. Verify the configuration of the server’s addresses, paths, and ports for
this application.

For details, refer to “Web Servers Tab” on page 71.
Warning #58: Unresolved Request

Symptoms

A remote user requests a page. The request is denied, and the following
message is displayed in the browser window: “The requested URL is not
associated with any configured application.”

Cause

The requested URL contains a signature that cannot be resolved to
identify the requested application server.

Resolution

Contact technical support.
Warning #59: Invalid Reroute Destination

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “The requested URL is not
associated with any configured application.”

Cause

The URL that the user requested was rerouted according to a “Manual

URL Replacement” rule, and the destination server is not recognized by
the TIAG filter.

Resolution

Take the following steps in the Configuration program:

1. Open the Advanced Trunk Configuration window, and select the
Application Access Portal tab.

2. In the “Manual URL Replacement” area, edit the applicable rule.

For details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Manual URL Replacement” on page 272.
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Warning #62: Unauthorized Access Attempt

Symptoms

A remote user attempts to access an application from the portal
homepage. The request is denied, and the following message is displayed
in the browser window: “You are not authorized to access the application.”

Cause

The user is not authorized to view or access the requested application.

Resolution
*  Change the authorization settings for this application.

+ If you are using the default portal homepage that is supplied with the
IAG, you can personalize the application so that the link to the
application is not displayed on the homepage of users that are not
authorized to access the application.

Authorization and personalization of an application are defined in the
Configuration program, in the Authorization tab of the Application
Properties dialog box. For details, refer to “Users Setup” on page 32.

Warning #64: Application Access Policy Violation

Symptoms

A remote user attempts to access an application from the portal
homepage. The request is denied, and the following message is displayed
in the browser window: “Your computer does not meet the security policy
requirements of this application.”

Cause

The requesting endpoint does not comply with the requirements of the
application’s Access policy.

Resolution

Instruct the user what steps have to be taken in order for the endpoint to
comply with the policy. You can view the definitions of the policy in the
Configuration program, in the Policy Editors.

To access the Policy Editors, take the following steps in the Configuration
program:

1. Open the Application Properties dialog box, and select the General tab.
2. In the “Endpoint Policies” area click [EditPolicies...].

3. In the Policies dialog box, select the applicable policy and click [Edk..].
For more details, refer to “Endpoint Policies” on page 93.

Intelligent Application Gateway 359
User Guide



Warning #65: Session Access Policy Violation

Symptoms

A remote user attempts to access the portal homepage or site. The request
1s denied, and the following message is displayed in the browser window:
“Your computer does not meet the security policy requirements of this
site.”

Cause

The requesting endpoint does not comply with the requirements of the
trunk’s Session Access Policy.

Resolution

Instruct the user what steps have to be taken in order for the endpoint to
comply with the policy. You can view the definitions of the policy in the
Configuration program, in the Policy Editors.

To access the Policy Editors, take the following steps in the Configuration
program:

1. Open the Application Properties dialog box, and select the General
tab.

2. In the “Endpoint Policies” area click [EditPolicies...].

3. In the Policies dialog box, select the applicable policy and click [Edk....

For more details, refer to “Endpoint Policies” on page 93.

Warning #66: Attempt to Sneak Authorization Data

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “An attempt to sneak
authorization info was detected.”

Cause

The request contains a header or parameter that is identical to the header
or parameter that is configured as the “Authorization key” header or
parameter for this application. This could be an attempt to sneak data to
the application server, using this header or parameter.
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Resolution

In order to avoid a situation where the header or parameter is used in
“legal” requests, make sure you assign it a unique name, that will not be
used for any other purpose. If the header or parameter name is unique,
when it is used in a request, it is an indication that this is a malicious
request, that should be blocked.

To define the “Authorization key” header or parameter for this
application, take the following steps in the Configuration program:

1. Open the Application Properties dialog box for this application and
access the Web Settings tab.

2.  Under the option “Authorization key”, assign a unique header or
parameter name.

For details, refer to “Web Settings Tab” on page 73.

Warning #67: URL Path not Allowed

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “You have attempted to
access a restricted URL. The URL you are trying to access contains an
illegal path.”

Cause

The path of the requested URL was rejected by the URL Inspection
engine.

Resolution

Take the following steps in the Configuration program:

1. Open the Advanced Trunk Configuration window, and select the URL
Set tab.

2. Do one of the following, depending on the rule that caused the failure,
as specified in the “Description” filed of the message:

+ If the rule that caused the failure is “Default rule”, use the URL
List to add a new rule, or edit one of the existing rules, so that the
requested URL is allowed.

+  If the failure was caused by an existing rule, and the name of the
rule is specified in the message’s “Description” field, access the rule
in the URL List. In the “URL” column, edit the path of the URL.

For details about the configuration of rulesets, refer to the Intelligent
Application Gateway Advanced Configuration guide, to “Configuring a
Ruleset in the URL Set Tab” on page 164.
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Error #73: Connection to Non-Web Application Failed

Symptoms

A remote user attempts to launch an SSL Wrapper application, either via
the portal homepage, or by logging into a site that automatically launches
the application. The application is launched, but fails to connect to the
server.

Cause

The IAG can not establish a connection with the application server. The
failure can be caused by one of the following:

* Application server is not configured correctly in the Configuration
program. For example: an invalid IP address, port, or path.

*  Application server is not running.
*  Application server is not reachable from the TAG.

The cause of the login failure is reported in the message, in the “Error”
field.

Resolution

+  Verify the configuration of the application server in the Configuration
program, in the Application Properties dialog box, in the Server
Settings tab. For details, refer to “Server Settings Tab” on page 85.

+  Verify that the application server is running.

*  Verify that the application server is reachable from the IAG. If not,
check the following:

*+  Network connections

*  Verify the configuration of the ISA firewall rule that enables the
connection from the IAG to the application server. For details,
examine the ISA logs and alerts, and if necessary consult ISA
troubleshooting.

Warning #76: Failed to Start Application

Symptoms

A remote user attempts to launch an SSL Wrapper application, either via
the portal homepage, or by logging into a site that automatically launches
the application. The request is denied, and a message is displayed,
informing the user that the server failed to execute the application.
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Cause

The IAG failed to load and initialize the application profile from the
Configuration program. The cause for the error is reported in the
message, in the “Error” field. It can be due to incorrect configuration of
the application server in the Configuration program. For example: an
invalid IP address, port, or path.

Resolution

Verify the configuration of the application server in the Configuration
program, in the Application Properties dialog box, in the Server Settings
tab. For details, refer to “Server Settings Tab” on page 85.

Warning #77: Unauthorized Access Attempt

Symptoms

A remote user attempts to launch an SSL Wrapper application, either via
the portal homepage, or by logging into a site that automatically launches
the application. The request is denied, and the following message is
displayed: “Access to the requested resource denied”.

Cause

The requested server is not defined as an application in the Configuration
program, or the client executable is not authorized to access the server.

Resolution

The resolution depends on the error that is displayed in the long
description of the message, in the “Error” field:

*  The message “Access denied (unknown server)” indicates that the
user requested a server that is not defined as an application server in
the Configuration program. In this case, do one of the following:

* In the Configuration program, verify the configuration of the
application servers in the Application Properties dialog box, in
the Server Settings tab. For details, refer to “Server Settings
Tab” on page 85:

*  For Portal trunks: in the Application Properties dialog box,
in the Server Settings tab.

*  For Webmail trunks: in the Advanced Trunk Configuration
window, in the Server Settings tab.

+ If the user attempted to connect to the application by manually
entering the server address, verify that the user tried to connect
to the correct server.

*  On the endpoint computer, verify the configuration of the server
settings in the client application.
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*  The message “Invalid application process...” is applicable for Portal
trunks only. It indicates that the executable that runs the application
on the client, and attempted to access the application server, is not
authorized to access this application. In this case, in the
Configuration program, in the Application Properties dialog box, in
the Client Settings tab, verify the configuration of the option “Bind
Tunnel to Client Executable” (Client Executable and Signature). For
details, refer to “Client Settings Tab” on page 86.

Error #79: Connection to Web Application Failed
Symptoms

A remote user attempts to access an application from the portal
homepage. The request is denied, and the following message is displayed
in the browser window: “The page cannot be displayed”.

Cause

The IAG can not establish a connection with the application server. The
failure can be caused by one of the following:

*  Application server is not configured correctly in the Configuration
program. For example: an invalid IP address, port, or path.

*  Application server is not running.
*  Application server is not reachable from the TAG.

The cause of the login failure is reported in the message, in the “Error” field.

Resolution

*  Verify the configuration of the application server in the Configuration
program as follows:

*  For Portal trunks: in the Application Properties dialog box, in the
Web Servers tab. For details, refer to “Web Servers Tab” on
page 71.

+  For Webmail or Basic trunks: in the “Application Server” area of
the Configuration pane.

*  Verify that the application server is running.

*  Verify that the application server is reachable from the IAG. If not,
check the following:

*  Network connections

+  Verify the configuration of the ISA firewall rule that enables the
connection from the IAG to the application server. For details,
examine the ISA logs and alerts, and if necessary consult ISA
troubleshooting.
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Warning #8l: User Failed to Change Password

Symptoms

A remote user attempts to change the password. The attempt fails, and
one of the following messages is displayed in the browser window:

“Failed to change password.”
Or,

“The new password you entered cannot be used, since it does not comply
with the password policy set by your administrator.”

Cause

*  The message “Failed to change password” indicates one of the
following:

+  User entered the wrong password in the “Old password” field.

*  Settings of the Configuration program or the authentication
server, which are required in order to enable users to change
their passwords, are not configured correctly.

*  The message “The new password you entered cannot be used, since it
does not comply with the password policy set by your administrator”
indicates that the user attempted to use a password that does not
comply with the authentication server’s password policy, such as
password length, complexity, or history.

Resolution

Depending on the message the user receives, and the error indicated in
the message, do one of the following:

*  Take the steps required in order to enable users to change their
passwords, as detailed in the Intelligent Application Gateway
Advanced Configuration guide, in “Change Password Requirements”
on page 93.

+ Advise the user of the relevant password policy.
Warning #82: Unauthorized Access Attempt

Symptoms

A remote user attempts to launch an SSL Wrapper application, either via
the portal homepage, or by logging into a site that automatically launches
the application. The request is denied, and the following message is
displayed: “Access to the requested resource denied”.
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Cause

Internal error.

Resolution

If this event occurs on a regular basis, contact technical support.

Warning #83: Form Login Response Failed

Symptoms

A remote user attempts to access an application. The attempt might fail.

Cause

The application is configured so that the Form Authentication Engine
automatically replies to the application’s authentication requests. The
evaluation of the login attempt result failed.

Resolution

Verify the configuration of the Form Authentication evaluator for this
application.

*  For a description of the Form Authentication Engine, refer to the
Intelligent Application Gateway Advanced Configuration guide, to
Appendix C: “Form Authentication Engine”.

+  The evaluator is defined in the <LOGIN_EVALUATOR> element.
The failure is most likely caused by the <HEADER> sub-element.

Warning #87: Service Policy Manager Login Failed

366

Symptoms

When attempting to log in to the Service Policy Manager program, the
login fails and the following message is displayed: “Incorrect Password”.
Cause

Incorrect password used.

Resolution

Log in using the correct password. If you forgot the password, you can
assign a new password for the Service Policy Manager program as follows:

+ At the IAG, delete the following file:

..\Whale-Com\e-Gap\common\confl\auth. sec
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When you next access the Service Policy Manager, you are prompted to
assign a new password.

é Note
*  The password must contain at least six digits.

¢ Changing the password in this manner is global, and affects the
Configuration program, as well.

Warning #91: Passphrase Entry Failed

Symptoms

The IAG administrator is prompted to enter a passphrase while working
with the IAG, for example, when activating the configuration. After
submitting the passphrase, a message informs the administrator that the
passphrase is incorrect.

Cause

Incorrect passphrase used.

Resolution

Enter the correct passphrase.
Warning #93: HTTP Request Smuggling (HRS) Attempt

Symptoms

A remote user attempts to access an application from the portal
homepage. The request is denied, and the following message is displayed
in the browser window: “HTTP Request Smuggling (HRS) attempt
detected”.

Cause
The request is suspected as being an HRS attack, as indicated by its
method, content-type, and length.

Resolution

To define this request as “legal” for this application, take the following
steps in Configuration program:

1. Open the Application Properties dialog box for this application and
access the Web Server Security tab.

2. Ifthe option “Activate Smuggling Protection” is not already activated,
activate it.
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& Caution
Activate this option only for servers that are vulnerable to HRS attacks,
such as lIS 5.0 based servers. Activating this option unnecessarily or
configuring it inaccurately might result in application malfunction.

3. Configure the option to enable the request by doing one or both of the
following:

* Add the request’s content-type to the “Content-Types” list.

*  Define the “Max HTTP Body Size” option to be equal to or larger
than the size of the request.

For details, refer to “Web Server Security Tab” on page 78.
Warning #94: Unencrypted Cookie Name

Symptoms

A remote user requests a page. The request is processed and the user
experience is unaffected. However, a “Cookie” header in the request is
blocked, and is not forwarded to the server.

Cause

A cookie encryption violation was detected. The cookie name is not
encrypted, and is not listed in the cookie encryption exclude lists.

Resolution

In order to enable the browser to send this cookie in an unencrypted from,
you need to add it to the list of cookies that are excluded from the cookie
encryption process. Take the following steps in the Configuration
program:

1. Open the Application Properties dialog box for this application and
access the Cookie Encryption tab.

2. Add the cookie that was blocked to the “Cookies” list. The name of the
cookie is provided in the “Description” field of the event in the Web
Monitor’s Event Viewer.

For details, refer to “Cookie Encryption Tab” on page 80.
Warning #95: Cookie Name Cannot be Decrypted

Symptoms

A remote user requests a page. The request is processed and the user
experience is unaffected. However, a “Cookie” header in the request is
blocked, and 1s not forwarded to the server.
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Cause

A cookie encryption violation was detected. An encrypted cookie name
could not be decrypted since it contains an invalid security digest.

Resolution

In the browser that was used to request the page, delete the cookie that
was blocked. The name of the cookie is provided in the “Description” field
of the event in the Event Viewer.

Warning #96: Name of ‘“Excluded” Cookie is Encrypted

Symptoms

A remote user requests a page. The request is processed and the user
experience 1s unaffected.

Cause

A cookie encryption violation was detected. The cookie name is encrypted,
although it is listed in one or more of the cookie encryption exclude lists.

Resolution

In order to enable the browser to send this cookie in an encrypted from,
you need to remove it from the list of cookies that are excluded from the
cookie encryption process, as follows:

1. Use the IAG’s trace mechanism to resolve the original name of the

encrypted cookie:

a) At the IAG, access the trace configuration file:
..\Whale-Com\e-Gap\Common\Conf\trace.ini

b) Add the following lines to the file:
[Trace\WhlFilter\WHLFILTSECUREREMOTE]
*=xheavy
Save the file.

¢) Use a browser to request the URL that caused the Warning
message, as detailed in the “Description” field of the event in the
Web Monitor’s Event Viewer.

d) At the IAG, access the trace log file in the following location:
..\Whale-Com\e-Gap\logs
The file is named:

<Server_Name>.WhlFilter.default.<Time_Stamp>.log
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Resolve the original name of the cookie that was blocked using
the “EncryptedName” and “OrigName” parameters in the log file;
the encrypted cookie name is indicated in the “Description” field
of the event in the Event Viewer.

2. In order to exclude the cookie from the cookie encryption process,
remove it from the exclude list where it is defined. Two lists define
the exclusion of cookies from the process; both are configured at the
IAG:

*  Per-application list. The cookies that are listed here are excluded
from the process for this application only. To edit this list, in the
Configuration program, open the Application Properties dialog
box for this application, access the Cookie Encryption tab, and
remove the cookie from the “Cookies” list.

For details, refer to “Cookie Encryption Tab” on page 80.

*  Global list. The cookies that are listed here are excluded from the
process for all applications. To edit this list, access the following
file:

..\Whale-Com\e-Gap\Von\Conf\WhlExcludeCookie.xml

Copy the file into a CustomUpdate subfolder, and remove the
cookie from the list under the tag <EXCLUDE_COOKIE_LIST>.
Note that cookie names are defined using regular expressions.

For details, refer to “Global Exclude List” on page 82.
Warning #97: Cookie Encryption Mismatch

Symptoms

A remote user requests a page. The request is processed and the user
experience is unaffected. However, a “Cookie” header in the request is
blocked, and is not forwarded to the server.

Cause

A cookie encryption violation was detected. The cookie name is encrypted,
while the cookie value is unencrypted.

Resolution

In the browser that was used to request the page, delete the cookie that
was blocked. The name of the cookie is provided in the “Description” field
of the event in the Web Monitor’s Event Viewer.
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Warning #98: Cookie Value Cannot be Decrypted

Symptoms

A remote user requests a page. The request is processed and the user
experience 1s unaffected. However, a “Cookie” header in the request is
blocked, and is not forwarded to the server.

Cause

A cookie encryption violation was detected. An encrypted cookie value
could not be decrypted since it contains an invalid security digest.

Resolution

In the browser that was used to request the page, delete the cookie that
was blocked. The name of the cookie is provided in the “Description” field
of the event in the Web Monitor’s Event Viewer.

Warning #99: Name of “Included” Cookie not Encrypted

Symptoms

A remote user requests a page. The request is processed and the user
experience is unaffected. However, a “Cookie” header in the request is
blocked, and is not forwarded to the server.

Cause

A cookie encryption violation was detected. The cookie name is not
encrypted, although it is listed in the cookie encryption include list.

Resolution

In order to enable the browser to send this cookie in an unencrypted from,
you need to remove it from the list of cookies that are included in the
cookie encryption process. Take the following steps in the Configuration
program:

1. Open the Application Properties dialog box for this application and
access the Cookie Encryption tab.

2. Remove the cookie that was blocked from the “Cookies” list. The name
of the cookie is provided in the “Description” field of the event in the
Web Monitor’s Event Viewer.

For details, refer to “Cookie Encryption Tab” on page 80.
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Warning #100: Encrypted Cookie Name

Symptoms

A remote user requests a page. The request is processed and the user
experience 1s unaffected.

Cause

A cookie encryption violation was detected. The cookie name is encrypted,
but is not listed in the cookie encryption include list.

Resolution

In order to enable the browser to send this cookie in an encrypted from,
you need to add it to the list of cookies that are included in the cookie
encryption process, as follows:

1.

3.

Use the IAG’s trace mechanism to resolve the original name of the
encrypted cookie:

a) At the IAG, access the trace configuration file:

b)

¢)

d)

..\Whale-Com\e-Gap\Common\Conf\trace.ini
Add the following lines to the file:
[Trace\WhlFilter \WHLFILTSECUREREMOTE]
*=xheavy

Save the file.

Use a browser to request the URL that caused the Warning
message, as detailed in the “Description” field of the event in the

Event Viewer.

At the TAG, access the trace log file in the following location:
..\Whale-Com\e-Gap\logs

The file is named:
<Server_Name>.WhlFilter.default.<Time_Stamp>.log
Resolve the original name of the cookie that was blocked using
the “EncryptedName” and “OrigName” parameters in the log file;
the encrypted name is indicated in the “Description” field of the
event in the Web Monitor’s Event Viewer.

Still at the IAG, in the Configuration program, open the Application
Properties dialog box for this application and access the Cookie
Encryption tab.

Add the cookie that was blocked to the “Cookies” list.

For details, refer to “Cookie Encryption Tab” on page 80.
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Warning #101: Cookie Size Too Big

Symptoms

None.

Cause

A cookie encryption violation was detected. The size of the encrypted “Set-
Cookie” header exceeds the 4 KB limit.

Resolution

In order to exclude this cookie from the cookie encryption process, take
the following steps:

1. Use the IAG’s trace mechanism to resolve the original name of the
encrypted cookie:

a) At the TAG, access the trace configuration file:
..\Whale-Com\e-Gap\Common\Conf\trace.ini

b) Add the following lines to the file:
[Trace\WhlFilter \WHLFILTSECUREREMOTE]
*=xheavy
Save the file.

¢) Use a browser to request the URL that caused the Warning
message, as detailed in the “Description” field of the event in the
Web Monitor’s Event Viewer.

d) At the IAG, access the trace log file in the following location:
..\Whale-Com\e-Gap\logs
The file is named:
<Server_Name>.WhlFilter.default.<Time_Stamp>.log
Resolve the original cookie name using the “EncryptedName”
and “OrigName” parameters in the log file; the encrypted name is
indicated in the “Description” field of the event in the Event
Viewer.

2. Still at the IAG, in the Configuration program, open the Application
Properties dialog box for this application and access the Cookie
Encryption tab.

3. In order to exclude the cookie from the cookie encryption process, do
one of the following:

+ If the encryption mode is “Include”, remove the cookie that was
blocked from the “Cookies” list.

+ If the encryption mode is “Exclude”, add the cookie that was
blocked to the “Cookies” list.

For details, refer to “Cookie Encryption Tab” on page 80.
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Warning #105: Restricted Zone Policy URL Violation

Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Restricted Zone policy, the requested URL is not allowed.”

Cause

The request failed since this URL is defined as a restricted zone URL for
this application-type, and the application’s Restricted Zone policy forbids
access to the zone from this endpoint.

Resolution

In the Configuration program, do one of the following:

*  In order for this URL not to be part of the restricted zone for this
application-type, take the following steps:

1. Open the Advanced Trunk Configuration window and access the
Global URL Settings tab.

2. In the “Restricted Zone URLs” list, select the corresponding rule,
and do one of the following:

*  Click [Edt..], and use the Edit Restricted Zone URLs dialog box to
change the URL or the method, as applicable.

+  Ifyou wish the URL not to be part of the restricted zone, remove
it from the “Restricted Zone URLs” list.
For details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Restricted Zone URLs” on page 158.

+  If you wish to disable the Restricted Zone feature for this application,
take the following steps:

1. Open the Application Properties dialog box and access the Web
Settings tab.

2. Uncheck the option “Activate Restricted Zone”.

+ If you wish to enable access to the restricted zone from the submitting
endpoint, edit the application’s Restricted Zone policy.

*  The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.
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Warning #106: Restricted Zone Policy Parameters Violation
Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Restricted Zone policy, the requested URL is not allowed.”

Cause

The request failed since this URL is defined as a restricted zone URL for
this application-type, and the application’s Restricted Zone policy forbids
access to the zone from this endpoint.

Resolution

In the Configuration program, do one of the following:

* In order for this URL not to be part of the restricted zone for this
application-type, take the following steps:

1. Open the Advanced Trunk Configuration window and access the
Global URL Settings tab.

2. In the “Restricted Zone URLs” list, select the corresponding rule,
and do one of the following:

*  Click [Edt..], and, in the Edit Restricted Zone URLs dialog box,
either configure the rule so that parameters are not checked, or
change the method that is used to check parameters, as
applicable.

+  Ifyou wish the URL not to be part of the restricted zone, remove
it from the “Restricted Zone URLs” list.

For details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Restricted Zone URLs” on page 158.

+ If you wish to disable the Restricted Zone feature for this application,
take the following steps:

1. Open the Application Properties dialog box and access the Web
Settings tab.

2.  Uncheck the option “Activate Restricted Zone”.

+  If you wish to enable access to the restricted zone from the submitting
endpoint, edit the application’s Restricted Zone policy.

* The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.
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Warning #107: Restricted Zone Policy Upload File Violation
Symptoms

A remote user requests a page. The request is denied, and the following
message 1s displayed in the browser window: “According to your
organization’s Restricted Zone policy, the requested URL is not allowed.”

Cause

The request failed since this URL is defined as a restricted zone URL for
this application-type, and the application’s Restricted Zone policy forbids
access to the zone from this endpoint.

Resolution

In the Configuration program, do one of the following:

* In order for this URL not to be part of the restricted zone for this
application-type, take the following steps:

1. Open the Advanced Trunk Configuration window and access the
Global URL Settings tab.

2. In the “Restricted Zone URLSs” list, select the corresponding rule,
and do one of the following:

+  If you wish this URL to be considered a restricted zone only if it
contains attachments, click [Edit..], and, in the Edit Forbidden
URLs dialog box, activate the option “Check for Attachments in
Content”.

+  Ifyou wish the URL not to be part of the restricted zone, remove
it from the “Restricted Zone URLs” list.

For details, refer to the Intelligent Application Gateway Advanced
Configuration guide, to “Restricted Zone URLs” on page 158.

+ If you wish to disable the Restricted Zone feature for this application,
take the following steps:

1. Open the Application Properties dialog box and access the Web
Settings tab.

2.  Uncheck the option “Activate Restricted Zone”.

+ If you wish to enable access to the restricted zone from the submitting
endpoint, edit the application’s Restricted Zone policy.

*  The application’s policies are selected in the Application
Properties dialog box, in the General tab. For details, refer to
“General Tab” on page 68.

+  Configuration of the endpoint policies is via the Policy Editors,
which you can access via the General tab of the Application
Properties dialog box. For details, refer to “Application Endpoint
Policies” on page 99.
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Warning #108: Unable to Retrieve Information from LDAP Server

Symptoms

A remote user logs in to the site. The login process is slower than usual.

Cause

The site-to-site VPN is not configured in the ISA Server on the IAG, thus
the ISA Server blocks traffic from the remote LDAP server.

Resolution
At the IAG, do the following:

1. Add all remote sites to the ISA Server Internal Networks. For details,
refer to the ISA Server help system.

2. Add routing entries to the Route Table, to route all traffic that is sent
to the remote sites to the appropriate gateway.
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