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Preface

This guide will guide you step by step in order to deploy an ISA 2006 array in AD
environment. It does not cover server publishing in any way. It just covers CSS, NLB
and VIP configuration to get the array up and running.

This guide will be based on a setup of five computers in a lab environment configured
as the exhibit below:

Virtual IP
10424310

2003 Websrv | .
3
IP: 1042 43.

Mask: 255.255.255.0

Network A Sk
IP: 10.42.430 %
Mask: 255,255.256.0

External
P 10424312
Mask: 255255 2550
L GW: 10.42.43.254

External
IP: 104243 11
Mask: 2552552550
GW: 104243254

ISA_.I - Virtual IP IS#._!
- 142 168.15.254
Internal Internal
IP: 192 168.15.1 IP: 192 168.15.2

Mask: 255.255.255.0 Mask: 255.255.255.0

IP: 192.168.15.0
Mask: 255.255.255.0

Configuration
Storage Server

IP: 192.168.15.3 P 192.168.15.10
Mask: 2656256 255.0 Mask: 2652552550
GW: 192.168.15.254 GW: 192.168.15.254

All of the computers are running Windows 2003 w. SP1

The environment consists of two network segments like:

Network A
IP: 10.42.43.0
Mask: 255.255.255.0

Router: 10.42.43.254
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Network B

IP: 192.168.15.0
Mask: 255.255.255.0
Router: 192.168.15.254

Step 1, Install Configuration Storage Server

First we need to ensure that we have the CSS (Configuration Storage Server)
installed. This server will hold the configuration for the enterprise and this is where
the ISA servers will get their firewall configuration from.

The Configuration Storage server uses Active Directory Application Mode (ADAM) for
storage. When you install the CSS, you also automatically install ADAM on the
server.

The CSS may be one of the ISA servers, but my recommendation is to place this on
a separate server on the inside, in our case Network B. You may also install an
alternative CSS later on to be used as backup if the first CSS fails.

The communication between CSS and the ISA servers are done through MS Firewall
Storage protocol, which is based on LDAP, outbound TCP protocol on port 2171.

=10] ]

icrosol ft 15A Server Installer.

The Installation Wizard is progressing as
follows:
> | o
Core Components
r 2006 Setup =10 %] |Attributes
Additional Components Mgy Microsofy
A:7 Windows Server System |
i Mi =

System Initialization

Setup Scenarios

T TSAKESELE ENTOT Select the scenario that best describes this installation.
I client
10 FPC
[ control Panel
&3 My Network Places
2 Recyde Bin

" Install ISA Server services
The computer wil be an 154 Server array member running 154 Server services.

" Install both ISA Server ser:

s and Configuration Storage server

The computer will be an 154 Server array member and used ko store the enterprise
canfiguration,

" Install ISA Server Management
The computer will be used to remotely manage the 154 Server enter

prise,

< Back I Hext > I Caricel

©2008 Microsoft Corparation. Al rights resenved.

4/ start J @@ J 04 | ) Micrasoft ISA Server zuu.‘.l [ Microsoft 154 Server Ins. . | 15 Microsol ft ISA Server ... J o)™ G 1642

Choose to install Configuration Storage Server on your separate windows 2003
server or one of your ISA servers. Click Next
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Microsoft ISA Server Installer K o [ £

The Installation Wizard is progressing as
follows:

P Core Components

r 2006 Setup

=10 | uees
R

Additional Components

gy Microsoft

Vo
A Windows Server System
System Initialization i‘;‘ Microsoft 1SA Server 2006 - Installation Wizard 5‘

Enterprise Installation Options

3

S TSHZKBSELE ENTDTY — Ave you creating s new enterprise of replicating an existing enterprise configuration ko this
s Configuration Storage server?
(= chient: &
= Frc el
@ control Parel s  Lreate a new IS4 Server enterp:
&3 1y Network Places Bis
3 RecycleBin Bl Use this option to create a new ISA Server enterprise during installation. This
i d camputer wil become & Configuration Storage ssrver that arrays can Uss,

" Create a replica of the enterprise configuration

Use this option ko copy the enterprise configuration settings stored an a
Configuration Storage server to this computer, This aption enhances Fault tolerance
by prowiding  replica of the enterprise configuration, I5A Server arrays can also

uge this Configuration Starage server,

<pack [ mewt> | Cancel

© 2008 Misrosoft Corporation. All rights reszned.

&/ start ] @8

J 3 i | &) Microsoft I5A Server 200, | [ Microsoft ISA Server Ins... | 1] Microsoft ISA Server .. J o W EC 16

Next would be to configure a new ISA server enterprise for our new array to exist in.
Click Next

Microsoft 15A Server Installer P ] 5 |

The Installation Wizard is progressing as
follows:

P Core Components

Additional Components

Microsoft
A5 Windows Server System
System Initialization i crosoft ISA Server 2006 - Installation Wizard i 5‘

Enterprise Deployment Environment

ISR ] Qre your 154 Server enterprise compLters deployed n asigle domain o aoss trusted
D clent %‘5 el
I
(=1 3. Lan deleying 5 Shole domah of i dafiai vt §UEE
Contral Panel
bl 2 Select this option if all your ISA Server computers and Configuration Storage servers are
2 Wy Network Places e in'the same domain or in domeins with brust relationships.
4 Recyd Bin g L
=118

' Lam deplaying in & warkaraup r in domains ithau trust relationships

Sellect this option if your 154 Server computers and Configuration Storage servers reside in
2 workgroup or across domains that do not have trust relationships, I you select this
option, & server certificate must be installed on this computer.,

Server gertificate: = o
Certificate password: |

@ This setting may be modfied after Setup., For details, see the Instalation Guide.

< Back, | Hext = I Cancel

& 2008 Misiosaft Corparation. Al rights resened

&/ start J Bé

J 304 | ) Microsoft 15A Server 200.., | | Microsoft 154 Server Ins... | 4] Microsoft 154 Server .. ] oW ) 16s

We’ll deploy this in an already configured AD environment, but we could also have
chosen to deploy within workgroups or domains without trusts.

In the later case we would use certificates between the ISA servers and the CSS.
This, however, will require a CA server.
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Click Next to finish up here

Step 2, Create an array
Let the installation progress now and when it’s ready open up the ISA Server
Management MMC and navigate to Array, rightclick and select New array

[ Fle Edt ew Favortes Took  Help

) Badl B | O search |

Welcome to the New Array
Wizard
ge Server: ISA_ARRAY_CONFIG.galactica.local Arrays

This wizard helps pou create 3 new anay and set anay
policy setings

le Improvement Program,

Tasks (R

| Rule Types |

Aray name: Arrays Tasks

Skynet 5] Create Hew Array

To cortinue, click Mext Policy Tasks

Related Tasks

< Back | Hext > | Cancel

[f Configure Cross Array Link
Translation

Bsan| |3 @ | Gon (= Microsoft Internet Se... | 6|D®E 1850

Type in the name for your new array and click Next

el | File Edit Wiew Favorites  Tools  Help

QBack = £ - % | O search |

Anay DNS Name
Type the Domain Name System (DNS] name of the array,

be Server: ISA_ARRAY_CONFIG.galactica.local Arrays

Type the: DNS name used by Firewall clients and Web cients when connecting to this 154,
Server aray.
fe Improvement Program.

Agtay's DNS name: Ekynel [ Tasks \-

| Rule Types |

Arrays Tasks

‘2 Create New Array

Policy Tasks

Related Tasks

cBack [ Ne> | Cancel

[“F Configure Cross Array Link
Translation

o] | (@ & | Gon | Microsoft Internet Se... | «[UBE 1650

Type in the DNS name of the array to be used by Firewall Clients and click Next
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fle Edt Yew Fovoites Took  Help

< | O search [ Foiders |1 (30 3¢ 1€ |

Assign Enterprise Policy
Specify which enterpise policy to apply to this array.

Apply this enterprise policy 1o the new array

Not that the "Default Policy” includes the bulkin "Deny Al enterprice ruile
only. Rules forthis policy should be defined in the Aniay Firewall Policy.

e Server: ISA_ARRAY_CONFIG.galacticalocal

e Improvement Program.

Arrays

| Configurstion 5... |

| Rute Types

<Back [ HNews |

Cancel

Translation

/ Tasks \(Fe,

Arrays Tasks

) Create New Array
Policy Tasks

Related Tasks

[ Configure Cross Array Link

Bstat| | @ | gon (= Microsoft Internet Se...

Accept Default Policy and click Next

Ele  Edit View Faworites  Tools  Help

QBack = 1 - | D search [0 Foiders |

Anay Policy Rule Types
Use this page to specily the types of amray frewall policy rles that can be created
Tor this aay.

| o[OB@ wm

Select the types of anay firewal policy (ules that can be created for this aray

IV "Hlow' access s

I¥ Bublishing rules [Deny and Alow)

be Server: ISA_ARRAY_CONFIG.galactica.local

le Improvement Program.

Arrays

| Rule Types

cgack [ mews |

Cancel

Translation

/ Tosks \(BER

Arrays Tasks

1) Create ew Array
Policy Tasks

Related Tasks

[ Configure Cross Array Link

J ) 1= Microsoft Internet Se...

& start ] 28

J 6| YW E 1551

Specify what kind of firewall rules that will be available to this array and click Next
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Fie Edi iew Favortes Tools  Help

Qback » 0 - T | O sarch [ Fbders | 15 3 X 1) |

Completing the New Array
Wizard

Microsaft
Interr

et Security &

2006 Youhave ly complated the New Aray izard

The new anay will have the following configuration:

Create New Array

Improvement Program.

ge Server: ISA_ARRAY_CONFIG.galactica.local

Arrays

Creating the nw anay..

1S

ule Types | Configuration s... |

[T I

Ta close this wizard, click Finish.

< Back Finish Cancel

)/ Tasks RN

Arrays Tasks

5] Create hew Array
Policy Tasks

Related Tasks

| Configure Cross Array Link
Translation

i/ start ] @@ J {30 {= Microsoft Internet Se...

| 9|y B@E 155t

Let the installation progress now and when it’s ready open up the ISA Server

Management MMC

Flle Edt View Favorites Tools Help

O back ~ £ -~ B | D search [1= Fobiers | 185 (30 3 19 |

rosoft Internet Sec and Acceleral

File Action View

I

[ microsoft Internet Security and Accele
E-§ Enterprise
% Enterprise Policies
4. Enterpriss Networks
L.+ Enterprise Add-ns @
B anays

Microsaft- b
Internet Securi

Click here to learn about the Customer Experience Improvement Program.

Acceleration Sg.'v%r 2006 Configuration Storage Server: ISA_ARRAY_CONFIG.galactica.local
Ent n

Configuration

140 skynet

Confiquration
-5 Monitering

£ (4 Firewall Policy (Skynet)
L Virtual Private Nebworks (¥

% Configuration
Configure Array Member Computers

View the properties of the 154 Server computers in this array, Configure array
commurication propesties and Cache Array Routing Protocol (CARP) load Factor
Far array members,

Define Network Layout and Network Properties

Define your I5A Server network canfiguration and create network rules and Yeb
chaining rules specifying how traffic is sent betwesn networks.

Configure Cache Properties

Enable caching by defining a cache crive. Then ereate cache rules specifying how
web content is stored and updated in the cache, Create jobs for downloading
content From specific Web sites on a recurring schedule.

Configure Add-in Properties

Use application filkers and Web filters to add additional security to your 154
Server netvarks,

/el N

Configuration =

To configure ISA Server,
you first define the 54
Server network topology
and create network rules
to specify how traffic
moves between netwarks
Next, you can enable and
configure caching, enable
application and Web filters,
and define general
settings.

Read how to...

(@ Configure ISA
server networks

@ Enable and
configure caching

@ Enable and
configure add-ins

@ Configure General
settings

Read about...

distart| @ @ | Q00 13 Microsoft Internet Se...

Navigate to Firewall Policy

| 0@ 1552
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Flle Edt View Favorites Tools Help

O back ~ £3 -~ B | D search [1= Fokiers | 180 (30 3 10 |

rosoft Internet Security and Acceleration Server 2006 T

File Acton View Help

e~ B[R4 | F@© B[F
Managed ISA Server Computers Properties
=T Microsot Intermet Security and Accele 4

5[] Enterprise A General | IG.galacticalocal  Firewall Policy (Skynet)
Enterprise Policies
-ofs. Enterprise Networks
i e Enterprise AddHng L ame: Managed [SA Server Computers
B Arrays _ﬁ =
2By Skynet =
5 sy / Toolbos \{ Tasks
-5 Monitering Computers, address ranges and subnets included in this computer

-4 Frewall Poliy (Skynet) [ Qder = sen | From /i Protocols
[ z"“f' P”‘;E‘te Networks (¥ | Enterpris Hame | 1P addresses Users
%% Configuration
& iss_cluster_1 192.166.15.1 Content Types

E ;::;:h H isa_chuster_2 192.168,15.2
Firewall F

B Cache ”
-3 ddrins Network Objects

[ General

Schedules

wew ~ Edit.. Delers

Enterpris R
- o eyl el [ Enterprise Natworks

[ Metwork Sets

Description Predefined computer set comprised of £ computers

(optional): computers allowed ko connect ta this array's (3 Address Ranges

Configuration Storage server, [ Subnets

=1 [ Computer Ssts
iy Anyuhers
2 Enterprise Remate Mane
4 Replicate Configuration!
23 array servers |
#4 [psec Remote Gateways
3 Managed IS4 Server Coi
3 pemate Management Cc .

Stope: Array

Fsan| |G @ | Don | (3 Microsct Intermet securi.. | o[ @E 1557

Add the ISA servers that belong to your array into the Managed ISA Server
Computers in the Network Objects tab under Toolbox

CEO
Fle  Edt Wew Favortes Tools Hep

Qback ~ 4~ & | D search [ Foiers | & 50 % 1) |

crosoft Internet Sec and Acceleration Server 2006

Fls  Action  Wew Hslp
Biler a@ea|E6© 3 F

[ Microsoft Internet Security and Accele

Microsaft i
- B Enterprise Irﬂeri'lethcunty& . Configuration Storage Server: ISA_ARRAY_CONFIG.galacticalocal  Firewall Policy {Skynet)
Exe Acceleration Server 2006

nkerprise Policies Enterprise Edition

b Enterprise Metworks

-3 Enterprise Add-ins

=5 Arays
-1 Skynet
7 Menitoring ” Toolbox W Tasks \ Help
; . a
----- {4 Firewsll Policy (Skynst) —
Protocols

= V"t”;“ Etale HBtdiag g e e A o e G e S G

B3 Configuration e e e
members. Content Types

Users

. Networks
Schedules

Network Dbjects

Changes applied ta the configuration do not impact existing clisnt bew - Edit.. Delete

Copacticns [ Hetwork Sats
[ Computers
[ Address Ranges
(23 subnets
= [ Computer Sets
oty Brpwhere
=3 Enterprise Remoke Manz
=4 Replicate Configuration :
53 array Servers
4 Ipser Remote Gateways
%4 Managed 154 Server Col
4 Remote Management, (o
[ URL Sets
(3 Domain Name Sets

@stae| |G @ | Lon (= Microsoft Internet Se... | |@HE 1657

Apply the changes.
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Step 3, Install your ISA servers
This step must be repeated for each of your ISA servers that will be working in the
array

Microsoft 158 Server Installer P ] 3

The Installation Wizard is progressing as
follows:

P Core Components

Additional Components Mgy Microsoft
A5 Windows Server System

System Initialization i';!( Microsoft ISA Server 2006 - Installation Wizard

Setup Scenarios

T ISAZKOSCLE TN T Select the scenario that best describes this installation,
=
= client
&= FPC E

G‘ Caras }‘5 = Tnstall ISA Server services:
3 iy Network Places s The computer wil be an IS4 Server array member running I5A Server services.
2 Recydle Bin &l :
S " Install Configuration Storage server
The computer wil stors the configuration used by ISA Server afrays, IS Server array

camputers will connect ko this server bo retrieve the configuration,
" Install both ISA Server services and Configuration Storage server

The computer wil be an I5A Server array member and used to store the enterprise
configuration.

" Install ISA Server Management

The computer wil be used ko remately manage the IS4 Server enterprise.

<gack [ mets | Cancel

@ 2006 Misresoft Corporation. All rights resenced

Fsan| |G @ | Don | 4B Microsct 154 Server 200... | L3 Microsoft 154 Server Ins.... |[{5) Microsoft IsA server . | o ERBEE D 1547

This time we’ll choose to install just the ISA server services. Click Next

Microsoft I5A Server Installer

The Installation Wizard is progressing as
follows:

P Core Components

=
| >

B> [
— |71] x| fattributes

Additional Companents [y Microsoft-
A5 Windows Server System

System Inkialization {5 Microsoft ISA Server 2006 - Installation Wizard

Locate Configuration Storage Server

=T TSRZRESELEENTOT Specify the Configuration Storage server and the credentials for connecting to

& clent Edis the server.
I
[=] F"‘E ‘ %‘s Configuration Storage server (type the FQDI):
Cortrol Pans|
&2 by Metwark Places e [154_ARRAY_CONFIG, galactica local
2) Recyde Bin &l

L Connection Credential

%' Connect using the credentials of the logged on user

£ Cornect using this account:

User name:
Password:

Cancel

© 2008 Micrasoft Corparation. Al rights reserved

disare| B @ | G | 2k microsoft 15a Server 200... | (3 microsoft 156 server Ins... | [T Microsoft 15A Server ... | o mERED 1695

Enter the FQDN of the CSS or just browse the directory. Click Next
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Let the installation progress now and when it’s ready open up the ISA Server
Management MMC

Microsoft 15A Server Installer P[] [E53 |

The Installation Wizard is progressing as
follows:

[ =] Edise
i — |0 x| jattributes

=
| >

P Core Components

y R

Additional Compoanents [y Microsoft* R
Windows Server System  |”

System Initialization crosoft ISA Server 2006 - Installation Wizard 5‘

Locate Configuration Storage Server

=T TSRZRESELEENTOT Specify the Configuration Storage server and the credentials for connecting to

& clent Edis the server.

: o]
=124 % Configuration Storage server (type the FQDI):
B contral Panel is

€3 My Network Places E‘g‘s [154_ARRAY_CONFIG, galactica local Browse...
& Recycle B Microsoft ISA Server 2006 - Installation Wizard x|

A connection ta the specified Carfiguration Storage server could nok be estabiished, This may be because the local
computer needs ta be added to the Managed 154 Servers computer set.

Error code = 0x6007203a,
Error description = The server is nok operational.

< Back. I Mext = I Cancel
2008 Misroseft Corparation. All rights resarved Microsoft

i start J @@

| Sron | 2k microsoft 15a Server 200... | (3 microsoft 156 server Ins... | [T Microsoft 15A Server ... | @ \g W EG 1651

If you got this error you probably forgot to add the ISA servers that belong to your
array into the Managed ISA Server Computers in the Network Objects tab under
Toolbox as seen in Step 3

Microsoft I15A Server Installer P ] 3

The Installation Wizard is progressing as
Follows:

P Core Components

= 0] x| |attributes
F.
R

Additionsl Components [y Microso

ft
A Windows Server System
e {& Microsoft ISA Server 2006 - Installation Wizard i x|

Array Membership

=T I TSAZEBSELE _FIT (0T E Select the array membership For this 154 Server computer.
2 client ﬁls
& Frc o
[ Contrel Panel This  © Createanew array
€ My Network Places L Create @ new array and add this IS Server computer to that array. Tocreate

q an array, you must have IS4 Server Enterprise Administrator privileges.
) Recycle Bin & ik & T,

Add this [SA Server computer o an existing 154 Server array, To join an existing
array, you rust have ISA Server Array Administrator privieges,

< Back I Next = I Cancel

2008 Misrosoft Corporation. All rights reserved.

disar| B @ | Gon | 2} Mcrosoft 15 server 200.., | (0 Microsot 154 Server Ins... |[ 15 Micrasoft 194 Server ... e BARED 17:0s
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Now the ISA server must join the array we created earlier. Click Next

Microsoft 15A Server Installer P ] 3

The Installation Wizard is progressing as
follows:

P Core Components
T — [ 0] ] |attributes
R
Additional Companents Ay Moot 5
Windows Server System  |”
System Initialization x|

Join Existing Array

=T TSAZRESETE ENTDTT
1 chient s
) FrC %]5
[ Control Panel E’%'S
My Hetwork Pl 24
&2 My Network Places & L Brawse...

2 Recycle Bin

Specify the array this 154 Server computer wil foin,

Microsoft Internet Security and Acceleration Server 2006 Sekup: T PR ERES

Arraps to ein

Please select an anay to join

Array Name | Anay Deseription |
s [

Hext I Cancel

ok Cancel

| ) Microsaft ISA Server 200, | | Micrasoft 1S Server Ins... ||ﬁ! Microsoft ISA Server ...

disae| (B @ | G | o[ mARED 1708

Choose the array. In our example the name of the array is Skynet

Microsoft ISA Server Installer: =100 x|

The Installation Wizard is progressing as
fallows:

P Core Components

i = | 0] x| jaetributes
F:
Additional Carmporents gy Microsofy

Windows Server System

R
osoft ISA Server 2006 - Installation Wizard x|

Configuration Storage Server Authentic

System Initilization

on Options

Select how the 1SA Server compuker will authenticate ko the Configuration Storage server,

BT TSRZRESELE_ENTDT] =
5 clent g;
¢
e T s et
D control Pansl 2 This IS4 Server computer and the Configuration Storage server it will connect to reside in
€3 1y Network Places 55 s the same domain or in trusted domains, The connection will be encrypted (signed and
2 Recycle Bin '5 sealed)
u " futhentication over SSL encrypted channel

This ISA Server computer and the Configuration Storags server it will connect to do ot
reside in trused domains, or elther computer is park of a workgroup, This compuker must
trust the Certificate Authority (CA) which issued the server certificate to the
Configuration Storage server.

% Use an existing trusted root CA certificate

" Instal a trusted rook CA certificate:

I Broyse

@Fur e e e T e e, e s e e (e

< Back I Mext > I Cancel |

2008 Misrosoft Corparation. All rights reserved

distart]| | G &

J 1300, | &) Microsoft 15 Server zuu‘..| |3 icrosoft 54 Server Ins... ||ﬁ! Microsoft ISA Server .. J ) |; W E) 1709

Since the ISA server and the CSS belong to the same AD we’ll use Windows
authentication
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Microsoft ISA Server Installer: P ] 4 |
The Installation Wizard is progressing as
follows:

=101 x|
I

| B
P Core Components | =&
r 2006 Setup Tl |00 ] |attributes
3
Additional Components Mgy Microsoft R
¢ Windows Server System  |”
System Initialization i& Microsoft ISA Server 2006 - Installation Wizard x|

Internal Network

T TSRZKESELEENTDTT Specify the address ranges you want included in the 154 Server Internal

& dert s network,
D Frc 22— Change to edit o add the address ranges.
O cantrol Panel é‘s
. is
J My Network Plsces =y Inernsl Network Address Ranges (From-To):

2 Recycls Bin

L| 192,165, 15.0-192.168.15 255

Enterpriss Netwarks

@ For details, see the Installstion Guide.

< Back Mext > Cancel

2006 Microsoft Corporation. Al rights reserved

Wstar| |G @ | o | 53 Microsctt 154 Server 200... | (53 Micrasoft 154 Server Ins... |[ 8 Microsoft 15A server .. | a|;g§@ 17:10

Accept probed value is it’s correct or specifiy the IP range of the Internal interface

Let the installation progress now and when it’s ready open up the ISA Server
Management MMC

Step 4, Configure network objects
Now NLB (Network Load Balancing) and VIP (Virtual IP) must be configured.
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Ele Edt Wew Favortes Iook Help

Ble Action Yew Help

e | BER T

Internet Security &
[ Enterpriss Policies Acceleration Server 2006
Enterprise Edition.
i Enterprise Networks
+3 Enterprise Add-ins
=5 Arrays

=4y Skynet 2
] Monitaring \/ -
L4 Firewall Folicy (skynet)
£ Wirtual Private Networks (Y Getting Started with ISA Server 2006 Enterprise

(=% Configuration
G Servers ; Management
Follow these steps b set Up your ISA Server enterprise and protect your networks [4F Assign Administrative Roles
. Metworks wihile allowing traffic between them,

Configuration Storage Server: ISA_ARRAY_CONFIG.galactica local Enterprise

Enterprise Tasks

[ Configure Cross Array Link
Rsad aboLk securing your 154 Server enterprise. Translation

Assign Administrative Roles Related Tasks

Specify the level of contral 154 Server administrators are allowed over enterprise
and array functionalicy, @ Export Erterpriss
Configuration
(3) Import Enterprise

Define Enterprise Networks
Configuration

Create enterprise netwarks that can be used in enterprise and array level rules.

Define Enterprise Policies

Create enterprise policies and specfy how thess policies are applied to your
enterprise.

Define Array Settings

Configure your 154 Server arrays by applying an enterprise policy and defining
arrav level permissions, rules and firewall policies for each arrav.

dsen| |3 @ | G0t (=3 Microsoft Internet Se... | €@ 2@ 1720

Navigate to Enterprise Networks

flle Edt Wew Favortss Tools Help

- & | D search [0 Friders | 15 (30 ¢ 10 |

File  Action  View Help
es BE2A|XFXDE

[ Microsoft Tnkernet Security and Accels Microsaftr f

£ [ Enterprise mém%nuge%rw Configurati ONFIG.aalact a prise Networks
163 Eisors oo o :

84 Default policy

- Enterprise Networks (i) Click here to learn about the Custa | General Addresses |

3 Enterprise Add-ins

1P address ranges inchuded in this network: [P

B3 arrays Wetwork Sets X Netwark R
BT Skynet X X | S

] Wenitoring Mame_~ | address [ tart Address [ End Address
2 Firewsl Policy (Skymet) < External 192.168.15.0 192.168.15.255
L2 Wirtual Private Networks (1 By T Edic... Tasks
ternd 19210
[=1-5% Configuration e sk
3 servers I Local Host 4|—
. Networks d Network.
& Cache < Quarantined YPN Clisnts ted Mot

Add-ins <5 WPH Clients
General

sks
etwork Rule
ting Metwiorks

ks

cancel || soply

distart| | ([ & | Cyoa (= Microsoft Internet Se... | 6| 2E 1724

Edit the Internal properties. Add the internal IP range. Click OK

Navigate to Networks under your array configuration
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Ele  Edt View Favortes Inoks Help

QBack » 3« ¥ | D search [0 Fairere |1 5 3¢ 1D | T
B= Microsoft Internet Security and Accelerati

File Action  View Help o
) e | e SIOIC) futo Discavery | FirewallClent | webProxy | care | s I

General Addresses | Domans | ebBrowser

[ Microsoft: Internet Security and Accele [IRVEEE . -
| 1 IP addvess ranges included in this network: .
- ] Enterprise Acd {FIG.galactica.local Networks
- 2% Enterpriss Policies wn
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Click Add Network and select the Internal object. Click OK

Click Add Adapter and select the Internal interfaces for ALL your ISA servers
belonging to the array. Click OK all the way back to MMC main window.

Choose Enable Load Balancing Integration from the Tasks tab in the right section of
MMC and a wizard will start
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Now enter the VIP (Virtual IP) for each Interface and click Next to finish the wizard.

Step 5, Finishing up and some notes

(= Microsoft Internet Security and Accele
B §] Enterprise
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< Enterprise Networks
-3 Enkerprise Add-ins
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The Cache Array Routing Protocol (CARF) balances Web requests and

cache content across the servers in an array.
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Da not apply CARP to traffic o thess Web sites:
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Edf...
Remoye

1 ) This list of excaptions applies o all networks in the array.
efined | Descri

N i

petworks Help about CARP configuration
@ Extamal Built-in
Cotomal Netor|
=5 Local Host Ok I Cancel Apply Buil-in
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Lirk b VPN Configuration Page

[ Specify Dial-up Preferances

=] Create 3 Network Rule

() Export Existing Natwarks

(3) Import Hetworks

[Dare

distart| | G @

J 304 (= Microsoft Internet Se... [ Command Prompt

I
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Just a note regarding CARP here. I've myself encountered problems when
configuring systems like payment aso. These systems can be quite sensitive to
changes in the client session, especially if the session all of a sudden changes IP.

These sessions must then be configured as so called Sticky Sessions that will remain
the same as long as communication is established.

If you have this problem then disable CARP.
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[Z I5A Cluster 2 3 oo 2007-03-06 17:16:46 £.0.5720,100

. Metworks some configuration
Settings, such as Inad
-y Cache favtar and the 19 address
#3 Add-ins used for intra-array
B Generdl sonfiqurstion, ars spplisd
uniquely to sach IS4
Server computer.

Read how to...

(@ Define server name
for remote
management

(@ Configure Host ID
number

(@ Configure CARP

(@ Configure intra-
array IP address

Read about...

distart| | @ | 904 L= Microsoft Internet Se... | o|mRE 174

Now look at your Server status. If everything is OK you should have small green
icons indicating that there are not problems. If you see small timers instead it’s just
because the CSS have not yet retrieved status information from your ISA servers.

To test the configuration using ICMP (ping) you might have to make some temporary
changes to the System Policy as seen below

Johan Engdahl 2007 page 16



ISA 2006 Array, Step by step configuration guide

B Microsoft Internet Security and Acceleration Server 2008 _[8] I
Fle Acion  View Help
& - |2
1 Microsoft Internet Security and Accele o 0 Canfiguration Storage Server: [SA_ARRAY_CONFIG.galacticalocal
B Enterprise A i
g ‘.Z'i! o Accelerat[onSewerzcos a Firewall Policy (Skynet)
? Enterprise Ediion
243y Skynet
FF] Moritering a k here to learn about the Customer Experience Improvement Program.
% Frewall Polcy (Skynet) | [NEm——"r—" § 21
- irtual Private Networks (¥
=52 Corfiguration . Conuration Groups Geoneral To | — Tasks \(Heh =
E ze’t"e’sks = [= network Services i =
letworl E This rule applies to traffic sent to these destinations: i 5
@, Cache d g:gp Firewall Policy
-3 Add-ins i 2 all Metworks (and Local Host) add... Tasks
T
[ Genersl F |23 Adthentication Services @crtemal Edit 1) Publish Exchange /eb
Active Directory =

Client Access

Remove El | 5 Publish Mail Servers
=) Publish SharePoint Sites
5 Publish Web Sites

{51 Fublish Mon-Web Server
Protacals

RADILS

RSA SecurlD

CRL Dowrload

Er |3 Remote Management
Microsoft Managem
Terminal Server Al
Web Management Estegelfrs

5 Create A Rul
ICMP (Fing) A, |3 Create Access Rule
3] Diagnostic Services
$ IV Edi ..

Windows Networking

Microsoft Error Repa Remnye

HTTP Connectivity v ,
q Logging | - System Policy Tasks
£ *

Policy Editing Tasks

4 Edit System Policy

Cancel j Show System Policy Rules

(%) Export System Policy
(3) Import System Policy

Enterprise Policy
Tasks

g Hide Enterprise Policy Rules

T — ' my =
[ [ I
distart| [ @ | B3 command Frompr (=3 Microsoft Internet Se... | @D @ 126

Now you should be able to do a ping from a host on Network B to a host on Network
A and kill one of the ISA servers. All you should notice is a few Request time out
before the surviving firewall takes over.
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